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OCHOBHbIE UToru nonyroaus

O0OLwWana TeHAeHUUS CHUXEHUS NMPOoLeHTa aTaKOBaHHbIX KOMMbIOTEPOB
B Mupe

Co BTOpOW nonosuHbl 2019 roga B Mupe HabnogaeTcs CHUKEHNE NPoLEeHTa aTakoBaHHbIX
KOMMbIOTEPOB, kak cpean ACY, Tak 1 B KOPNopaTUBHOM U NEPCOHANbLHOM cpeaax.

1. TMpoueHT komnbtoTepoB ACY, Ha KOTOPbIX BbINM 3abNoKMPOBaHblI BPEAOHOCHbIE
06bekThl, B nepsom nonyroamn 2020 roga ymeHbLIUNCca Ha 6 n.n. n coctasunn 32,6%.

2. Cpegu ctpaH Hambonblime nokasatenu — B Armkupe (58,1%), HaumeHbLune —
B lesenuapum (12,7%).

3. HecmoTps Ha obLyto TEHAEHUMIO CHKEHWS NMPOLEHTa aTakoBaHHbIX KOMMbIOTEPOB,
Ha 1,6 n.n. Bblpocny nokas3anu B Hedrerazosown otpacnu (37,8%), Ha 1,9 n.n. —
KOMMbIOTEPOB, UCMOMb3yEMbIX B COCTaBe CUCTEM Afsi aBTOMaTU3auun 3gaHumn
(39,9%). MNokasatenu B 3TUX MHAYCTPUSX NPEBbLILIAIOT aHANOMMYHbIV NokasaTterns no
MUPY B LLESTOM.

Pa3Hoob6pa3ue BpegoHocHoro MO

Yrposbl ctaHoBATCA Bonee nokanbHbiMKu, 6onee okyCcMpoBaHHbIMU, U, Kak CneacTeue —
H6onee pa3HoobpasHbIMK U CIIOXKHBIMMU.

4. 3awuTHbIMK pelueHusmMmu «JlabopaTtopum Kacnepckoro» Ha cucteMax npoMbILLSIEHHON
aBTOMaTM3auMm Obino 3abnoknpoBaHo bonee 19,7 Thicsad MogudUKaLmin
BpeaoHocHOoro MO 13 4119 TbicaY pasnnyHbIX CEMENCTB.

5. Crano 3ameTHO 6onblue cemMencTB 63KA0POB, TPOSHLLEB-LUMUOHOB, 9KCMOWTOB ANSA
Win32 u BpegoHocHoro N0 Ha nnatdopme .NET.

6. BpegoHocHble nporpaMmbl-BbiMoratenu 6binn 3abnokuposaHbl Ha 0,63%
komnbtoTepoB ACY. OTO HE3HAUUTENBHO OTNMYaeTCsa OT UTOroB NpeablayLLero
nonyroaus (0,61%).

OCHOBHbIe UCTOUYHUKU Yrpo3

OCHOBHbIMW UCTOYHMKAMU yrpos ansa KoMnbTepoB B TEXHONOrM4YecKkomn MchpaCprKType
OpFaHI/I3aLI,VIl7I OCTaloTCA MHTEPHET, Cb€MHbIE HOCUTEITN N SNNIEKTPOHHAA no4yTa. Mokazatenu no
3TUM UCTOYHUKAM OXNOaeMo YMEHbLUUITUCH.

7. Yrposbl u3 nHTepHeta 3abnokmposaHbl Ha 16,7% komnbioTepos ACY (-6,4 n.n.)

8. Yrposbl Npu NOAKMHOYEHUN CbEMHbBIX HOCUTenen 3abnokuposaHbl Ha 5,8%
komnbtoTepos ACY (-1,9 n.n.).

9. BpeaoHOoCHbIE NOYTOBLIE BNOXEHUS 3abnokupoBaHbl Ha 3,4% komnbioTepoB ACY
(-1,1 n.n.).
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OTnuumnsa no perMoHam

PervoHbl A3un n Adpurka BXogsaT B YUNCIIO HAMMEHee 6raronony4HbiXx.

10. YeTbipe 13 natv no3uumin B TOP 5 no npoLeHTy aTakoBaHHbIX kKoMMbioTepoB ACY
3aHann pernoHbl Asun. Bropoe MecTo B 3TOM perTuHre npuHagnexut Adpuke.

11. Camas cnoxHas cutyauusa B FOro-BoctouHom Asnn: permoH nuampyeTt cpasy B
HECKOJbKUX PENTUHIax:

e no npoueHTy komnbloTepoB ACY, Ha KOTOpbIX Obina npegoTBpaLleHa
BpeOOHOCHasi akTUBHOCTb (49,8%),

e no npoueHTy koMmnbloTepoB ACY, Ha KOTOPbIX Obinin 3abnoKMpoOBaHbI Yrpo3bl U3
MHTepHeTa (14,9%)

e o npoueHTy KomnbtoTepoB ACY, Ha KOTOPbIX BbinNn 3a6rIOKNMPOBaHbI
BPeOHOCHbIE NOYTOBbIE BNoxeHus (5,8%).

12. Adpwuka nuampyeTt no npoueHTy komnbtoTepoB ACY, Ha KOTOPbIX yrpo3bl Bbinu
3abnoKMpoBaHbI NPY NOAKIIOYEHNN CbeMHbIX HocuTenen (14,9%).

Camasn 6naronony4Has cutyauus B Asctpanuu, pernoHax Esponel, CLUA n Kanage,
KOTOpble 3aMbIKalOT BCE PENTUHIN, KPOME PEWTUHIa MO BPEAOHOCHBIM NOYTOBbLIM BIIOXEHUSM.

13. Cambim 6riarononyyHbIM perMoHoM no utoram nonyrogusi Beirnagut CesepHas
EBpona. Y aT10ro permoHa HanmeHbLLNE NoKasaTenu:

e [0 NPOLEHTY aTakoBaHHbIX KoMnbioTepoB ACY (10,1%),

e 10 npoueHTy komnbtoTepoB ACY, Ha KOTOpbIX BbInNu 3abrI0KMpoBaHbl Yrpo3sbl U3
MHTepHeTa (4,6%)

e o npoueHTy KomnbtoTepoB ACY, Ha KOTOpbIX GbiNn 3a6NoKMpoBaHbI
BpeOHOCHbIE NOYTOBbIE BNoxeHus (1,1%).

14. HanmeHbLmnn npoueHT kKoMmnbioTepoB ACY, Ha KOTopbIX Bbinv 3abnokupoBaHbl
yrpo3sbl Npy NOAKMIOYEHUN CbEMHbLIX HocuTenen, — B Asctpanuu (0,8%). MNokasatens
CesepHon Esponbl (0,9%) He cunbHO ycTynaeT nuaepy.

15. B Asctpanuun, EBpone, CLLUA n KaHage nokasatenu no Bpe4oHOCHbLIM NOYTOBbIM
BIIOXXEHWSIM NPEBbLILLAIOT NOKa3aTenNn no yrpo3am Ha CbEMHbIX HOCUTENSAX.
WcknoueHune coctaensaet BoctouHasa EBpona (3,5% u 3,7% COOTBETCTBEHHO).

Cpenu pervoHoB EBponbl HaumeHee 6narononyyHbl FOxxHasi 1 BoctoyHas Espona.

16. KOxHas n BoctouHast EBpona Bownu B TOP 5 B penTuHre no npoueHTy KOMMNbTEPOB
ACY, Ha KOTOpbIX ObINM 3abNOKMPOBaHbI BPEAOHOCHbLIE MOYTOBbLIE BOXEHUS. KOXHas
Espona (5,2%) 3aHana BTopoe mecTto, BocTtouHass EBpona okasanack Ha nsaTom
mecte (3,5%).

17. EAVHCTBEHHBIV PErMOH B MUpe, rae 3a nonyrogune ysenuuuncs (Ha 0,9 n.n.)
nokasaTesib MO NPOLIEHTY KOMMbIOTEPOB, HA KOTOPbIX ObINN 3a6NOKMPOBaHbI Yrpo3bl
npw NOAKIMYEHNN CbEMHBIX HOocUTenen, — BoctouHasa Eepona (3,7%).
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OcHOBHbIe cOObITMSA nonyroaus

ATaka Ha MeTannyprmyeckum KoHuepH BlueScope

15 Mas cTano u3BecTHo 06 atake Ha MeTasnypriuyeckuin KoHuepH BlueScope, koTopast
Bbi3Bana coom B paboTe HEKOTOPbIX NPEANPUSTUNA.

KnbepunHumaeHT Obin o6HapyxeH B ogHow 13 komnaHuin B CLUA. NMoMrMo koMnaHuit

B CeBepHo AMepurKe aTaka He3HauYMTENbHO 3aTPOHYyNa NpeanpusaTusa B A3um U HOBOW
3enanaun. CunbHee BCEro OT aTaky NocTpagany Npon3BoACTBEHHbIE M TOProBble onepaLmm
B ABCTpanumu: HeKOTopble NPOLIECCHI ObINM MPUOCTAHOBNEHLI, a ApYyrvie, BKIoYas oTnpaBKy
cTanu, oCyLLeCTBNSANMCh NPeUMyLLECTBEHHO 6e3 NCMONb30BaHUS CPEeACTB aBToMaTM3aLnn.
Opyrne nogpobHOCTM aTakm noka He coobLuaroTes.

APT-aTaku Ha npoMbILWeHHble KOMNaHUuu

LleneBas kamnanua WildPressure

B mapte 2020 roga cneunanucTbl «Jlabopatopun Kacnepckoro» obHapyxunm paHee
HensBecCTHyt0 APT-KaMnaHuio No pacnpocTpaHeHuio TposHLa, HasBaHHoro Milum. CornacHo
pesynbTaTtaM UccredoBaHus, 3Ta Bpe4oHOCHas mporpaMma mncrnosb3oBanach, No kpamHemn
Mepe, ¢ Havarna 2019 roga n uckntoYMTeNbHO ANs HanageHus Ha uenu Ha bnwkHem BocToke,
Cpean KOTOpbIX €CTb OpraHmn3aumm NPOMbILLSIEHHOIO CeKTopa. dTa KamnaHus nony4dumna
Has3BaHune WildPressure.

Milum obnagaeT BO3MOXHOCTbIO yAaneHHOro yrnpaBneHns ycTponcTBaMmn U MOXET 3arpyxaTtb
1 BbIMOSHATbL KOMaHAbl CBOEro onepaTtopa, cobupaTb pasnmyHyo MHopMaLuuio ¢ LLeneBoro
yCcTponcTBa 1 oTnpaenaTb ee Ha C&C-cepep. B nHdpactpykType, co3gaHHoM onepatopamm
Milum gns 3TOM KamnaHuW, NCMOSNb30BaNNCb apeHAOBaHHbIE BUPTYyasibHble BblAEeMNEeHHbIE
cepBepbl (virtual private servers, VPS) OVH n Netzbetrieb, a Takke gomeH,
3aperncTpupoBaHHbI Yepes aHOHMMU3MPYoLWKMIn cepsuc Domains by Proxy..

AHanua koga HoBoro BpeaoHocHoro MO He BbISBMN NnepeceyeHunin U CXOACTB HU C OQHOM
n3BecTHou paHee APT-kaMmnaHuen.

Bpe.qouocmale KaMnaHun NpoTuB NPaBUTEJNIbCTBEHHbIX U MPOMbILWIEHHbIX opral-msau,wﬁ

AsepbanpgxaHa

B anpene 2020 roga 6uina onybrvkoBaHa MHAOPMAaLUKUs O LefeBbLIX aTakax ¢
MCMNonb30BaHNEM paHee HEM3BECTHOMO TposHUa yganeHHoro goctyna (RAT), koTopbiv
nony4yvn HassaHne PoetRAT.

Mo MHeHWIO uccnepoBaTenen, aTakv OblnM HanNpaBreHbl HA rOCY4APCTBEHHbIV CEKTOP,
TPaHCNOPTHbLIE U MPOMBbILLNEHHbIE KOMMNaHun AsepbarigxaHa, rnaBHbIM 06pasom
aHepreTu4yeckue. B pamkax paccnenoBaHust Obinio yCTaHOBINEHO, YTO OCOBEHHBIM MHTEPEC
3rnoymMbiLNeHHUKM nposenstoT K SCADA-cnctemam, CBA3aHHbIM C BETPSHbIMU TypOvHamu.

Uccneposatenu Cisco Talos Habnoganu atu ataku ¢ despanga 2020 roga. dkcneptamum
«Jlabopartopum Kacnepckoro» oHu 6binu 3adukcnpoBaHbl B Aekabpe 2019 roga, o yem
coobLanochb B NpMBaTHOM oT4eTe. 3M0yMbILLINEHHUKM MCNOMNb30Banu Bpe4OHOCHbIN
[OKYMEHT, KOTOpPbIV coaepxan nsobpaxeHue, Noxoxee Ha NOroTUn Hay4YHo-
uccrnegoBaTenbCkon opraHmnsaunn Munnctepctea o6opoHbl MHanv. [1Be apyrvue BOMHbl aTak
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npownu B anpene. B 0gHOM U3 HNX B KA4eCTBE NPUMAaHKN MCMOMb30BaNnCh A0OKYMEHThI SKOObI
npaeuTenbcTBa AsepbangxaHa, nocesueHHble COVID-19. B gpyrom cny4vae
3110YMbILLIIEHHMKN MCMONb30Banu davn 6e3 yntabenbHOro cogepXMMoro ¢ UMeHeM
«C19.docx», 4To BO3MOXHO Takke ABnsieTcs oTcbinkon k COVID-19.

B kauyecTBe gponepos, obecneynBaroLLMX CKPbITHYIO YCTaHOBKY TPOSIHLLA, UCNOSb30Banuch
AokymeHTbl Microsoft Word. MNocne oTkpbiTusa AokyMeHTa BbinonHsncs makpoc (Visual Basic-
CKpunT) Unu ko ¢ ucnonb3oBaHme DDE (Dynamic Data Exchange), koTopblii n3Bnekan
BPELOHOCHYIO NPOrpamMMy 1 BbINOSHAS €€.

BpenoHocHas nporpamma nepsoro stana PoetRAT HanucaHna Ha Python. Ha komnbtoTepax
XepTB 6b1N0 0O6HAPYKEHO MHOIMO AOMOMHUTENBHOrO MHCTPYMEHTaPUS, TaKKe HanNMcaHHOro
B OCHOBHOM Ha Python. lNporpammbl ¢ UICNONb30BaHWEM 3TOrO A3blKa HE NepBbIN pas3s
NCMNOMb3YIOTCS B aTakax Ha NPOMbILLIIEHHbIE KOMNAHWUM — Tak 6bINo, HaNpUMep, B UCTOpUK
¢ Triton.

B xoge paccnegoBaHuns 6bin obHapyxeH 1 OULLMHIOBbLINM CanT, MMUTUPYIOLWLUIA BEG-NOYTY
npasutenscTea AsepbangxaHa n npegHasHavYeHHbIN AN KPaXu YYETHbIX AaHHbIX.

LleneBble aTakn Ha 06bEKTbI BOAOCHAGXeHUsi 1 BOQOoO4YUCTKU U3paunsa

23 anpens HaunoHaneHoe knbepynpaeneHune MNapauns (Israel National Cyber Directorate,
INCD) BbinycTuio yBegomneHne 6e3onacHocTu, B KOTOPOM coobLuanock O nonbiTkax atak

Ha SCADA-cucTeMbl O4MCTHBIX COOPY>KEHWUIA, BOAOHACOCHbLIX CTaHLUUIA U KaHaNU3auMOHHbIX
ceTel. B kauecTBe Mep No NnpeAoTBPALLEHNIO BTOPXXEHWIA OpraHnm3aumnsamM cdepbl
BOOOCHabXeHus1 n aHeproobecneyeHns 6bIN0 peKOMeHA0BaHO B CPOYHOM MOPSAKE CMEHUTb
naponu Ans Bcex NoAKoYeHHbIX K MHTepHeTY cuctem. OcobeHHO nogyepkuBanach BaXXHOCTb
peanusauuy 3TUX Mep 455 CUCTEM ynpaBrieHnsi KonuyecTsom gobasnaemoro xnopa. Kpome
TOro, peKoMeHAauun BKrtovanu Heo6xoanumMocTb 06HOBUTE UCMONb3yeMoe NporpamMmmMHoe
obecneyeHve 1 Npowmnekn o6opyaoBaHMS.

AHanornyHble npegynpexaeHus obinn Takke onyonvkosaHsl spannbckon rpynnon
pearnpoBaHNs Ha KOMMbIOTEPHbIE MHUMAEHTLI 1 YNpaBneHneM rno BogHbIM pecypcam
npasutenscTea Mapannsi.

OdpmumansHbIx coobLLeHMn 0 NOATBEPXKAEHHOM BTOPXXEHUWN B KaKyto-nnbo n3pannbCKyo
KOMMaHUIO MO OYMCTKE U CHabxeHuto Boaon He 6bino. OgHako no nHdopmaummn ns CMA,
aTaku npousowwnu B NATHULY 1 cy660Ty (24 1 25 anpens) 1 3aTpoHYNU psif opraHn3aumn
B PasfmnyHbIX YacTaX CTPaHb.

ATakun LIJI/I(*)pOBaﬂbLI.WIKOB Ha NpoOMbILWJIeHHble KOMNaHUn

BaxnecTtHyBwasd B 2019 rogy Mmp BonHa aTak LWMdPOBanbLUMKOB NPOAOIDKMIIACH U B MEPBOM
nonyrogumn 2020 roaa.

ATtaka BbiMmoraTtensi octaHoBua npoussoacTso komnaHum Picanol B Benbrum, PymbiHnu un Kutae

13 anBapsa 2020 roga KpynHbIi NPOM3BOANTENb BbICOKOTEXHONMOMMYHBIX TKALIKUX CTAHKOB
Picanol Group cTan »xepTBo MaccupoBaHHOW ataky BeiMoratenen. ATaka Bbi3Bana
cepbe3Hble HapylweHus B paboTte 3aBogos B benbrun, PymeiHum n Kutae. Kakoe MO
MCMnonb30Barnoch Ans araku, noka He coobLuaeTcs.

ATaka 6bina 3ameveHa Ho4blo, koraa coTpyaHukM Picanol B Kutae He cMornu nonyyntb
goctyn K NT-cuctemam. AHanornyHble npobremsl Obinuv 3adnKCMpoBaHbl B ropoae

NAHOWA®T YITPO3 AJ11 CUCTEM MPOMBILIEHHON 5
ABTOMATUSALMI. MEPBOE MNOJTYIroame 2020 © AO «JTABOPATOPUA KACIMEPCKOIO», 1997 — 2020


https://www.gov.il/he/departments/publications/reports/scadaalert
https://www.zdnet.com/article/israel-says-hackers-are-targeting-its-water-supply-and-treatment-utilities/
https://www.ynet.co.il/articles/0,7340,L-5720969,00.html
http://assets.picanolgroup.com/Press%20Releases/2020%20PR%20Picanol%20Group%2031012020%20En.pdf

Kaspersky ICS CERT lkaspersky

Wnp (Benbrus). deatensHOCTb KOMNaHWM Bbina NPaKTUYeCKN NONIHOCTLI0 OCTAHOBIEHA.
2300 coTpyaHukoB Picanol octaBanuck 6e3 paboThbl 6onee Hegenu.

Atakmn Ruyk Ha meauumHCKue yupexaeHus

B nepsom nonyroamm onepatopbl Ryuk maccoBo atakoBanv 60fbHULBI 1 TpeboBanu Bbikyn
3a pacwmncpoBsky ¢arnos. Tonbko B MapTe oT atak Ryuk B CLUA noctpaganu 10 6onbHuL,.

B aTux aTakax ucnonb3oBanach yxe ctasluas npuBbIMHOW Ans Ryuk cxema 3apakeHus

C UCNoSb30BaHMEM (DULLMHIOBLIX NMMCEM U BPEAOHOCHOW nporpammel TrickBot. Ota
BpefoHOCHas MporpaMmma no3BosiseT 3M0yMbILLIEHHMKAM MOAKM0YaTbCS K 3apaXXeHHOMY
KOMMbIOTEPY U UCCNeaoBaTh CETb aTakoBaHHOWM opraHm3auun. Onepartopsbl TrickBot neitatoTcs
HaWTN yA3BUMbIE CUCTEMBI, @ TaKKe YKPacTb yY4ETHbIE AaHHbIE NOMNb3oBaTeNen.

ATaka BbIMoraTesnsi Ha Npou3BOAUTENA HAaCOCHbIX peweHun DESMI

B Houb c 7 Ha 8 anpens aTtake BbiIMoraTens nogsepriacbk komnadus DESMI, gatckuii
Npon3BOAUTENb HACOCHbIX PELLEHNA AN CYAOB U NPOMBbILLIEHHOCTU. Kakasi BpegoHOCHas
nporpamma 6bina ncnonb3oBaHa Ang ataku, He coobLuaeTcs.

CornacHo odvumansHOMY 3a8BNEHNIO, B pe3dynbTaTe ataku nocrpagany nHpopMaLMoHHbIe
CUCTEMbI KOMMYHUKaLMIA, BKIOYAA CUCTEMY 3NIEKTPOHHON MOYTbI, KOTOPbIE Dbl BpEMEHHO
oTknto4eHbl. K 14 anpens paboTocnocobHOCTb 3TUX CUCTEM yAanocb BOcCTaHOBUTL. ERP-
cucTema n (oMHaHCOBbIE CUCTEMbI HE NOCTpaganuy, N0O3TOMY NPOM3BOACTBEHHbIE OOBEKTHI

B Kutae, MHgun, AMepuke n [laHum npogosmkunm ceoko paboTy B OObIMHOM peXrMME NuLLb

C HE3HaYNTENbHLIMU MOMEXaMMU.

Ataka Ragnar Locker Ha 3HepreTu4eckyto komnaHuio EDP

13 anpens KpynHasi nopTyransckas aHepreTudeckas komnaHmsa Energias de Portugal (EDP)
nogseprrack aTake BelMoratens. B pesynbtaTe atakv ¢ MCnNonb3oBaHWeM BPeAOHOCHOW
nporpaMmmbl Ragnar Locker cuctembl koMmnaHuu 6einm 3aumdposaHsl. NMoMmumo aToro,
KnbepnpecTynHVKN yTBEPXKAaloT, YTO Npexae Yem 3awmndpoaTb AaHHble, oHu ykpanu 10 T6
KOHMAeHUnaneHbIxX annos KOMNaHWM 1 TeENEpb YrpoxaroT onybrmkoBaTb NX, €CNn He
OyaeT ynnayeH Bbikyn B pa3mepe 1580 BTC (4To Ha AaHHbIA MOMEHT COCTaBnsieT NPUMEpPHO
10,9 mnH gonnapos).

B kayecTBe goka3aTenbCTBa TOro, YTO NPECTYMNHUKM OeCTBUTENBHO obnagatoT
KOHmaeHuunansHon nHgopmauuen EDP, onepatopbl Ragnar Locker onybnukosanu 4actb
YKpaAeHHbIX JaHHbIX, B TOM YMCIle MMEHa U Maponn OT YYETHbIX 3annucen CoTPYAHUKOB.

CornacHo 3anucke ¢ TpeboBaHWeM BblKyna, 3M0yMbILLNIEHHUKXA CMOTTI NONYyYnTb AOCTYN
K KOHpMAEHLMaNbHON NHOPMAaLIMK O BbICTaBINEHHbIX cYeTax, JOroBopax, TpaH3aKLusAX,
KMUeHTax 1 napTHepax.

MpoaHanuanpoBaB pa3nuyHble 06pasLbl WndpoBanblumka, skcnepTsl «Jlabopatopum
Kacnepckoroy» npuLlinm K BbIBOAY, YTO BECb TEKCT 3aMUCKK ¢ TpeboBaHMEM BbiKyrna
dopmmpyeTcs UHOMBUAYATNbHO AN KaXA0W XKepTBbl, a 3Ha4YWUT aTaku C UCTOMb30BaHNeM
Ragnar Locker umetoT LieneHanpaBeHHbI XxapakTep.

ATtaka Ha npoMmblIleHHble 06BbeKTbl Stadler

7 mas 2020 roga o kubepartake Ha CBOM MPOMbILLSIEHHbIE 0OBEKTBI COOOLLNIT LWBENLAPCKUIA
npoussoguTens noe3noB Stadler. CornacHo 3asBAeHN0 KOMNaHUN, HEKOTOPbIE KOMMbIOTEPDI
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KOpropaTuBHOM ceTu BbInKn 3apaxeHbl BpeAOHOCHbIM 10, co CKOMNPOMETUPOBAHHbIX
YCTPOMWCTB ObINK yKpageHbl AaHHble. 3110yMbILINIEHHUKM, CTOSLME 33 aTakow, CBA3amnmchb

C NpeacTaBUTENAMU KOMNaHWM 1 NoTpeboBany BbiKyM, yrpoXxas onybrIMkoBaTb MOXMLLEHHYHO
WHpopmMaLmMio B cnydae Heynnatbl.

KomnaHusi obpaTtunacek B COOTBETCTBYIOLLME OpraHbl BNacTu 1 NpuBnekna ang
paccrnegoBaHns nHunaeHTa BHewHux Nb-cneunanucetoB. [1ns BoCCTaHOBNEHMS
PYHKLUNOHNPOBAHUSA BCEX 3aTPOHYTbIX CUCTEM UCMOSb30BaNNCh PE3EPBHbIE KOMUMW.
lMpoun3BoACTBEHHbIE NPOLIECCHI KOMMAHUK B pe3ynbTaTe aTtaku He nocTpaganu.

Kakoe nmeHHo BpegoHocHoe MO ncnonb3oBanock B atake, He coobuanock. OgHako
TpeboBaHue BbiKyna U He06X0AMMOCTb BOCCTaHOBMEHMS CUCTEM C UCMOSIb30BaHWEM
pe3epBHbIX KOMUIA yKasblBaeT Ha To, YTo, BeposiTHee Bcero, komnaHus Stadler ctana xxepTBoi
aTaku Nporpammbl-BbiMoraTensi.

ATaku Mailto u Nefilim Ha norucTu4yeckyro komnanuto Toll Group

ABcTpanuiickas normctudeckas komnaxus Toll Group B nepsom nonyrogum 2020 roga
ABaxapbl nogBeprnack atake Boimorarensckoro 0.

[NepBag ataka npousoLuna B KOHLe gHBap4d. B xoge 9Ton atakm MCnonbL3oBancyd BapuaHT
BbIMoratenbckoro N0 Mailto. [Ins npegoTepalleHns pacnpocTpaHeHus BpeaoHocHoro N0
YacTb MHAOPMALMNOHHBIX CUCTEM KOMMNAaHUM Obina OTKNoYeHa. OTO NPUBENO K 3aepKKam
C OTNpPaBKOM rPy30B KakK KOPNopaTMBHbIM, TaK U MHAMBUAYaNbHbIM KnneHTam. Cpeau
knneHToB Toll Group, oTNpaBka NOCkINTOK KOTOPbIX Obina 3agepxaHa, okasanacb
HauunoHanbHas noyTtoBas cnyxba Australia Post.

Bo BTopon pa3 Toll Group noasepriack atake B mae. Torga Beimoratensckum MO Nefilim
Oblna 3apakeHa ogHa M3 KOpNopaTUBHBLIX CUCTEM KOMMAaHWMW, B KOTOPOW HAXOOMIUCh OaHHbIE
O COTpPYAHMKaX KOMMNaHWW, a Takke HEKOTOPble CornaLleHns ¢ KopnopaTuBHbLIMU KINEHTaMN.
Mepen wndpoBaHnem annoB 3noyMbILLIEHHMKN yKpanu okono 200 M6 aaHHbIX KOMNaHWK

n noTpeboBanu Bbikyn 3a pa3bnoknposky UT-cuctem, ogHako pykosogcTteo Toll Group
OoTKasanucb NONTU Ha cAeNnky ¢ HUMU. B oTBeT Ha uHUUAEeHT Bce NT-cuctembl KOMnaHmm Gbinm
OTKIIOYEHbI.

20 mas cTano nsBecTtHO o ToM, 4To onepatopbl Nefilim onybnvkoBanu YacTb yKpaaeHHbIX
AaHHbIX.

K 29 mas Bce MHOpMaLMOHHbIE CUCTEMBI U florucTudeckne onepauumn Toll Group Gbinm
BOCCTaHOBJIEHbI.

ATaka wudpoBanbmka Sodinokibi Ha anekTpoaHepreTuyeckme KoMmnaHuu

14 mas o 3apaxeHun cesoux NT-cuctem BpegoHocHbIM MO cooblumna KkpynHasa
3MneKTpoaHepreTnyeckas komnaHusa BenmkobputaHum Elexon. B pe3ynbTtate aTaku
nocTpaganu TONbKO CUCTEMbI BHYTPEHHEN IT-ceTn KOMNaHMW, BKITKOYAsi MOYTOBYHO CUCTEMY,
1 HOyTOYKK. KrtoueBble MHPOPMaLMOHHbIE CEPBUCHI U CUCTEMBI NIEKTPOCHA0XeHMS He Bbinn
3aTPOHYTHI KnbepaTako.

B noHe nosisunack MHopMalius, YTO KOMNaHUs Gbina aTakoBaHa LWMAPOBAnbLIVKOM
Sodinokibi, Takke nssectHoro kak REVvil.

Ewe oagHo xxeptBon Sodinokibi nosgHee ctana Bpasunbckas anekTpoaHepreTmyeckas
komnanwus Light S.A. [To nidopmaumnm ns CMV B KOHLE MIOHA KOMNaHWs NOABEpPriiach atake
LndpoBarnbLUMKa, onepatopbl BeiMoratens notpebosanu Bbikyn kpuntosantoton MoHepoc
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nopsigka 7 mnH gonnapoB CLUA. MNMocne 19 nioHa pasmep Bbikyna yaBouncsa 4o nopsiaka
14 mnH gonnapos CLUA.

ATaka He okasarna HeraTMBHOMO BIIUSIHUS HA SHeprocHabkeHne, HO HapyLuuna GusHec-
npoLecchkl KoMNaHWK1, CBsi3aHHbIE C BbiICTaBneHneM cyeToB. HecMoTps Ha oduumanbHoe
NoATBepXAeHUe dakTa aTtaku, Apyrme nogpobHOCTM UHLMAEHTA HE pacKpbIBanuCh.

Mo3gHee uccneposatenamu Obin HanaeH obpasel, BpegoHocHoro MO Sodinokibi, koTopbin
npeanonoXnTeneHoO ucnonb3oBarncs Ang atakum Ha Light S.A. [laHHoe BpegoHocHoe N0
pacnpocTpaHsieTcs no mogenu «Beimoratensckoe 1O kak ycnyra» (Ransomware-as-a-
Service, RaaS) n, BeposiTHO, CBA3aHO ¢ npecTynHou rpynnon «Pinchy Spider», ctoswen 3a
Apyrum Beimoratensckum 1O GandCrab.

ATaka Ha npousBoauTensa HanuTkoB Lion

9 MIOHS XXEePTBOW aTaku BbiMoratesibekoro MO ctan aBcTpanunckuii NporM3BoaUTENb HAaNUTKOB
Lion. B pesynbTarte atakm komnaHus Obina BbIHYyXAeHa OTKMHOYUTb 3apaxeHHble U T-cuctemel,
YTO MPMBENO K OCTAHOBKE HEKOTOPBIX TEXHOMOrMYECKNX NPOLIECCOB U HapyLLeHUo rpaduka
NoCTaBOK NPOAYKUUN KNneHTaM. B yacTHocTu, Obina npuoctaHoBrneHa paboTa NMBOBAPEHHbIX
3aBogoB B ABcTpanuu n Hoeon 3enaHamun. ATaka Takke nonusina Ha paboTty
NPOM3BOACTBEHHbIX Mowaaok Lion Dairy & Drinks, oTBevatoLLmx 3a npon3BoacTBO
pasnUYHbIX MOMOYHbIX MPOAYKTOB.

Nudopmauus o Tom, kakoe BeiMoratensckoe MO ncnonb3oBanock Ans ataku Ha KOMMaHuio,
He coobLuanach.

18 noHa komnaHua Lion nogseprnack ewe ogHoM atake wudpoBanbwuka. 1o nHdopmaumnm
n3 CMW, Bo BTOpoW atake mucnosnb3oBanock BpegoHocHoe MO Sodinokibi (REvil).
3noymbineHHukn notpebosanu Beikyn B pa3mepe 12234,28 XMR (nopsgka 800 000
A0NnapoB) 1 yrpoxanu nyonvkoBaTb YKpaAeHHbIE Y KOMMAaHUW KOHUAEHLMANbHbIE AaHHbIE.
[Mpun 3TOM aTakyoLmne yrpoxanu yBenmymTb CyMMY BblKyna BOBOE, ECNN AeHbIV He ByayT
nepesefeHbl 4o 19 noHs.

Mo nocnegHen nHopmMaunmn Ha opuLmanbHOM canTe KOMMaHUN, NOCBALLEHHOW NHUMAEHTY,
26 nioHa paboTa Bcex NPon3BOACTBEHHbIX 06BbEKTOB Obifla BOCCTAaHOBMNEHA, OAHAaKo paboThl
no BoccTaHoBneHuo NT-cuctem elle npogosmkanumce.

LleneBble dTakKv Ha NpoMbilUNieHHble KOMNaHuu C cnoJfib3oBaHUeM mmbpoaanbu.mxa Snake

8 noHsa 2020 cTano 13BecTHO O Henonagakax B KOMMbIOTEPHOW CETU AMOHCKOro MOTO- U
asTonpoussoguTens Honda B EBpone n AnoHuun. B yacTHOCTK, coobLuanoch 0 TEXHUYECKMX
TpyaHOCTAX B paboTe cnyxbbl nogaepXkn knmeHToB Honda 1 dmHaHCoBbIX cnyX6 komnaHuu.

NB-akcnepTbl monaratoT, YTO, BEPOsiTHEE BCEr0, OAMH U3 CepBepoB KOMNaHUK Obln 3apaxeH
BbiMoraTenbckum MO Snake (EKANS): Ha VirusTotal 6b1n o6HapyxeH obpasel, BpeoHOCHON
nporpaMmmbl Snake, KOTOpPbI NPOBEPSIET JOMEHHOE UMS KoMnaHum Honda «mds.honda.com»
(BEPOATHO, UCMOMB3YIOLLIEECs BO BHYTPEHHEN ceTu KoMmnaHum). Ecnn gomeHHoe nmvisi He
yoaeTcs paspelmntb (onpegenutb IP-agpec), paboTa BeimMoratens 3aBepluaetcs 6e3
WndpoBaHMs Kaknx-nmbo cannos. 1o MHEHWIO nCcnegoBaTenen, 3T0 MOXET yKa3biBaTb Ha
ueneHanpasneHHble AeNCTBUS 3M0YMbILLNIEHHNKOB.

Okcneptbl Kaspersky ICS CERT, ucnonb3ysa gaHHble COGCTBEHHON TenemeTpun, obHapyxmnnm
Takke u gpyrue obpasLibl, CXoOHble C TeM, KOTOpPbIV Obin 3arpyxeH Ha VirusTotal.
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PesynbTaTthl HalLero uccnegoBaHus SBHO YKa3bIBAOT HA TO, YTO 3MOYMbILLFIEHHMKN NPOBOAAT
MHOrOCTYNeH4yaTble Xakepckue aTtaku, Npy 3TOM Kaxgas aTaka HanpaBfneHa Ha KOHKPETHYIO
opraHunsaumio. LLndpoBaHue gaHHbIX Npy nomMoLmn Snake — KOHEYHbIV aTan 3Tnx atak. Cam
wndgposanbLUuk Snake HanmMcaH Ha a3blke Golang, KOTOPbIN HE OYEeHb PacnpOCTPaHEeH U Ha
CerofHsALWHMIA AeHb BCTpeYaeTcs B OCHOBHOM B obpasLiax BpeAOHOCHbIX NPOorpamm,
ncnosne3yowmxca APT-rpynnuposkamu.

M3BecTHO, 4YTO NOMMMO Honda B uMche epTB OKasanuchb Takke sHePreTuYeckme KoMnaHmm
Enel Group. Mo gaHHbIM Kaspersky ICS CERT, uenbto atak ctanu Takke HeMeLkas

KOMMaHUs — NOCTaBLLUMK U3AENWI AN aBTOMOOMNECTPOUTENbHBLIX KOMMaHUA U NPOMBILLTIEHHOMO
NPOM3BOACTBA Y HEMELIKasi KOMMNaHWs!, 3aHUMatoLLasiCa NPON3BOACTBOM MeANLIMHCKOro
0bopyaoBaHus 1 pacxogHbix MaTepuanoB. 1o Bcell BUAMMOCTU, aTake NoABeprinch Takke

W Apyrne aBToMoOMNECTPOUTESNbHBLIE Y MPOU3BOACTBEHHbBIE KOMMAHUM — CXOXME 3K3EMMIISPbI
Snake 6bInn obHapyxeHbl Ha koMnbloTepax B Kutae, AnoHuun n B EBpone.

BnunsHune navpemun COVID-19

OpuH 3
3KCNyaTUPYHOLMX
Temy COVID-19
BPeAOHOCHbIX
LOKYMEHTOB,
MCMNONb30BaHHbIX
B xoge APT-ataku

B xoae Hawwwmx nccnegoBaHvin Mbl He MOrM 060MTU BHUMaHMEM LUMPOKO OBCYyKaatoLmiics
BONPOC BnunsaHusA naHgemun COVID-19 Ha naHawadT yrpo3 NpOMbILLIEHHbIX OpraHu3auni
B LIENTOM U NX TEXHONOTMYECKMX CETEN B YACTHOCTM.

[enctBntenebHO, Kak U cneaoBano OXuaaTb, 3M0YMbILLIEHHUKA NCNONb3YIOT NaH4EMMIIO
1 BbI3BaHHbIE €to rnobanbHble n3MeHeHns B 06LLecTBe B CBOMX Lienax. Kak coobwanu
MHOIOKpPaTHO pasfninyHble UCTOYHMKN, TeMa COVID-19 akcnnyatupyeTcsi B 60nbLLOM
KonumyecTse OULLMHIOBBLIX aTakK — Kak MacCoBbIX, TakK U Kak LienieHanpaBrieHHbIX.

B ogHOM 13 Hawmx NnpMBaTHbLIX OTYETOB, AOCTYMHbIX MO NoAanucke, onncaHa APT-aTaka,
HaueneHHas Ha npeanpuaTus 1 yupexgeHunsa AsepbarigxaHa, B KOTOPOW UCMOMb3YOTCH
nokymeHTbl COVID-Tematuku.

Koronavirus barada 20 MiF

5DD. A2 keronovirasls Bagh yanks saydan. sahv Daga Spen 20 magan
teqdm o3
Matexessalor hesab odr ki bunlana nanmada deymaz

OpHako, ecnv 3a4aTbCs LiENbio KONMYECTBEHHO OLEHUTb M3MeHeHWe naHawadTa yrpos ICS,
TO pesynbTaT OKa3blBaeTCcs HeoXnaaHHbIM. EAMHCTBEHHAn 3ameTHas TeHOeHUms!
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MpoueHt
KOMNbIOTEPOB
ACY, Ha KOTOpbIX
¢ukcupoBanuch
nonbITKM nogbopa
naponein k RDP

rnobanbHOro pocta nNpoLueHTa atakoBaHHbIX KoMmnbloTepoB ACY Habniogaetcsa npy aHanuse
cratuctukm atak Ha RDP (Remote Desktop Protocol), nogHATbIX Ha MPOMbILLSIEHHBIX
KOMMbIOTEPAX.

Tak, B peBpane — mae 2020 roga YETKO NPOCHEXnBaeTCs NOCTOSHHbLIN NOMECAYHbIA POCT
(c nocnenyoLMM CHUXEHMEM B UIOHE) npoueHTa koMnbioTepoB ACY, Ha KOTOPbIX peLleHnUsiMu
«JlabopaTtopum Kacnepckoro» cukcmpoBanuce nonbiTkm nogbopa naponen Kk RDP.
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Kak Mbl BUOum Ha rpacpumke, BeCeHHUI poCT npoueHTa KomnbioTepos ACY, nogsepriumxcs
bruteforce-atakam, He npeBbIlIAeT N0 amMNIUTyAe rogoBble KonebaHus, XoTa 1 oKa3blBaeTCs
bornee AnuTenbHbLIM NO NPOAOCIKUTENBHOCTH, YeM BCE NPeAbIayLUNE CKayKu.

Mo BCelr BUAMMOCTM POCT NO 3TOMY NapameTpy NpoLeHTa atakoBaHHbIX komnbloTepos ACY
CMPOBOLMPOBaH yBeNuUYeHUeM YacToThl ucrnons3oBaHusa RDP B dheBpane — UioHe 3Toro roga.
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MpoueHt
KOMNbIOTEPOB
ACY, Ha KoTopbIX
Ucnonb3yTcs
RAT, siHBapb
2019 - vroHb 2020

MpumeyaTensHO, YTO POCT nNpoueHTa koMnbioTepoB ACY, Ha KoTopbix nogHAT RDP, B nepsom
kBapTane 2020 roga npousoLlen Ha ooHe AOBOJIbHO ANMTENbHOro nepnoga 6opbObI ¢
ucnonb3oBaHneM RAT Ha NpoMbILWNEHHbIX NpeanpuaTusx. Ha rpadmke HUKe xopoLo BUHO
yMeHbLUeHMe npoueHTa koMnbioTepoB ACY, Ha KOTOPbIX MCMOMb3yTCA NporpaMmabl
yAaneHHoro agMMHUCTpupoBaHus, B TedeHne 2019 roga. OTmMeTmM, 4TO B NEPBOM NONYroamm
2020 aToT nokasaTenb ctabunuanporarncs (M gaxe HEMHOro BbIpOC B oeBparie — anpene

B CpaBHEHUU C SHBApEM), Yero He Habn4aNnoCk 3MMOKM U BECHOW NMPOLLUOro roaa, U YTo
TaKke MOXET ObITb CBA3AHO C NOCNEACTBUSAMW NaHAEMUN.

8,0%

7.3%
7,0%
’ 6,4%

6.3% 64% oo 1o 6.2%
6,0% 5,6%
5.5% 5.5% 5.3% - ox
5,0% 4,6% HT% A.8% 4,6% 0%
4,0%
3,3%

3,0%
2,0%
1,0%
0,0%

-] r-] = r: = -] -] G -] -] -] -] -] N ] b= -] = -]

= 5 § 8 § 5 £ & & &8 25§ 38 8

E &8 8 & = g2 g E§ § E g E &8 2 o2 = 2

z 8 g = E E B 3 z § g

== ] o L =-
2019 2020

Ha Haw B3rnag, pocT npoueHTta komnbtoTepoB ACY, Ha KOTOpbIX ucnonsb3yetca RDP, moxeT
CBUAETENLCTBOBATL O TOM, YTO OOMBLLUMHCTBO N3 HOBbIX RDP-ceccuin aBTopu3oBaHbl
cnyx6amu IT n b ACY TI1. JencteutensHo, 6e3onacHoe ncnonb3oBaHue cnyx6 RDP npu
NPOYMX paBHbIX MOXET OKa3aTbCH MpoLle HacTpaMBaTb U KOHTPONMPOBaTb, YEM A58 APYruX
RAT-npunoxeHun. M, no Bcen BMAMMOCTH, pa3peLLeHme HoBbix RDP — komnpomuce,
06yCMNOBNEHHbIV 0OBEKTUBHOW HEOBXOANMOCTbLIO BbIMOMHATL MPOU3BOACTBEHHbIE 3a4a4u
yAanéHHo B YCrNOBUSIX NaHAEeMUU.

PocT npoueHTa aTtakoBaHHbIX koMmbloTepoB ACY, Ha KOTOPbIX 3ahmMKCUpoBaHbI

(v NnpegoTBpaLLeHbl) NonbiTkM nogbopa napons k RDP, MoxeT nokasaTbCst He3HauYNTENbHbIM,
oHaKo He CToWT 3abbIBaTh, YTO Mobas Takas ataka, OKaXkMCb OHa yCneLuHon, cpasy aana Obl
3M10YMbILLIIEHHMKAM yAanéHHbIV 4OCTYN K KOMMbOTEPaM NHXeHepoB 1 cuctemam ACY,

W HeOOLeHMBATb ONAaCHOCTb TakNX aTtak He CTOUT.

Kak yxxe 6bIno ckazaHo paHee, ApYrMx aHOMarnbHbIX BCNIECKOB BPEAOHOCHOW aKTUBHOCTMH,
KOTOpbI€ MOXHO ObIN0-6bl 0O BACHWUTL NOCNEACTBMAMU MAHAEMUN, HAM HAWTKU MOKa He
yaanocb. Hageemcs, 4To 9TO 4EACTBUTENBHO OTpaXKaeT OTCYTCTBUE CYLLECTBEHHbIX
HeraTUBHbIX U3MeHeHn naHawadgTa yrpos ICS.

NAHOWA®T YITPO3 AJ11 CUCTEM MPOMBILIEHHON 11
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O6waa cratucTtmka no Mupy

B pasdene npedcmasrneHbl pe3ynbmambl aHanu3a cmamucmu4ecKux 0aHHbIX,
r1o1y4eHHbIX C MoMoWwbto pacrpederieHHol aHmusupycHoul cemu Kaspersky Security
Network (KSN). JaHHble nony4yeHbl om mex nosib3oeamesieti KSN, komopsie
006pos8oribHO Nodmeepduru ceoe coasiacue Ha uUXx aHOHUMHY repedaydy u obpabomky
¢ uenbto, onucaHHol 8 CoenaweHuu KSN 0519 ycmaHo8/1eHHO20 Ha UX KOMIbomepe
npodykma «Jlabopamopuu Kacrepckozoy.

lModknodeHue k cemu KSN daém Hawum KnueHmam 803MOXHOCMb YiTyHuUMb
CKOpOCMb peakyuu 3awumHbIX peuweHUl Ha HeU38ecmHble paHee yepo3bl U 8 UerioM
rosbicumb Ka4ecmeo 0emeKmupo8aHUs yCmaHO8/1eHHO20 rpodyKma 3a c4ém
obpauwieHusi kK obria4yHol UHbpacmpykmype xpaHeHuUsi OaHHbIX 0 8PEOOHOCHbIX
0b6BeKmax, KOmopy MexHUYEeCKU HEBO3MOXHO repedamb UesIUKOM Ha CIMOPOHY
KnueHma u3-3a e€ obbéma u nompebrsiemMbix pecypcos.

[NepedaHHas nonb3oeamernieM mesieMempusi COOEPKUM MOJIbKO me muribl U Kameaopuu
UHopmayuu, Komopbie onucaHbl 8 coomeemcmeyrouwjem CoenaweHuu KSN. Omu
OaHHble 8 3Ha4UMesibHOU Mepe He MOJIbKO rnomMozarom e aHanuse naHowagma yepos,

HO U Heobxo0uMbl 01151 OBHapy>KeHUS1 HOBbIX y2p03, 8KITKOYas UerleHarnpassieHHbIe amaku
uAPT.

MeToauka NnoaroToBKM CTaTUCTUKMU

CraTucTnyeckme gaHHble, NpeacTaBlieHHbIE B OTYETE, NOMYYEHbI C 3aLLMLLaeMblX
npopykTamu «Jlabopatopun Kacnepckoro» komnbtotepoB ACY, koTtopble Kaspersky ICS
CERT oTHOCUT K TeXHONorm4eckon MHpacTpykType opraHusauuin. B aTy rpynny Bxogat
KOMMbIOTEPbI, paboTatoLme Ha onepaunoHHbix cuctemax Windows 1 BbINOMHAKOLME OOHY
UIN HECKONMBKO (PYHKLINIA:

e cepBepbl ynpasneHus n cbopa gaHHblx (SCADA);

e cepBepbl XpaHeHns AaHHbIx (Historian);

e wnto3bl gaHHbix (OPC);

e CTauMoHapHble paboyme CTaHLMN NHXEHEPOB 1 ONepaToposB;

e  MOBUNbHbIE paboune CTaHUUK MHXEHEPOB 1 ONEepPaTopOB.;

¢ Human Machine Interface (HMI);

e  KOMMNbIKOTEPbI, UCMOMb3yeMbIe AN aAMUHUCTPUPOBAHWS TEXHONOTMYECKNX CeTeN;

e  KOMMbIOTEPbI, NCMOMNb3yeMble And pa3pabotku O ang cucteMm NPOMbILLIAEHHOW
aBTOMaTu3auum.

ATaKoBaHHBLIMW Mbl CYATAEM TE KOMMbIOTEPbI, HA KOTOPLIX B TEUYEHNEe OTYETHOro nepuoaa
3awmTHbIe pelueHuns «JlabopaTopumn Kacnepckoro» 3abrnokvposanu ogHy 1 Gonee yrpos.
Mpwv nodcyeTe NpoLieHTa MaLLUKH, Ha KOTOPbIX BbINO NPeaoTBPalLEeHO 3apaKeHne
BpeaoHocHbIM MO, ncnonb3yeTcs KONMYeCTBO KOMMbIOTEPOB, aTakoBaHHbIX B TeYeHue
OTYeTHOro Nepuofa, No OTHOLLEHMIO KO BCeM KOMMboTepaM M3 Hallel BbIGOpKU, C KOTOPbIX
B Te4eHre OTYETHOro Nepuoaa Mbl Monydyanu 06e3nuyYeHHy MHOopPMaLUIo.

1 OpraHusauusm, B OTHOLLEHUM NOGLIX AaHHBIX KOTOPbIX HANOXeHbl OrpaHUYEeHNs Ha UX nepeaady
BO BHE NepuMeTpa opraHu3alun, pekoMeHayemMm pacCMOTPETL BapnaHT UCNONb30BaHWsi cepBuca
Kaspersky Private Security Network.

NAHOWA®T YITPO3 AJ11 CUCTEM MPOMBILIEHHON 12
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OOwue TeHAeHUUM B naHawadgTe yrpo3 ans komnsrotepos ACY,
KOPNopaTUBHLIX U NepcoHamNbHbIX KOMNbLIOTEPOB

Co BTOpOW NonoBuHbl 2019 roga HabnO4aeTCs CHMKEHWE NPOLIEHTa aTaKOBaHHbIX
KOMMbIOTEPOB, kak cpean ACY, Tak n B KOpNopaTUBHOW 1 NepcoHarnsHou cpeaax.

MpoueHt 50%
KOMMbHOTEPOB 8Cex 45% el
nonb3oeamenell w0« B B B B B B BB
«.
Jlabopamopuu = 8 B B B R R R R R R D B B e B—m
Kacnepckozoy,
Ha KOTOPbIX Gbinu 30%
3a6noKMpoBaHbI 25%
BPEAOHOCHbIe 20%
00BbeKThI,
15%
no mMecsiLam
(AanBapb 2019 - 10%
1oHb 2020) 5o
0%
£ ] - -] = &
R EEEEEEEE R
T a c = = = E E B % T a c =
-4 & m 8 ] = = -4 & m
2019 2020
MpoueHT 25%
KoMnbromepoe R T
ACY, 20% | ST
Ha KOTOpbIX ObinK B
sabnokmpoBakel 0 @ B B B B B R B B R B Woraw
BPeAOHOCHbIe 15%
00beKThI,
no mecsiuam 10%
(anBapb 2019 -
uoHb 2020)
5%
0%
2 2 5 2 3 £ 2 L5 & & R g 22 o502 3 o8
SRS I O K- S O
- & E = = m E E B % - & E =
-4 3_ m s = = B -4 3_ m
2019 2020
Cpeaun MHOXecTBa (haKTOPOB, BMSIOLLMX Ha 3TOT NokasaTterlb, MOXHO BblAeNuTb
cnegylouiue:
e YMeHbLUeHNe KONMYecTBa MacCOBbIX aTak, HanpaBEeHHbIX Ha 3apaxeHue
KOMMNbIOTEPOB WNMoHcknm MO 1 areHTamm pasnuyHbix 60THETOB, KpUNTOManHepamu,
arpecvBHbIMU 3arpysydnkamu peknambl (Adware);
NAHIWAS®T YIPO3 AN1A CUCTEM NMPOMbILLIEHHOM 13
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. I'Iepexo,u, OT MacLTabHbIX MaccoBbIX aTak k 6onee nokanbHbIM, B YaCTHOCTMU:

O YMEHbLUEeHne Konm4yectea u,ene|7| (bI/ILIJI/IHFOBbIX PaccCbISTIOK — MaccoBble
PaCCbINKN CMEHSIIOT HEBOMbLUWE NOKanbHbIE KAMMNaHUW;

© YMEeHbLLUEHME KONMYECTBa BpeOOHOCHbIX U 3apaXeHHbIX Be6-pecypcos,
ncnonb3yemblX A MacCoBOro pacnpocTpaHeHust BpeaoHocHoro [10;

e  COKpallleHMe KONMMYeCcTBa KOMMbIOTEPOB, 3apaXKeHHbIX CTapbiM
camopacnpocTtpaHsawmmcs MO — yepBaMU n BUpycamu.

BmecTe ¢ TeM, yrposbl CTaHOBATCA Gonee nokanbHbiMU, Bonee oKyCcMpoBaHHbIMMU,
W, KaKk cneacreue — bornee CroXHbIMU U MeHee 3aMETHbBIMMU.

MpoueHT KOMNBLIOTEPOB, Ha KOTOPbIX ObININ 3a05TOKUPOBaHbI
BPeAOHOCHbIE 00 BLEKTbI

MpoueHT komnbtoTepoB ACY, Ha KOTOpbIX BbIfM 3a00KMPOBaHbLI BPEAOHOCHbIE OOBLEKTDI, B
nepsom nonyroaun 2020 roga coctaBun 32,6%. No cpaBHeHWIO C NpeablayLUM NonyrogmemM
3TOT nokasaTernb CHMU3UICA Ha 6,6 n.n.

45%
MpoueHt 41,2% 10,8% 41,2%
KOMNbIOTEPOB 20% 39,2%
ACY, Ha KoTopbIXx
Obinu 35% 32,6%
3abnokupoBaHbI
BPEAOHOCHbIE 30%
00BLEeKTHI
25%
20%
15%
10%
5%
0%
H1 2018 H2 2018 H1 2019 H2 2019 H1 2020
B nepsom nonyroamm 2020 roga HanbonbLwmin NpoueHT komnetoTepoB ACY, Ha KOTOPbIX Bblnu
3abnokmpoBaHbl Bpe4OHOCHbIE 06BEKThI, Habnogancsa B yespane, HaMMeHbLUNA — B SHBape.
NAHOWAST YIPO3 ANA CUCTEM NMPOMBILLIIEHHOW 14
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MpoueHt
KOMNbIOTEPOB
ACY, Ha KOTOpbIX
Obinu
3a6J10KMPOBaHbI
BPEAOHOCHbIe
00BbeKThI,

no MecsiLam
(AHBapb — MIOHb
2020)
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AHBapb deepans mMapT anpens

TeHOeHUUs yMeHbLLEHWS NPOLEeHTa aTakoBaHHbIX KomnbioTepoB ACY Habntogaetcs
n B Poccun.

B Poccun B TeveHune nepsoro nonyrogusa 2020 roga xoTa Obl 0AMH pa3 BpeAOHOCHbIE
00bekTbl 6bInNKn 3abnokmMpoBaHbl Ha 32,2% komnbtoTepoB ACY. 31o Ha 10,9 n.n. MeHbLue,
Yem BO BTOpOM nonyrogum 2019 roga.

Poccus. MpoueHT 50% a5 235
KOMMbIOTEPOB o a4, 71% : a8,80% 43,1%
ACY, Ha KOTOpbIX
Obinu 40%
3abnoKUpoBaHbI
B 35% 32,2%
pefoHOCHbIe
00BbEeKThI 30%
25%
20%
15%
10%
5%
0%
H1 2018 H2 2018 H1 2019 H2 2013 H1 2020
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HekoTopble nHaycTpmumn
MpoueHt 0% 10% 20% 30% 40% 50%
KOMNbIOTEPOB 205
ACY, Ha KOTOpbIX ABTOMAaTH3ALMA 3AaHHA 38,00
37,8%
Obinu
HedTe 1 raz 36,3%
BpPeAOHOCHbIe 35,8%
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WH12020 mH22019 mH12019

HecmoTps Ha obLyto TEHAEHUMIO CHDKEHWS NPOLEHTa aTakoBaHHbIX KOMMbIOTEPOB, B NEPBOM

nonyroguun 2020 HEMHOro BbIPOCIM NOKa3anu KOMMNbLITEPOB U3 HedTerasoron oTpacnu,

a Takke KOMMbTEPOB, UCNONb3yeMbIX B COCTaBe CUCTEM ARst-aBToMaTn3auny 34aHuin.

KomnbloTepsl, UCNoNb3yemble B CUCTEMAX aBToMaTm3auumn 3gaHnini, 4YacTo NoaKmnioYeHbl

K KOpNopaTMBHOM CETU N NMEIT AOCTYN K pasfuyHbIM CepBMCaM, TaKUM Kak UHTEPHET,

KoprnopaTuBHas noyTa, KOHTPONiep AOMEHa M Mp., T.€. OHWM UMEIOT TaKyto XXe NOBEPXHOCTb

aTaku, Kak 1 06blYHbIE KOPNOpaTUBHbBIE CUCTEMBI, DOMee LWMPOKYHO MO CPaBHEHUIO

¢ komnbtoTepamn ACY.

B yacTtHOCTW, Kak nokasano paccnefoBaHue HeJaBHMX aTak C UCNOSb30BaHUEM

wndposanbLuka Snake, npoaykTtel «Jlabopatopum Kacnepckoro» 6nokupoBanu

BpeaoHocHoe O He TONbKo B KOPNOPATMBHOWM CETU MPOMbILLUNIEHHbBIX OpraHn3aumn,
NAHIWAS®T YIPO3 AN1A CUCTEM NMPOMbILLIEHHOM 16
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HO ¥ Ha cepBepax BMAeoHabnoaeHNs, KOTopble GbiNn NOAKMIYEHbI K KOPNopaTUBHOMY
KOHTpOInepy AoMeHa.

Hepegko cuctembl aBToMaT13auMmn 3gaHuin NnpuHagnexaT NoAPSAHON OpraHn3aumnn n, gaxe
nmest 4OCTYN K KOPNopaTMBHOW CETU KOMMaHUN, He BCErga HaxoasiTcs B BEAEHUN
KopropaTuBHOM CNy06bl MHPOPMaLMOHHON 6e30nacHOCTU. YUunTbiBag, 4To BMeCTe

C YMEHbLUEHNEM KONMYeCTBa MaCcCOBbIX aTak yBENMYMBAETCS KONIMYECTBO M CMOXHOCTb
HanpaBneHHbIX aTak, B KOTOPbIX aKTMBHO MCNOMb3YHOTCA pa3nuyHble cpeacTea Ans
pacnpocTpaHeHUs1 BHYTpU aTakyeMon CeTu, CUCTEMbl aBTOMaTtn3aumm 3gaHun MoryT
oKasaTbCs Jaxe MeHee 3alUMLLEHHbIMWU, YeM KOPropaTMBHbBIE CUCTEMbI B TON Xe CeTH.

Ha komnbloTepax, MCnonb3yemMblX Ans NPOeKTUpOoBaHns, 00CNy>XMBaHNs U aBToMaTnsaLmm
NPOMbILLIIEHHBLIX cucTem B Hedpterasosom otpacnum, B nepsom nonyrogumn 2020 npoaykTbl
«JlabopaTtopun Kacnepckoro» 3abnokMpoBanm MHOXECTBO HOBbIX MOAMMMKALMA
BpeaoHocHoro MO Tuna Yepsb (Worm), HanMCaHHbIX HA CKPUMTOBBIX A3blKax
nporpaMmmupoBaHus, B YactHocTu Python n PowerShell. Becnneck getektupoBaHus aTnx
yYepBel NPULLENCS Ha Nepunod ¢ KoHua mapTa no cepeaunHy utoHs 2020 1 B Gonbluel cTenenn
3aTpoHyn Kutaw n ctpaHbl 6nmxHero BocToka.

Bce obHapyxeHHble 06pa3sLbl YepBen, kak Ha Python Tak n Ha PowerShell, cnoco6Hbl
nonyyaTb JaHHble ayTeHTUUKaLMmn N3 NamsaT CUCTEMHbIX NPOLIECCOB aTakoBaHHOMO
KOMMbIOTEpa C Lerbio pacnpocTpaHeHns no cetu. B 6onbluMHCTBE cnyyYaes Ans Kpaxu
AaHHbIX ayTeHTudukaumm us namaTtn BpegoHocHoe MO ncnonb3yeT pasnuyHblie Bepcuu
Mimikatz, HO 6bInmM o6HapyXeHbI Takke obpasubl Ha PowerShell, koTopblie BMmecTto Mimikatz
NCNonb3yloT cnucteMHyto bubnmnoteky comsves.dll (MS Windows) ans coxpaHeHusi Ha gucke
CHUMKa MamsaTu npouecca, B KOTOPOM farnee NponsBOAMTCS NOUCK AaHHbIX ayTeHTUdukaumm.

Pa3HoobOpa3ue o6HapyxeHHoro BpegoHocHoro MO

B nepsom nonyrogmm 2020 roga 3awmtHbIMK pewieHnsamu «Jlabopatopumn Kacnepckoro» Ha
crucTemMax NpOMbILLNIEHHOM aBToMaTn3auum bbino 3abnokuposaHo 6onee 19,7 Thicay
Moandukaumin BpegoHocHoro MO 13 4119 pasnuyHbix cemeincte. CTano 3aMmeTHO bonblue
cemencTB 63KO0POB, TPOSAHLIEB-LLMUOHOB, 3KCcnnonToB Ans Win32 un BpegoHocHoro N0 Ha
nnatgopme .NET.

KaTteropun BpeAOHOCHbIX 06 EKTOB

BpenoHocHble 06beKThI, KOTOpble NPoaykThl «JlabopaTopum Kacnepckoro» 6nokupyoT Ha
komnbroTepax ACY, OTHOCATCS KO MHOTMM KaTeropusiM. [Inst Toro 4tobbl AaTthb nyyilee
npegcTaBneHne o Tunax 3abnoKMpoBaHHbIX YrPO3, Mbl BbINOMHUAN UX AeTanbHY0
knaccudukaumio. 3ameTMm, YTO NONyYMBLUMECH NPOLIEHTHI CYMMUPOBATL - HEKOPPEKTHO,
NMOTOMY 4YTO BO MHOMMUX CIlydasix Ha OAHOM KOMMbIOTEPE 3a OTYETHLIV Nepnod Mornu BbiTb
3abnokMpoBaHbI Yrpo3bl ABYX U Honee TUMOB.
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Pe3yJ'IbTaTbI Halwlero getanbHOro aHanmsa ganu cnegyruine oueHKn npoueHTa KOoMnbrTepos
ACY, Ha KOTOpPbIX Obina npegoTepalieHa akTMBHOCTb BPEOOHOCHbIX 00bekToB pPa3sINYHbIX

KaTteropun:

Pecypcsl B MHTEPHETE U3 YEPHOTO CWCHA

INOBPEOHLIE CHPMNTEI M NEpEeHanpasnenns Ha seb-pecypeax (IS m HTML)
TpoAHUBLIFIUNKOKLL, G3KA0PEI M KERNOTTepbI

Yepeu [Worm)

Bupycel (Virus)

BpegoHocHbie LNK-daine

BpegoHocHble aorymenTel (MSOffice+PDF)

BpegoHocHele $anbl, KOTOPBIE 3AMYCKATCA ABTOMATHYECKH
BaHKOBCHME TPORHLbI

Bef-maiuepbl, BeiNoNHAEMbIe B Gpaysepax

BpegoHocHsie nporpammel ana AutoCad

MaiHepsl - ucnonuAemsle $ainsl ana OC Windows
Mporpamme-BbIMOTaTenm

BpegoHocHeie $ainsl g4nA mobunsHBIN YCTROHCTE

IucnnoiTel ana Gpaysepos
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MpoueHT komnbloTepoB ACY, Ha KOTOpbIX Obina NpeaoTBpalLeHa aKTUBHOCTb BPeAOHOCHbIX 00 bEeKTOB

pa3nuyYHbIX KaTeropmi

e 11,0% — pecypcbl B UHTEPHETE N3 YEPHOIO CrNunckKa.

Beb-aHTMBMpYC 3almLLaeT KOMMbIOTEP, KOr4a YCTAHOBIEHHbIE HA HEM NPOrpaMmbl
(6paysepbl, MOYTOBbLIE KMUEHThI, KOMMNOHEHTHI aBTOOOHOBNEHMSA NpuknagHoro MO
n ap.) neiTaotca nogkntountecs K IP n URL agpecam, 3aHECEHHBIM B YePHbI
cnncok. Takme pecypchbl CBA3aHbl C pacrnpoCTpaHeHNeM UNK yrnpasneHnem Kakmm-

nnéo BpenoHocHbIM IM10.

B yacTHOCTM, B YepHble CIMCKM NONaaatoT Takke pPecypebl, Ha KOTOPbIX
pacnpocTpaHsaeTcs, Hanpumep, BpegoHocHoe MO Tuna Trojan-Spy u Ransomware,
3amMackupoBaHHOE NnojA yTUNuTbI Ans B3fioma/cbpoca napons Ha KOHTponnepax
pa3nu4yHbIX Npou3soguTenen, crack/patch Ans NPOMBILLNIEHHOIO N UHXEHEPHOTro
nporpamMmmHoro obecneyveHmns, UCNonb3yeMoro B TEXHONOrMYECKON CeTu.

e 6,5% — 3noBpeHble CKpUNTLI U NepeHanpasneHnst Ha Beb-pecypcax (JS n Html),
BbINMOJTHAIOLLMECS B KOHTEKCTE Bpay3epa, a Takke SKCnonTbl Ansa 6paysepos —

0,2%.

e 5,6% —TpOsHLbI-LLNNOHBI, 63KAOPbI N KEMNOITepbl, KOTOPbIE BCTPEYaOTCS BO

MHOXeCTBe (bI/ILLIl/IHFOBbIX nncem, paccbinaeMbiX NPOMbILLNIEHHBIM OpraHn3aunam.
Kak npaBnno, KOHeE4YHada Lerlb TakKux aTtak — KpaXa AeHer.

e 5,1% — yepsu (Worm), pacnpocTpaHsioLmnecs, kak NnpaBuno, Yepes CbeMHble
HOCUTENW N ceTeBbIE Narku, a Takke Yepsun, pacnpocTpaHsoLwmne Yepes novtosble
coobuieHus (Email-Worm), ceteBble ysasumoctu (Net-Worm) n mecceHmpkepbl (IM-
Worm). BonbLUNHCTBO YepBen SABNSAITCA YCTapeBLLUMMM C TOYKU 3PEHUSA CETEBOM
WH(ppacCTpyKTypbl ynpasneHus uMu. Ho ecTb cpeam HUX 1 Takue kak Zombaque
(0,02%) — c peanu3oBaHHOW P2P ceTeBow apXMTEKTYpoW, NO3BONSIOLLEN
3M10yMbILLMIEHHUKaM aKTUBMPOBaTb €ro B NI0O0N MOMEHT.
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e 3,2% — BpeaoHOCHbIE Nporpammbl knacca Virus.

Cpeam aTux nporpamm yxxe MHOro net AeTEKTUPYIOTCS Takme cemencTBa kak Sality
(0,9%), Nimnul (0,6%), Virut (0,4%). XOTa 9T BpeAOHOCHbIE CEMENCTBA
cuMTaloTCH yCTapeBLUUMM, NOCKONbKY UX KOMaHAHbIE CepBepbl yNpaBneHust 4aBHO
He aKTMBHbI, OHW TPaAWULIMOHHO BHOCAT 3HAYMTENbHbIV BKNag B CTaTUCTUKY B CUNY
CaMopacnpoCTPaHEHNsI U HEAOCTATOUYHbIX Mep MO X NOMIHOMY 06E3BpEXNBAHNIO.

e 3,1% — BpenoHocHble LNK-cannbl.

Takune cannbl, B OCHOBHOM, BITOKMPYIOTCA Ha CbeMHbIX HocuTenax. OHN aBnsaoTCA
YacTblo MexaHn3mMa pacnpocTpaHeHUsl AN Takux CTapbix CEMENCTB BPe4OHOCHOIO
MO kak Andromeda/Gamarue, Dorkbot, Jenxcus/Dinihou n gpyrux.

B aTon kaTteropun Takke Wnpoko npeactasneHbl LNK-dainbl ¢ ya3BUMOCTbIO
CVE-2010-2568 (0,4%), koTopas BnepBble Obina ucnonb3oBaHa ansg
pacnpocTpaHeHus Yepes Stuxnet, a 3aTem cTana Mcnonb3oBaTbCH AN
pacnpocTpaHeHns MHOXeCTBa CeMelncTB, Takmx kak Sality, Nimnul/Ramnit, ZeusS,
Vobfus n gpyrux.

B HacTosLee Bpems 3amacknpoBaHHbIe Noa nermTumMHbii AokymeHT LNK-cannbl
MOTYT MCMONb30BaTbCA Kak YacTb MHOrocTyneH4yaton ataku. OHu 3anyckaroT
powershell-ckpynT, ckaunBaloLWMN 3NoBpeaHbIN dann.

B peakux cnydasax sanyckaemblin Bpe4oHOCHbIN powershell ckpunt ckaunBaeT n
BHeApsieT B NaMsiTb GMHAPHbIN KOA, SABNAOLWMIACA cneundudHon mogudmkaumnen
naccueHoro TCP 63kgopa 13 Habopa metasploit.

o 2,2% — BpegoHocHble aokymeHTbl (MSOffice+PDF), cogepxalume aKCnmnonThbl,
3r10BpeaHble MaKpOChl U 3NOBPEAHLIE CCbISKU.

e 1,5% — BpeaoHOCHbIEe (hannbl (McnonHaemble, ckpunThbl, autorun.inf, .LNK n
apyrue), KoTopble 3anyckalTCs aBTOMaTUYECKM NPU 3anycke CUCTEMbI U NPy
NOAKMIOYEHUN CHEMHOIO HOCUTENS.

370 haninbl U3 MHOXeCTBa pa3HOOOpPa3sHbIX CEMENCTB, KOTopble 06beanHEHbI
hakTom aBTO3anycka. N3 Hanbonee «6e306MaHON» PYHKLNOHANBHOCTM Y
nogo6HbIX hannos — aBTomMmaTM4eckuin 3anyck 6paysepa ¢ npegycTaHOBNEHHON
CTapToBOW cTpaHuuen. B 6onblimMHCTBE criyyaeB BpegoHocHoe [0,
ucnonb3ytouee autorun.inf, aBngetca mogudmrkaumen 3anoBpeaos CTapbIxX
cemencts (Palevo, Sality, Kido n gp.).

e 1,3% — GaHKOBCKME TPOSHLIbI.
e 1,2% — Beb-malHepbl, BbINONHsEMble B Opay3epax;

0,9% — maiHepbl - ncnonHsemsle dannesl gna OC Windows.
e 0,9% — BpeaoHOCHbIe Nnporpammbl Ans AutoCad.

OtmeTum, uto BpepoHocHoe N0 ans AutoCad, B 4acTHOCTY BMPYCHi,
OEeTeKTUpYTCa NpenmyLecTBeHHO B BocTouHoM A3umn — Ha KOMMbloTepax
TEXHOIMOrMYecknx ceTen, B TOM YMCIEe B CeTEBbIX Nankax u Ha pabounx cTaHuusax
NHXXEHEPOB.

e 0,6% — nporpammbl-BbIMOraTenu.

e 0,5% — BpegoHOCHbIe halnbl Anst MOOWIBbHBIX YCTPOMCTB, KOTOpble 6okupyoTca
Npyv NOAKITHOYEHUN YCTPONCTB K KOMMNbIOTEPAM.
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I'IporpaMMbl — BbIMOratesnu

MpoueHt
KOMNbIOTEPOB
ACY, Ha KoTopbIX
Obinu
3a610KMPOBaHbI
nporpammbi-
BbIMOraTenu,

no mecsiuam
(AHBapb — MIOHb
2020)

PeiTHHr pernoHoB
Mo NPOLEHTY
KOMMNbIOTEPOB
ACY, Ha KOTOpbIX
Obinu
3a610KMPOBaHbI
nporpaMmbi-
BbIMOraTenu,
nepBoe nonyroaue
2020

B nepsom nonyroann 2020 roga BpeAOHOCHLIE NPOrpaMmbl-BbiMoraTtenu 6binm
3abnokumpoBaHbl Ha 0,63% komnbioTepoB ACY. 3TO HE3HAUUTENBHO OTNINYAETCH OT UTOTOB
npeabiaywero nonyroams (0,61%).

B TeyeHuve nepebix wectn mecaues 2020 roga 3ToT nokasartens konebancs ot 0,18%
B mapTe go 0,22% B deBpane.

0,25%
0,22% 0,21% 0,21%
0,20% 0,19% 0,19%
0,18%
0,15%
0,10%
0,05%
0,00%
AuBaps @espanb MapTt Anpens Maid HioHb

FOro-BoctouHas, FOxHasa n BoctouHas A3nsa ¢ 60nbLIMM OTPLIBOM OT APYrux permoHoB
nMOMpPYIOT B peNTUHIre PErmoHOB Mo NPOLEHTY aTakoBaHHbIX BbIMOratensamm komnbtotepos ACY.

0,0% 0,2% 0,4% 0,6% 0,8% 1,0% 1,2% 1,4%

Hro-BocrouHan Azua I 1, 277
H):¢Haa Azua I 10436
kL3

I (,57%

BocTouHaa A3zumA
Adpura
LienTpansHas Azva I (,53%
I 0,46%
I (), 45%
IOHanA EBpona IS (,36%

NatuHckas Amepuka I 0,36%

Poccua

BAMMKHKKA BocTok

Bocrounana Eepona
CLUA w Kanapga

IEEeee—— (,32%
I (0,25%
I (,17%

. 0,08%

N 0,06%

3anapgHaa Espona
CesepHan Espona

ABcTpanua
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TOP 15 cTpaH u
TeppUTOpMUIA No
NpoLeHTy
KOMNbIOTEPOB
ACY, Ha KoTopbIX
Obinu
3a6110KMPOBaHbI
nporpaMmbi-
BbIMOrartenu,
nepBsoe nonyroave
2020

Poccusa

0,0% 02% 04% 0,6% 0,8% 1,0% 1,2% 1,4% 1,6%  1,8%

HMuponesna I 1,627
Hutai (Ge3loHrodra v TaleaHa) I 1, 39%
BoeTHam I 1,30%
Ta"naup' | 1J2',!%
Manaizua I 1, 22%
Benopyccua IS 1,12%
Ervner I 1, (9%
MHoMA I 1, 04%
AHHp I (), 08 %
MpaH I (,75%
Taiisan, I (), 74%
peyuA I (), 54%,
Jupafop IS (,63%
Mepy IEEEE——— (,57%

Kazaxctan I 0,53%

BbonbLe nonosuHbl ctpaH B TOP 15 — asnatckue. M3 eBponenckux ctpaH B TOP 15 nonanu
Benopyccusa un Mpeuuns.

Mo npoueHTy komnbtoTepoB ACY, Ha KOTOpbIX BbINy 3a6rIOKMPOBaHbI NPOrpamMMbl-
BbIMOratenu, Poccust Haxoautcs B cepeanHe penTuHra ¢ nokasartenem 0,46%.

Kak BngHo Ha rpachKe HUXXe B Te4eHMe nepBbiX YeTbipex MmecdueB nonyrognd npoueHT
aTaKoBaHHbIX NMporpamMmvamMmun-ebiMoraTenaMmm KOMnNbOTEPOB B Poccumn yBennimearnca n ooctur
MakCcMMmymMa B anperne. B mae-uioHe 3TOT nokasaTtesnb nowen Ha cnag.

Poccus. MpoueHt 0:30% 0,28%
KOMMNbIOTEPOB
ACY, Ha KoTopbIx 0,25%
Obinu
3a610KMPOBaHbI
nporpammbi- 0,20%
BbIMOrartenu, 0.15%
no Mecsiuam 0,15% '
0,15%
(AHBapb - MIOHb 0,12%
2020) 0,11%
0,10% 0,08%
0,05%
0,00%
Aneape Deepans Mapt Anpens Maia HroHe
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Meorpacusn

Ha KapTte HWXe ana Kaxkgom CTpaHbl OTpaKeH NpoueHT CUCTEM I'IpOMbILUﬂE‘HHOVI
aBTomMmatunsauunmn, Ha KOToOpbIX Obinn 3a6J'IOKVIpOBaHbI BpEeOOHOCHbIE 00BbEeKThI, MO OTHOLUEHWUIO
K o6u.|,e|v|y KOINMN4eCTBY TakKmx CUCTEM B CTpaHe.

% of ICS computers in 2020 H1

04 |

leorpacms atak* Ha cucTemMbl NPOMbILINIEHHOW aBTOMaTU3aLuu, nepeoe nonyrogue 2020
* npoyeHm komnbtomepoe ACY, Ha komopbix 6b11u 3a6/10Kkupo8aHbl 8Pe0OHOCHbIE 06BbEeKMbI
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CtpaHbl
TOP 15 CTpaH 1 0% 10% 20% 30% 40% 50% B0% T0%
TeppuTOpMIi NO Ao | 8elh 64,6%
npoueHTy B2 T o L0 655,5%
KOMMNbIOTEPOB Ty | 0875 90;
ACY, Ha KoTopbIX Kutaii (6e3 FoHroHra K TaiieaHA ) | 5511?’9
Gbinn MapokHo _JEI-Z"%E.,E%
3a6noKVpOBaHbI Ervne T 40,346 55, 3%
BPEAOHOCHbIE Wikpone3us 08,576 5, 4%
06eKTh! e Wk T’
Benopyccun  E—_02.0% 50,1%
Mpan | AL 20 50,0%
Taiinany T, 10.8%
Sxea 0 p 0. 7% 0%
Kazaxcran [ 40,52 46,3%
Mekcuka  E— 275713, 5%
M, e oy 47,0%
N H1 2020 mH22019
Mo utoram nonyrognsa B TOP 5 Bnepsble nocne 2017 roga BepHyncs Kutan.
Haubonee 3HauntenbHoe yBenuyeHme npoueHTa komnbiotepoB ACY, Ha KOTOpbIX Bbina
npegoTepalleHa BpeJoHOCHas akTMBHOCTb, Habnogaetca B peunn (Ha 7,8 n.n.), Taunange
(Ha 6,2 n.n.) n B MNMopTyranuu (Ha 4,3 n.n.).
B nogasnstowem 60MbWLINHCTBE CTPaH 3TOT NokasaTenb yMmeHblunics. Hanbonee
3HauutenbHo — B FOAP (Ha 19,1 n.n.), M3paune (Ha 12,8 n.n.), Poccun (Ha 13,9 n.n.)
n B Kyeewte (Ha 10 n.n.). B pesynbtate KyBenT no ntoram nonyrogms gaxe BoLLen B CAUMCOK
AecaTtn Hambonee 6narononyyHbix cTpaH. OTMETMM, UTO B 3TOM CMMCKe YKe He NepBbli pas3
NPUCYTCTBYIOT ABE CTpaHbl U3 BocTouHol EBponbl — Yexusa n Cnosakusi.
10 cTpaH u 0% 5% 10% 15% 20% 25%
TeppuTOpUiA
eppuTOpHM ¢ annn | 5 11 6%
HauMeHbLWNUM
NpPOLEHTOM Tonkonr | e 13,0%
omnbiotepos ACY, Kyseiir | e ——— 19,1%
Ha KOTOpbIX ObinK " %
 —
3a6NOKMPOBaHbI BeumA ,3%
BPEAOHOCHbIE Hugepnange 2. L 12,0%
oorexte Mpnanzys  ———— 10,5
BeGukobputan | L —— 19,0%
Yexns I 12.0%, 14,8%
Cnosaxun | L — 21,0%
Ltseiinya |2 Ll 15,6%
EH1 2020 mH2 2019
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PernoHsbl

PeWTuHr pernoHoB
MMpa Mo NPOLEHTY
KOMNbIOTEPOB
ACY, Ha KOTOpbIX
Obinu
3a6J10KMPOBaHbI
BPeAOHOCHbIe
006BLEKTbI

B penTtuHre pernoHos mupa no gone mawmH ACY, Ha KoTopbix Oblna npegoTepalleHa
BPeOOHOCHAasi akTMBHOCTb, NuaupytoT KOro-BoctouHas Asus, Adpuka u LieHTpanbHas Asus.

=
S

10% 20%

|_u
(=]
S
]
]

50%

z
F

70%

HOro-BocTouwHan Asua
Adpura
LieHTpansHaa Asua
BocTouHan Azua
HOMtHaA A3mMA
BnuHKMiA BocTok
Natuuckana Amepuka

Poccua

HHan EBpona

Bocrouan Espona S 20 1%
Cwau Kanape L,
Ascrpanun 0,32,
3anaguan Eepona  ——LO L6
Cenepuan EBpona DR, 1%

EH12020 WHZ2019 WH1201%

PervnoHbl EBponbl, ABcTpanus, CLUA n KaHaga TpagmumMoHHO okasbiBaloTCs cpean Hanbonee
©naronony4yHbIX: Ux NokasaTtenu He npesbiwaT 30%.

UcToUYHUKM yrpos

OcHoBHbIe
UCTOYHMKM Yrpos3,
3a0NOKUPOBaHHbIX
Ha KOMMNblOTepax
ACY*

OCHOBHbLIMW UCTOYHUKAMM yrpos and KoMnbrTepos B TEXHONOrM4YecKkomn VIH(bpaCTPYKType
OpFaHVI3aLI,VIl7I Ha NPOTAXEeHUN nocrnegHunx net ABNnArTCA UHTEPHET, Cbe€MHbIE HOCUTENN U

3MEeKTPOHHan noyTa.

30%
24,5%
25% 23,1%
20%
16,7%
15%
109
8,3% 7.6%
5,8% 5,6%
! 4,5%

) I I l . =
. e

WHTepHer CrenmHele HOCUTENH Mo4ToBkle KAMEHTBI

W H1 2019 mH22019 mH12020

* npoueHm komnsromepos ACY, Ha KomophbIx 6bi1u 3a6/10KUPOBaHbI 8PEAOHOCHLIE 06LEeKMbI U3 PasIUYHBIX

UCmMoYHuKos
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B nepsom nonyroann 2020 roga UHTEPHET CTan UCTOYHUKOM Yrpo3, 3abMnoKMpoBaHHbIX Ha
16,7% komnbtoTepoB ACY. 3710 Ha 6,4 n.n. MeHblUe, YeM B NpeabiayLemM nosyroamu.

B Poccun guHamumka nokasaTenen No OCHOBHbIM MCTOYHMKAM yrpos3 cxogHa c Habnogaemon
B MMpe B LEJTOM.

Poccusi. OcHoBHble 5%
WCTOYHUKKM Yrpo3
’ 30% 28,7% 23,79
336HOKMPOBaHHbIX
Ha KOMNblOTEpax
ACY* 25%
209
16,2%
15%
109
5,4%
! 4,5%
5% 3,3% 3,4% 3,2%
Hlm mm:
0% [ |
HHTepHer CeemMHEIe HOCHUTENH MouToEble KAWEHTEI

HH12019 WH2201% ®H12020

* npoyeHm komnsromepoe ACY, Ha komopbix 6biiu 3a6/10KUpOaHbl 6Pe00HOCHBIE 06beKMbI U3 PasuYHbIX
UCMOYHUKOE

OCHOBHbIe UCTOYHUKMN Yrpo3: reorpacums

OCHOBHbIE 0% 5% 10% 15% 20% 25% 30%
UCTOYHUKN YTPO3, Horo-BocTroudan Azua —
3a6M0KMPOBaHHbIX Adpura |
Ha KomnbloTepax LenTpancHan Asna | T
ACY*, B permoHax,
{Ouan Azvn [ —
nepsoe nonyrogue P A
aTuHckan AMeprka
2020 ’
Brmxcnmii Boctor |
Poccnsn [
Bocrounan Awmn | ——
H0xHaR EBpona | e
Bocrounan Espona
ClA u Kanana
Ascrpanvd
3anagHana Espona F
CepepHanbepona Bl ..o

B UHTtepHer B CbemHele HocuTenu  H MouToeblie KAMEHTBI

* npoyenm komnsromepoe ACY, Ha Komopbix 6binu 3a6/10kUPO8aHbI 8PeAOHOCHKIE 06LeKMbI U3 PasUYHbIX
UCMOYHUKO8
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MUHTepHeT

PeitTtuHr pernoHoB

OTMeTMM, UTO B TEX perMoHax, rge HaumeHbLune NpoLeHTbl koMnbioTepoB ACY, Ha KOTOPbIX
ObInn 3abnoKMpOBaHbI Yrpo3bl U3 nHTepHeTa — EBpona, CLUA n KaHaga, ABcTpanus, —

nokasaTtenu no Bpe4OHOCHbLIM NMOYTOBBIM BIIOXEHMSM NPEBbLILIAOT NoKa3aTenu No CbeMHbIM
HocuTenam. VcknioveHue coctaensiet BoctouHasa EBpona, rge 9T BENUYMHBI CONOCTaBUMBI.

B ocTtanbHbIX permoHax npoueHT komnetoTepoB ACY, Ha KOTOPbIX BbinNu 3a6NoKMpoBaHbI
Yrpo3bl Npy NOAKIMIOYEHUMN CbEMHbIX HOCUTENEN, 3aMeTHO NpeBbillaeT NPOLEHT KOMMbIOTEPOB
ACY, Ha KOoTOopbIX Oblny 3ab10KMPOBaHblI BPE4OHOCHbLIE MOYTOBLIE BIIOXEHNS.

Bo Bcex permoHax mmpa OCHOBHbIM NCTOYHUKOM Yrpo3 ABNAETCA UHTEPHET.

=}
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R

10%

=
I
ES
e
=]
ES
M
wn
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30%

(%5
[%a)
ES

40% 45% 50%

MO NPOLEHTY tOro-Bocrounan Aznn |0 s
KOMMbLIOTEPOB Adprka | e
ACY, Ha koTopbix Uerrpancian Asvn s
Obinu
HOncHan Asvn | e
3a610KMPOBaHbI
Natuckan Amepuka [,
yrpo3sbi u3 )
wHTepHET Bwsenii Bocrox - It
CETTEI R  ——
Bocrounan A .S "
t0xHan Espona
Bocrounas Espona [
ClWAM Kanaga o
Ascrpanun | e e
3anapuan Espona
CepepHan Espona b’
EH1 2020 WH22019 mNEH12019
B CesepHoi n 3anagHor Espone, Asctpanuu n B CeBepHon AMepuke nNpoLeHT KOMMbIoTEPOB
ACY, Ha KOTOpbIX OblNy 3abMOKMPOBaHbI Yrpo3bl U3 MHTEpPHETA, He npeBbiwaeT 10%. B 1o xe
Bpems B Adpuke, FOro-BocTtouHom n LienTpaneHom Asun 3ToT nokasaterns Bobiwe 20%.
B TOP 15 no npoueHTy KomnbioTepoB ACY, Ha KoTopbIX Obinn 3abnoknpoBaHbl yrpo3bl U3
WHTepHeTa, B nepsom nonyrogmun 2020 nonanu Npeuwns u MNMopTyranus, KOTopble NOAHANNCH B
3TOM penTuHre ¢ 29 n 33 MmecTta COOTBETCTBEHHO. Kpome aTux AByx cTpaH B TOP 15
nokasarenb BbIpoC Tonbko y TannaHga.
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TOP 15 cTpaH u
TeppUTOpMUIA No
NpoLeHTy
KOMNbIOTEPOB
ACY, Ha KoTopbIX
Obinu
3a6110KMPOBaHbI
yrposbi u3
MHTEpHeTa

1]

®

10% 20% 30% 40% 50% 60%

Anup
TyHuC
Mapokko

BreTHam
Eruner , 1%

HHpoHe3uA
24,8%

Tannaupg,
Eenopyccua

CaypoBckana ApaBua
Nepy 1,3%
IKBagOp

|

Manakama
19,6%

19,4%

Ipewua
MopTtyranua

}l

Mekcura

EH1 2020 ®mH22015 mH1201S

CbeMHble HocuTenu

MakcumanbHbIv npoueHT komnbtoTepoB ACY, Ha KOTOPbIX Bbiny 3abNOKMPOBaHbI Yrpo3bl Npu
NOAKITIOYEHUN CbeMHbIX HocuTenemn, otMedeH B Adpuke, KOro-BoctouHon, BoctouHom 1
KOxxHom Asuu. Mo-npexxHemy B ABcTpanun, CesepHoli u 3anagHon EBpone n CesepHom
AMepuike 3TOT nokasaTenb — MUHUMASbHBIN.

OTtmeTnmMm, 4YTo BocTouHast EBpona — e AMHCTBEHHbIA PErnoH, rae NpoLeHT KomnbloTepoB ACY,
Ha KOTOpbIX ObINKn 3a6NOKMPOBaHbI YrpO3bl MPU NOOKIHOYEHNM ChEMHbBIX HOCUTENEN,
yBenuuurcs 3a nonyrogue (Ha 0,9 n.n.).

PeitTuHr PErMoHoB 0% 5% 10% 15% 20% 25%
Mo NpoLeHTy Adpuka | e
KOMMbLI0TEPOB HOro-BocTouan Azna s
ACY, Ha kotopbix Bocrounan A ——LL L
eino (Oncian Avnn - O
3a6110KMPOBaHO 0%
BpeaoHocHoe MO LLEHTPEHM:EH A | e
S B Bocrox - I i
CLEMHBIX NaTHHCKAA AMepHKa D
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TOP 15 cTpaH

1 TeppUTOPUN

Mo NPOLEHTY
KOMNbIOTEPOB
ACY, Ha KOTOpbIX
obino
3a6110KMpOBaHO
BpegoHocHoe N0
NPy NOAKIOYEHNN
CbeMHbIX
HocuTenen

B nepsom nonyroamu 2020 roga 8 TOP 15 cTpaH 1 TeppuTopuin No NPOLLEHTY KOMMNbLIOTEPOB
ACY, Ha KoTOopbIX ObIfo 3abnokMpoBaHo BpeaoHocHoe 1O Npu NOAKMHYEHUN CbEMHBbIX
HocuTenen, TanBaHb, CaygoBckyto ApaButo U ApreHTUHy cmeHunu Taunang, Kopes n
KasaxctaH. OTmeTum, 4TO no ntoram nepsoro nonyrogus 2020 8 TOP 15 He nonanu cTpaHsbl
CeepHon Amepukn, EBponbl n ABcTpanus.
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PecnyBnuka Kopern e 8,5%
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Mekcuka

HH12020 N H22019 MNH1201%

Bo Bcex ctpaHax us atoro TOP 15, 3a ucknoveHnem TaunaHga n Kopewu, nokasaTens 3a
nonyrogne ymeHbLUNICS.

MoyToBbLIE KNMUEHTbI

PelTUHr pernoHoB no npoueHTy KoMnbioTepoB ACY, Ha KOTOpbIX Obinn 3a0noknpoBaHbI
BPEAOHOCHbIE MOYTOBbIE BMOXEHWS, NO UToram nonyroausi sosrnasuna tOro-BoctouHasa Asus.
Kpome pervoHa-nuaepa HeoxunaaHHbIN pocT nokasaTens 3admkcuposaH B ABcTpanum

(Ha 0,7 n.n.).

B aTOM penTuHre, B oTnnymne oT PeMTUHIOB NO APYrMM UCTOYHMKaM yrpos, B TOP 5 nonanu
ABa pervoHa Esponbl — KOxHasa n BoctovHas.

NAHOWA®T YIPO3 /19 CUCTEM MPOMBILUNEHHON 28

ABTOMATU3ALINN. MEPBOE MOJTYITOAME 2020

© AO «JTABOPATOPWUA KACIMNEPCKOIO», 1997 — 2020



Kaspersky ICS CERT

kaspersky

PeiTuHr pernoHoB
Mo NPOLEHTY
KOMMNbIOTEPOB
ACY, Ha KoTopbIX
obinu
3a6110KMPOBaHbI
BPEAOHOCHbIE
noy4ToBblE
BIOXeHUA

TOP 15 cTpaH u
TeppuTOpUIA

Mo NPOLEHTY
KOMMNbIOTEPOB
ACY, Ha KOTOpbIX
Obinu
3a610KMPOBaHbI
BPEAOHOCHbIe
NnoYTOBbIE
BNOXeHus
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B cemu n3 15 ctpaHn, nonaswmx B TOP no npoueHTy kKomnbioTepoB ACY, Ha KOTOpbIX 6binn
3abnokMpoBaHbl BpeAOHOCHbIE MOYTOBbIE BMOXEHWS, NOKa3aTernb Bbipoc. Hanbonee
3Ha4YUTENbHbIE N3MEHEHNSI OTMeYeHbl B ['peumnm (2,5 n.n.), Mepy (2,3 n.n.) n Taunange
(1,9 n.n.).
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EmH1 2020 ®mH22019 mH12019

B Crnosakuu, koTopas Bo BTopom nonyroanm 2019 roga okasanack cpasy Ha TPeTbeM MecTe
B 3TOM pPENTUHre, NpoueHT koMmnbioTepoB ACY, Ha KOTOpPbIX Obinn 3abnOKMpPOBaHbI
BPELOHOCHbLIE MOYTOBLIE BIOXEHUS, YMEHbLUMUICA Hanbonee gpamaTtuyHO — Ha 8 n.n.,

B TansaHe n tOAP — Ha 4 n.n. NMpu atom TamnBaHb, B oTnnuune ot Cnosakun u FOAP, octarncs
B TOP 15 — Ha BOCbMOM MecTe.
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LleHTp pearnpoBaHusi HA MHUMOEHTbI UH(OPMaLMOHHOW 6e30MacHOCTU NMPOMbILWEHHbIX UHhPACTPYKTYpP
«JlabopaTtopum Kacnepckoro» (Kaspersky ICS CERT) — rnobanbHbli NpoekT «Jlabopatopun Kacnepckoroy,
HaLeNeHHbIN Ha KOOpPAMHALMIO OeWCTBUA NMpou3BoauTENen CUCTEM aBToMaTtu3auuv, BriafenbLeB U OnepaTopos
NPOMBILLIEHHBIX OOBLEKTOB, MccnegosaTenen MHGOpMauuoHHON Ge3onacHOCTM MpU pelleHnn 3adad 3awuThbl
NPOMbILLAIEHHbIX NPEANPUATUI N OOBEKTOB KPUTUYECKN BaXKHbLIX MHPPACTPYKTYP.

Kaspersky ICS CERT ics-cert@laspersky.com
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