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B meyeHue mHozux nem creyuanucmel «/labopamopuu Kacnepckozo» obHapyxusarom u uccaedyrom
Kubepyeposbl, HaNpassieHHvle HA PA3/UYHbIE UHGHOPMAUUOHHbIE CUCMmeMbl — KOMMepPYEeCcKux
U 2ocydapcmeeHHbIX op2aHu3ayuli, 6aHKO8, mesieKoM-0repamopos, MPOMbIWAEHHbIX npednpuamul
U 4YacmHseix auy. LeHmp peaazuposaHus HA UHUYUOEHMbI UHGOPMAYUOHHOU 6e3onacHocmu
npoMsbIWAeHHbIX UHGpacmpykmyp «/labopamopuu Kacnepckozo» (Kaspersky Lab ICS CERT) nybaukyem
pe3yabmamel uccnedosaHull aAaHowagma yepo3 078 cucmem npomMblwaeHHOU asmomamusayuu,
Mos1y4eHHble 8 meyeHue nepsozo nosay2oous 2017 2ooa.

OcHosHasa uenb nybaukayul — UHGOPMAYUUOHHAS M000epPHKA 210060aabHbIX U /I0KA/IbHbIX KOMAHO
peaz2uposaHus HaA UHYUOEHMbl, Crneyuaaucmos no UH@POopMayuoHHol 6esonacHocmu npednpusmul
u ucciiedosameneli 8 06a1acmMuU 3aWUUWEHHOCMU MPOMbIWIEHHbIX 06eKmMos.
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OcHoBHble cobbITUA nonyrogauA

HoBoe Knbepopyxue

B uioHe 2017 roga 6binn onyb6aMKOBaHbl pesynbTaTbl McCcnenoBaHUi BpedoHocHoro MO, KoTopoe
nonyunno HassaHue CrashOverride/Industroyer. 3kcnepTbl KomnaHuii ESET, Dragos Inc. u psag
HE3aBMCUMbIX CMELMANUCTOB MPULLIN K BbIBOAY, YTO 3TO BPEAOHOCHOEe MporpamMmmHoe obecrneveHue
npeAHasHaYeHo A1a HapylweHua paboumx NpoLLeccoB B MPOMbILWIEHHbIX cucTeMax ynpasaeHus (ICS),
B YaCTHOCTM, Ha 3MeKTpUyeckux noactaHumax. CrashOverride/Industroyer nossonseT Hanpsmyto
YyNpPaBAATb BbIKAOYATENAMMN U MPEPLIBATENAMM LEMU B CETU INEKTPUYECKUX MOACTAHLMN.

3n08pea ymeeT paboTaTb C YeTbIPbMSA MPOMbILW/IEHHbIMU MPOTOKONAMMU, PACNpPOCTPaHEHHbIMK
B 3/IEKTPO3HEpreTuKe, YNpaBAEHUW TPAHCMOPTOM, BOAOCHAOGKEHUM U APYrUX  KPUTUYECKUX
nHopactpyktypax: |IEC 60870-5-101 (aka IEC 101), IEC 60870-5-104 (aka IEC 104), IEC 61850, OLE for
Process Control Data Access (OPC DA). Cosgatenun Crash Override/Industroyer moryt nepeHacTpouTb
nporpammy, 4tobbl aTakoBaTb NHOOYI0 MPOMbILLIEHHYIO Cpeay, r4e UCMO/b3YoTCA LeeBble NPOTOKObI
cBA3W. BeposTHee Bcero, 310yMbILIAEHHMKN NAaHUPoBanu ucnonbsosatb CrashOverride/Industroyer He
B eAMHNYHON aTaKe, a MaclITabMpoBaTb ero A5 aTak Ha pasHble CUCTEMDbI.

[Opyroit ocobeHHocTbio CrashOverride/Industroyer, cornacHo otyety ESET, sBnsetca AOMNO/MHUTE/bHAA
bYHKLUMA, NO3BOJMIAKOLWIAA  3KCMAyaTUpPOBaTb  yaA3BMMOCTM  obopyaosaHua  Siemens  SIPROTEC,
MCMONb3yeMbIX B CUCTEMAX PENeMHON 3awmTbl U aBTOMaTMKW. OTNpaBMB YCTPOWMCTBAM CheuuanbHO
chOpMMpPOBaHHYIO NOCNEA0BATENLHOCTb AAHHbIX, MOXHO X OTKAHOUYNUTL. 1A nocneayouLero BKAYEHUA
HeobxoguMma UX pyyHas nepesarpyska.

B cnyyae Mcnosib3oBaHMA 3TON GYHKUMM BPeaoHOCHbIM MO Npu KPUTUYECKOW CUTYyaLmMn B 3/1EKTPOCETU
bur3nUecKuin yiLepb MOKET He OrPaHMYUTLCA OTKIOYEHMEM 3/1EKTPOCHABKEeHNA — aTaka MOXeT NPUBECTU
K MoBpe)KaeHnio 06opyaoBaHus BCAeACTBME HecpabaTbiBaHMA peneiHon 3aluTbl U aBTOMaTUKK. Mpu
0CcobbIM 06pa3oM CMNAHUPOBAHHbIX NMeperpyskax ataka B 04HOM MEeCTe MOXET NPUBECTU K KacKagHbIM
OTK/IIOYEHMAM 31€KTPOCHABKEHUA Ha HECKOIbKMUX NOACTaHLUAX.

3kcneptbl ESET npeanonarator, uyto CrashOverride/Industroyer mor 6biTb cBA3aH co cboem
sHeprocHabeHus B Knese B aekabpe 2016 roga. Toraa noa yaapom oKasasnacb NOACTaHLUMA YKPIHepro,
obcnyKmBatoLwas cesep Kunesa. MpeacraBuTenu YKpaHepro 3a8BUN, yTo cbon
B paboTe 3ToM NoAcTaHUMKM bbln 06ycNOBAEH BHEWHUM Bo3aeicTBrem Ha SCADA cucTembl NOACTaHLUN.

B nonb3y TOro, 4To NpuUYMHOM 3Toro c6os mor 66iTb CrashOverride/Industroyer, cBMAeTENLCTBYET HaNUYME
B HEeM [AO0CTAaTOYHOW ANA peanusalmu TaKoM aTakMm OYHKUMOHANbHOCTM, a TaKXe MeTKa BpeMeHU
aKkTMBaumm — 17 pekabps 2016 roaa, B AeHb OTKAOYEHUA I/NEKTPOIHEPTUK. TemM He MeHee, npsimble
[OKa3aTeNbCTBa WCMO/Mb30BaHMA [AHHOTO BpeAoHOCHOro O B KaKuMx-IMBGO M3 M3BECTHbIX Ha
CEroAHALIHNIA AeHb aTaKax Ha OObBEeKTbl 3/1IeKTPOSHEPreTUKM OTCYTCTBYIOT. [TOMMMO MpoYero BaXKHO
3aMeTUTb, YTO 3KcnepTbl ESET, B pyKM KOTOPbIX MONaso ANA aHaausa Hauvbosnbluee 4yucao mMoaynei
BpesoHocHoro MO CrashOverride/Industroyer, noa4epKkMBalOT OTCYTCTBME KaKuMX-AMBO yKasaHUi Ha
NPOUCXOXAEHNE aBTOPOB.

BosmoxkHoct CrashOverride/Industroyer yKasbiBaloT Ha BecCbMa BbICOKYID KBannduKaumoo ero
cosgarteneit u rnybokoe NOHWMaHWE MMM YCTPOWCTBA MPOMbILLJIEHHbIX CUCTEM YMpaB/ieHUsa 06beKTOB

2

© AO «JlabopaTtopus Kacnepckoro», 1997 — 2017



https://ics-cert.kaspersky.ru/
https://habrahabr.ru/company/eset/blog/330730/
https://dragos.com/blog/crashoverride/
https://www.esetnod32.ru/company/press/center/ofitsialnoe-zayavlenie-eset-o-publikatsii-washington-post/
http://rian.com.ua/kiev/20161218/1019763683.html

S . )
ﬂaH,CI,LLIad)T ANA.CUCTEM NMPOMbILLUNTIEHHOM aBTOMATU3aLLMn

3/IeKTPO3HepreTMkn. ManoBeposaTHO, 4Tto noaobHoe T[1O 6bino pa3pabotaHo 6Ge3 agoctyna
K MCNONIb3yeEMOMY Ha TaKMX 06beKTax 060pyA0BaHUIO.

Takum obpasom, CrashOverride/Industroyer — 3To HacToAwee KubepopyKue, HalueNeHHoe Ha
NPOMbILW/IeHHbIe cucTeMbl. Mo¥Kanyi, 3To camasa cepbe3Has co BpemeH Stuxnet M3BecTHas yrposa Ans
MPOMbILLJIEHHbIX CUCTEM YNPaBAEHUS.

ATaKu XakepoB Ha cucTemMbl obecneyveHns 6e3onacHOCTUN ntoaen

BblBOS, M3 CTPOSA CUCTEM BUAEOHaboAeHMA NoAnUmMK BallMHITOHa

B cepeauHe sHBaps, 3a 8 AHen A0 MHayrypauuu JoHanbaa Tpamna, B BawuHrToHe 6bina BbiBeaeHa M3
CTPOs cUcTema BUAEOHabAAEHNA, KOTOPaA UCMO/Ib3YeTCA OKPYKHbIM AenapTameHToM noavumm. 123 us
187 yCTPOWCTB XpaHeHUA AaHHbIX, Ha KOTOPbIe 3aMMCbiBAeTCA BUAEO C YCTAHOB/IEHHbIX B 06LLECTBEHHbIX
MecTax Kamep, bbln 3aparkeHbl BpeAOHOCHOW NPOrpaMmoin-lNGpPoBasbLMKOM.

Mo nudbopmaumm Washington Post, HecMoTpA Ha rpaayLLYO MHAYTypPaLUIo Npe3naeHTa, KoTopasa A0/KHa
Oblna NPoNTU B BaALUMHITOHE, BbIKYM 3/10YMbILIEHHUKAM B/1acTM ropoga NAaTuUTb He cTann. YTobbl
BOCCTAaHOBWUTb HOPMasbHYO PaboTy YCTPOMCTB UX MPULLNOCH OTKIOUYUTb U MepeycTaHoBUTb Ha Hux MO.

Cuctemy BuaeoHabnofeHUA yAanocb BepHyTb B paboTy [0 WHayrypauumm npesupeHTa. [losgHee
npaBoOXpaHUTE/IbHble opraHbl BeankobputaHum no 3anpocy CLUA apectoBanv B JIoHAOHE rpaXkgaHWHa
BennKkobpuTaHUM 1 rparkaaHky LLBeumm Kak BOSMOXKHO NPUYACTHbLIX K STOMY MHUMAEHTY.

B3nom cuctem 9KCTpPeHHOoro onoselieHunA B Hannace

MNMocneacTsmMa KOMMbIOTEPHbIX aTak Ha CUCTEMbI, NpeaHasHauyeHHble ana obecnedyeHusa 6e3onacHocTu
Nogen, B anpesie 3TOro roAa B NOJIHOM Mepe owyTuaum xuteam Lannaca, CLUA. B pesynbTate B3noma
B ropoae 3apaboTannM CUpeHbl CUCTEMbI 3KCTPEHHOIO OMOBELLEHMA O Ype3BblYalHbIX CUTYyaLMSAX.
B TeyeHme 90 MMHYT 156 cnpeH, 06bIYHO MCMOIb3yEeMbIX B C/Ty4ae ONacHOCTU TOPHAZLO0, BKAKOYANM NOXKHYIO
Tpesory 15 pas, no 90 cekyHa, Kaxapll. OCTaHOBUTb CUPEHbI YAa/10Cb TONIbKO INy6OKOMN HOUYbIO, BPYYHYIO
OTK/IIOYMB PAAMOCUCTEMY M NOBTOPUTENN.

MpeacTaBuTENN FOPOACKOM aAMUHUCTPALMN, He packpbliBaa noapobHocTen, coobLLmiv, YTo aTaka bbina
npoBeAeHa C UCMONb30BaHMEM HEKOrO paguocurHana. Cneumanmctbl KomnaHmm Bastille nonarator, uto
CKOpee BCero KTo-To NpoBen aTaky Tvna radio replay: Bo Bpems eXemecsyHOro TeCTMPOBaHUA CUCTEMBI
9KCTPEHHOTO OMOBELLEHMSA 3/10YMbILWIEHHMK 3anucas KOMAHZbl YMNpaB/AlOWEro LEeHTPa, KoTopble
nepefatoTca Ha cneumanbHbIX PaAMoYacToTax, a 3aTeM BOCNPOU3BEN UX.

PaboTbl MO BOCCTAaHOB/IEHUIO CUCTEMbI PACTAHYAUCH HA ABa AHA. CyYMCb B 3TU AHU TOPHAA0, TOpOrKaHe
oCTanucb 6bl bes npeaynpexaeHus.

loT-6oTHeT Persirai

B anpene 2017 ropa wuccneposatenb Muppu Kum (Pierre Kim) ony6iunkoBan pesynbTaTbl CBOEro
nccnefoBaHuMs, cornacHo Kotopbim 6osnee 1000 mopenei IP-kamep 354 pasHbix npousBoguTesnei
COAEepKaT ONacHy yA3BMMOCTb BO BCTPOEHHOM Beb-cepsepe. MoapobHoe onucaHune npobaembl Kum
AonosHUA dparmeHTamn Koga U MHbopmaumein o Tom, Yto Yyepesd Shodan moxHO obHapyKuTb bonee
185 000 ys3BMMbIX Kamep (COOTBETCTBYIOLLLAA CCbl/IKA Npuaaranack). Mo cnoBam mMccnenoBaTens, CBOeM

3

© AO «JlabopaTtopus Kacnepckoro», 1997 — 2017



https://ics-cert.kaspersky.ru/
https://mpdc.dc.gov/page/mpdcs-closed-circuit-television-cctv-system
https://xakep.ru/2017/01/31/dc-cctv-hack/
https://www.washingtonpost.com/local/public-safety/2-arrested-in-uk-in-hacking-of-dc-police-closed-circuit-camera-network/2017/02/02/24c2c0ea-e969-11e6-80c2-30e57e57e05d_story.html?utm_term=.04aa720a47dd
http://ren.tv/novosti/2017-02-05/vzlomshchiki-kamer-nablyudeniya-pered-inauguraciey-trampa-zaderzhany-v-londone
https://xakep.ru/2017/04/14/dtmf-dallas-hack/
http://www.dallasobserver.com/news/dallas-siren-hack-done-by-radio-not-computer-9358087
http://www.zdnet.com/article/experts-think-they-know-how-dallas-emergency-sirens-were-hacked/
https://pierrekim.github.io/blog/2017-03-08-camera-goahead-0day.html
https://www.shodan.io/search?query=GoAhead+5ccc069c403ebaf9f0171e9517f40e41

y a )
naH,CI,LLlad)T I3 AN1A.CNCTEM NPOMBILL/IEHHOW aBTOMATU3aLUN

roane2017

nybanKaumen oH XoTen npuMBaeYb BHUMAHME MHOTOYMCAEHHbIX MPOU3BOAUTENEN KAaMep K HaAWyuto
yasBumoctTn. Ho ObicTpee Apyrnx, Kak 3TO HepeaKo ObiBaeT, Ha nybaMKauuMio oTpearnposanm
3/10YMbILUNEHHUKW.

Yke B mae 2017 roga cneunanuctbl Trend Micro o6HapyKuam HoBbIN [0T-60THET M3 yA3BMMbIX Kamep,
Ha3BaHHbIM WMWK Persirai. Mo pgaHHbim Trend Micro, 6OTHET WCMNO/b3YETCA 3/10YMbILUNEHHUKaMMU
npeMmyL,ecTBeHHO ana nposeseHna DDoS-aTak.

Ataku TMna Business Email Compromise Ha npombIlNEHHbIE KOMMNAHUU

dkcnepTbl Kaspersky Lab ICS CERT coobuiuiv 06 atakax HUrepumncKMx 3/10yMblAEHHMKOB TMNa Business
Email Compromise (BEC), HaueneHHbIX NPeMmyLLeCTBEHHO Ha MPOMbILLJIEHHbIE U KPYMHbIE TPAHCMOPTHbIE
M noructuyeckme npeanpuatma. B uccnepoBaHHbIX «JlabopaTtopueit Kacnepckoro» aTakax cpeau
MOTEHLMANbHbIX KEPTB Ha A0NH0 MPOMbILWIEHHbIX KOMMAaHMIA npuxoannock cebiwe 80%. Bcero 6bii10
obHapyrKeHo 6onee 500 aTakoBaHHbIX KOMNaHWU bosiee Yyem B 50 cTpaHax mupa.

Ha nepBom aTane MoLLIeHHMKWN paccbiNatoT Ha agpeca KOMMNaHUi NMCbMa C BPEAOHOCHbIMM BNOKEHUSMMU.
BpenoHocHoe MO npegHasHaAYeHO ANS KPaXkM KOHOUAEHUMANbHbIX AaHHbIX M B HEKOTOPbIX CAy4Yasx
YCTQHOBKM CKpPbITbIX CPeACcTB YAANEHHOrO AaAMWHUCTPUPOBAHMS 3apakEHHbIX cucTeM. 3apasus
KOpI‘IOpaTVIBHbI[/‘I KOMMblOTEP, 3/10YMbIWLWNTEHHUKU CHUMAKOT CKPUHLWIOTbI Nepennuckn COoTpyaHWUKa
KOMMaHMUM C MOMOLLbIO BPEAOHOCHbIX MPOrpamm, Mbo CTaBAT CKPbITOE NepeHanpaBieHne coobLeHni
NMoOYTOBOrO fALIMKA aTaKOBAaHHOrO KOMMbIOTEpPA Ha COOCTBEHHbIM MOYTOBbLIM AWMK. ITO AaeT UM
BO3MOXHOCTb OTC/IEXKMNBATb, KaKMe CAENKM KyNAN-NPoAarkM roTOBATCA B KOMMNAHUMW.

BblbpaB M3 roTOBALLMXCA TPAH3aKUMI Hanbonee NepcnekTUBHYO A1 cebs, aTakylowme perncTpupytot
OOMEHbI, UMeHa KOTOPbIX O4YeHb NOXOXXW Ha MMeHa npoadatolinx KOMMaHUM. MCI'IOﬂb3yFI 3TN OOMEHbI,
NPEeCTYNHMKN MOTYT OCYLLEeCTBAATb aTaky TMna “man-in-the-middle”: oHM nepexBaTbiBaloT cooblueHME
C MHBOMCOM OT KOMMNAaHUWU-NPOAABLA M MEePECHINAIOT C NOYTOBOTO ALLMKA HA ULLMHTOBOM AOMEHE 3TO XKe
coobLleHne MOKynaTesto, 3aMEHUB PEKBM3UTbI KOMMAHUU-MPOAABLLA HA PEKBU3WUTbI CYETa, KOTOPbIN
NMPUHAANEKMT aTakylowmnm. JIMbo NpucbiNaloT OT MMEHM NPoAaBLA B AOMOJHEHWE K NerMTUMHOMY
COOBLLLEHNIO C MHBOMCOM 3aMpocC Ha CPOYHOE U3MEHEHME PEKBU3UTOB.

Ewe oaMH BapuaHT: NOJyYMB C MOMOLLBIO TPOAHUA-WNMOHA M/unn 63Kaopa AOCTYyMN K JAErMTUMHOMY
AWMKY OAHOrO M3 COTPYAHWKOB aTaKOBAHHOM KOMMaHWUM, 3/I0YMbIWIEHHUKM BeAyT MOLUEHHUYECKYIO
nepenucky € 3Toro AwmKa. ®uwepbl TakKe MOryT OTNPaBAATb NMMCbMa OT MMEHM NPOAABLA, NoAAeNaB
NoJsiA B 3aro/IoBKax NMCbMa Tak, YTOObl OHM YKa3blBa/M B Ka4ecTBe OTNPaBUTENA Ha IETUTUMHbIN ALLMK
npoaasua.

B ntobom C/lydae WaHCbl Ha TO, 4YTO noJiy4yaTesib HE 3ano403PUT HENAAHOE, U 3/104EUN NMOy4aT AEHbIN,
BeCbMa BE/INKU.

Takue aTakM OnacHbl A4 WMHAYCTPUANIbHbIX KOMMNaHMKA. B ciyyae ycnexa aTakyloWMX KOomnaHus-
NoKynaTe/slb He TO/MbKO TepAeT [AeHbrM, HO W He MoJiydaeT BOBpemsA MOKynaemblt ToBap. A
MPOMbIL/IEHHbIX KOMMAHWUIA 3TO MOMKET OblTb KPUTMYHbBIM: €CAM 3TOT TOBap, Hanpumep, Cbipbe,
ncnonb3lyemoe B MNPOU3BOACTBE, WAW HeobxoAMMmble A8 PeMOHTa 060pyAoOBaHWMA 3amyacTv, TO
BO3MOXHbl M OCTAHOBKA MPOW3BOACTBA, M CPbIB CPOKOB BbINOJHEHUA PEFIAMEHTHbIX M MyCKO-
Ha/laA04YHbIX paboT.
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OpHaKo 3TO He Bce BO3MOMKHble nocneactsua. Mporpammbl-LWNMOHbI, KOTOPbIE UCMOJb3YIOT GULLEepsbl,
nepecbiaaloT Ha CBOM KOMaHAHble cepBepbl Pas/iMyHyto MHOOPMALMIO C 3aparkeHHbIX MallWH, B TOM
yncne o6 OCHOBHOM [EATENbHOCTM UM OCHOBHbIX aKTMBAX WMHAYCTPUANbHLIX KOMMaHUIA — Hanpumep,
MHPOPMALMIO O KOHTPAKTaxX M NpoeKTax. Ha HEKOTOPbIX KOMaHAHbIX CEPBEPAX 3/I0YMbILLIIEHHUKOB 6bl/N
O06HApPYKeHbl CKPUHLLOTbI, CAeNaHHble C Paboynx CTaHLMIM ONepaTopPOoB, MHXKEHEPOB, MPOEKTUPOBLLMKOB
N APXUTEKTOPOB.

MoKa aKkcnepTbl He 3adUKCMPOBANM CyYaeB NPOAANKN YKPAAEHHOM 3/10yMbILWIEHHUKaMK UHpOopMauum
Ha YepHOM pbiHKe. HO o4yeBMAHO, YTO AR aTaKyeMblX KOMMaHUIM ataka Tuna BEC, nomumo npamoit
dUHAHCOBOM NOTEPU MO KAaKOM-TO KOHKPETHOM cae/ike, TauT U NpoYme, BOSMOXKHO, bonee 3HaumTeIbHbIe,
yrpo3bl.

OTmeTuMm, yTo ataku Tmna BEC Ha npombIlWAeHHble KOMMAaHUKU NPOAOJINKAKTCA MU BO BTOPOM NOSYrogmu
2017 ropa.

OnacHble nybankaumm
WikiLeaks: apxvs LIPY

BaKHbIM cObbITMEM NOSIYTrOAMA CTa/1a yTeuKa apxmusa cneunoapasaeneHus LPY CLUA, KoTopbiit onucbkiBan
XaKepckue MHCTpymeHTbl LIPY: BpegoHocHoe MO, B TOM YMc/ie 3KCNAOWTbI ANA YA3BMMOCTEN HY/1IEBOTO
OHA, BPeAOHOCHbIE CUCTEMbI YAANEHHOMO AO0CTYNa U CBA3AHHYK C 3TMM AOKYMeHTauumto. YacTb 3toro
apxmBa bbina onybavkoBaHa Ha WikiLeaks.

Hdamn, nonaswunii B pacnopsxkeHme WikiLeaks, nssecreH Kak Vault 7. HaunHan ¢ mapta 2017 roaa, B cepun
nyb6AnKaumMii B OTKPbITbIN AOCTYN BblJIOXKEHO OKONO AEBATM TbICAY AOKYMEHTOB, CBUAETENbCTBYIOLLMX
O BO3MOMHOCTU CKPbITHOrO MPOHWKHOBEHUA Ha Pas3/iM4YHble 31EKTPOHHbIE YCTPOMCTBA, OT COTOBbLIX
TenedoHOB M «YMHbIX» TE/NIEBU30POB A0 KOPMOpPaTMBHbIX cUCTeM. BpesoHocHble nporpammbl LIPY
HaLeneHbl Ha MO OS Windows, macOS, Linux, iPhone, Android, Tenesnsopbl SmartTV, mapLupyTusaTopbl.

B onyb6/iMKOBaHHbIX AOKYMEHTax MepeyYnucieHO0 MHOMKECTBO YA3BMMOCTel. B uacTHocTu, nocne
nybamkaumm Vault 7 Cisco npeaynpeamna CBOUX KAWEHTOB O HaiMUUWU KPUTUYECKOMN YA3BUMMOCTU,
NO3BO/IAOWEN UCNONHUTL MPOU3BOJIbHBIN KOZ M MOAYYUTb MOMHbIA KOHTPO/Ib HaZ KOMMyTaTopamu
1 poyTtepamn bonee yem 300 pasHbIX Moaenen, NPon3BeagHHbIX KoMnaHuei (YA3BMMOCTb bbl/1a 3aKpbITa
B Mae).

Mo oueHKam 3KcnepToB, 60/bLIan YacTb ONy6/IMKOBaAHHbIX YA3BMMOCTEN Oblaa 3aKpbITa BEHAOPAMU elle
A0 uX nybankaumm. MHCTpymeHTbl B3noma uau akcnnontel WikiLeaks He packpbiBanv. OgHako aarke
onyb6/IMKOBaHHAA YacTb MOXKET NMOMOYb 3/T0YMbILL/IEHHWKaM B pa3paboTke cO6CTBEHHOrO BpeAOHOCHOMO
apceHana. Mo Bceit BUAMMOCTKM, Mbl elle byaem HabAlo4aTb KaK MaccoBble aTaku, Tak U NocneacTeus
CKPbITbIX MPOHNUKHOBEHWNI HAa OCHOBe MHbOPMauuK, onybankosaHHom B Vault 7.

Shadow Brokers: apxus AHB

B anpene xakepckas rpynna Shadow Brokers oTKpbiaia AOCTYN K aQpPXMBY C SKCNIOUTAMU U MHCTPYMEHTaMM
ONA npoBeAeHua aTak AreHTctea HaumoHanbHon besonacHoctu CLUA (AHB).

ApxuB, pa3gobbiTbii Shadow Brokers, xakepbl cHa4ana nbiTanacb npoaatb. No3xe 6onblias ero 4acTtb
6bina onybamkoBaHa. B ny6aMyHOM [oCTyne OKas3a/MCb 3KCMIOWTBbI ANs ceTeBOoro obopyaoBaHuMA
M MaplpyTusaTopos, Ana b6aHkoBckux cuctem, UNIX-nogobHbIX CUCTEM M ANA PasNUMYHbIX Bepcuid
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Windows. B uncne onybaMKoOBaHHbIX YyA3BMMOCTENM OblIM U HEU3BECTHble paHee YA3BMMOCTHU
HyNeBOro AHA.

Kopnopauus Microsoft 06bsiBMAa, YTO BONBLUIMHCTBO YA3BUMOCTEN M3 ONYyOAMKOBAHHOIO apXxuBa yKe
ncnpasneHbl M60 He akTyanbHbl ana Windows 7 u Bbiwe. Tpu ya3BMmocTu bbliv 3aKkpbITbl Microsoft 3a
mecay, 4o nyb6ankaumm Shadow Brokers — B o6HoBneHun MS17-10.

3TUM NaTyem 3aKpbiBanacb M 6pelb B SMBvV1, Ha KOTopylo cpean NpoUnx Bbian HaueneHbl 3KCMA0MNTbI
AHB EternalBlue n EternalRomance. Yke yepes nontopa mecaua nocsae nyb6amkaumm Shadow Brokers
MoAMbUKALUMKM  3TUX  SKCMOWTOB  UCMOJIb30BaMCb ANA  PACNpOCTPaHEHUA CTaBLWKX MeyvasbHo
3HaMeHUTbIMK Wndposanblmnkos — WannaCry n ExPetr (Petya).

ATaku nporpamm-wmdpoBanbLMKOB

MepsBoe noayroane 2017 roga 3anOMHKUTCA aTakaMy NPOrpPaMmm-MGPOBa/bLLMKOB, MPUYEM HE TOJIbKO
aKcnepTam no 6esonacHoctu. dnuaemmns Wannacry u atakm ExPetr npusneknu Kk atoi npobneme
BCceobllee BHUMAHMeE.

WndpoBanblumkmy CTanm 3HAYMMOM Yrpo3oi ANnA KOMMAHUKA, B TOM 4YMUCAE MPOMbIWIEHHDIX.
[na npeanpuaTniA, UMeoLWMX 06 beKTbI KPUTUYECKOM MHPACTPYKTYPbI, 3TU 3/10Bpe bl 0COOEHHO OMNaCHbI,
MOCKOJIbKY aKTUBHOCTb BpeAOoHOCHOT0 MO MOXKeT HaHecTu Bpea, NPpoM3BOACTBEHHOMY MpoLLeccy.

MpoaykTbl «JlabopaTopumn Kacnepckoro» perynspHo 6/10KMPOBaaM aTakm nNporpamm-wndpoBaibLMKOB
Ha KomnbloTepax ACY B 63 cTpaHax Mupa. Ha KapTe HUXKe OTpaskeH MNpPOLUEHT aTaKOoBaHHbIX
LLIMd)pOBaJ'IbLLI,VIKaMM cuctem I'IpOMbILIJﬂEHHOVI dBTOMaTU3aUunn B Kamp,oﬁ CTpaHe no OTHOLWeHUKo
K 06L,emMy KOIMYeCcTBY TakUX CUCTEM B CTPaHe.

Mo Hawmm paHHbIM 0,5% KOMMbIOTEPOB TEXHONOTMYECKON MHGOPACTPYKTYPbl OpraHM3aumMn B TeuyeHue
nepsbIx Wwectn mecaues 2017 roga xoTa 6bl pa3 H6bl1M aTaKoBaHbl MPOrpaMmMaMm WNGPOBANbLLUKAMMU.

Top 10 cTpaH No NPOLLEHTY aTaKoBaHHbIX LWMbPOBabLMKaMN KoMmnbloTepos ACY:

CtpaHa™ % aTaKOBaHHbIX CUCTEM
1 YKpanHa 1,33
2 Manaiisus 1,31
3 DaHna 1,12
4 Pecnybnuka Kopes 1,06
5 Typuma 0,88
6 bpasnnua 0,85
7 Poccus 0,80
8 PymbIHKA 0,67
9 UpaH 0,65
10 ABcTpuA 0,65

* TMpu cocTaBneHUM peiTUHra Mbl UCKIOUMAK CTPaHbI, B KOTOPbIX Yncao Habaoaaembix Kaspersky Lab ICS CERT
KomnbtoTepos ACY Hef0CTaTOUYHO 418 MONYYEeHUA PeNnpPe3eHTaTUBHbIX AAHHbIX.
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Hanbosnbluee Yncno atakoBaHHbIX KomnbioTepoB ACY B TedeHMe nepsbIx WecTn mecaues 2017 roga mbl
3adMKCMpoBanmn B Mae u utoHe, B xoge anunaemmnn WannaCry.
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AuBapeb despant Mapt Anpent

Konuyecmeo yHUKanbHbix Komnetomepos ACY, amaKoB8aHHbIX MPOAHYAMU-WUMPOBanbUWUKAMU
nepsoe nosyz2o00ue 2017

Bcero B TeuyeHme nonyroava Ha KomnbtoTepax ACY 6bliv npeaoTBpalleHbl aTaku npeacTaBuTesnen
33 cemelicTB WNdpPOBaNbLUMKOB. K cyacTbio, cpeam HUX Mbl HE 0BHAPYXUAN HU OA4HOW cneunduyeckomn
Nporpammsl, SBHO HaLleNeHHOM Ha 6aoKMpoBaHue paboTbl MO AnA NPOMbILWIEHHON aBTOMaTU3aLUN.

Mo yncny atakoBaHHbIX MALLMH NO UToram nepsoro noayroama 2017 nepsoe mecto 3aHAN WannaCry — Ha
Hero npuwnaocb 13,4% OT BCeX aTaKOBaHHbIX LWWMPPOBANbLIMKAMM KOMMbIOTEPOB TEXHOOMMYECKOM
MHPACTPYKTYPbl OPraHM3aLnii.

0, 0% 2,0% 4,0% &, 0% 8, 0% 10,0 120% 140% 160%

Wannacry I 13.4%
Locky I 10.7%
laff I ©.0%:
Spora I 73
Cerber I 7.1%
exPetr I 5.0
CryFile I 5.6
Bitman I 2.1%
SageCrypt N 1.5%

Crusis I 1.2%
B NPOUESHT OT BCEX aTAK0BaHHLIX WHEPOBaNbLWMKEMH KOMMBOTEpOE ACY

TOP 10 Haubonee pacrnpocmpaHeHHbIX cemelicme mpoAaHYEes-WU@dpPo8anbU,UKO8
nepsoe nosyz2o00ue 2017
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OTMeTMM, YTO Ha BTOPOM M MATOM MeCTax B Hallem PeWTUHre OKas3a/IMCb ABa CeMeNCTBa, KoTopble,
no oLieHKam 3KkcnepTos Google 1 yyeHbix MoanTexHnYeckoro MHCTUTyTa Hblo-MopKckoro yHusepcuTeTa
(NYU Tandom School of Engineering), 3a nocnegHve gga roga nNpuUHECAN Hambonblyto MpubbINb
3n0ymbllneHHnKam — Locky un Cerber (cootsBeTcTBeHHO 7,8 MUAIMOHOB A0N1apPOB M 6,9 MUAINOHOB
O0NNapos).

BonblWMHCTBO WKdpoBanbLmnKkos M3 TOP 10 pacnpocTpaHAKTCA C MCNO/b30BaHMEM 3aMaCKMPOBaHHbIX
noA Ae/IOBYI0 MepenncKy CnamoBbiX MUCEM C MPUKPENIEHHbIMU BPELOHOCHbIMWU 3arpy3ymMkamm Uan co
CCbINKOM Ha 3arpy3umKk WndpoBanbLLnKa.

UckntoyeHne B 3Tom cnumcke coctasaatoT WannaCry u ExPetr — BpegoHOCHble nporpammbl, CTaBLume
CaMbIMU M3BECTHbIMU WNPPOBA/bLIMKAMM NepBoin nosoBuHbl 2017 roaa. OHKM NPOAEMOHCTPUPOBAU
becnpeLefeHTHYIO A/1A 3TOro Knacca BpeaoHocHoro MO cKopocTb pacnpocTpaHeHus U ahdeKTUBHOCTb
3apakeHus, Yemy B HEManoi cTeneHn nocnocobcTBOBaNO UCMOIb30BAaHME UMM IKCMAONTOB AreHTCTBa
HauMoHanbHOM 6e3onacHocT (AHB) CLUA, BbINOXEHHbIX B OTKPbITbIM [AOCTYN XaKepPCKOW rpynnot
The Shadow Brokers B anpene 2017 roga (cm. Bblwe).

anugemua WannaCry
CtpemutenbHoe pacnpoctpaHeHme WannaCry Hayanocb 12 masa v 6bICTPO NPeBPaTUAOCh B HACTOALLYHO
anMaemumio, B Xo4e KOTOPOM NocTpaaanm KomnbtoTepbl B 150 cTpaHax mupa.

Cpean aTakoBaHHbix WannaCry KOMMaHWiA OKasaiuCb M KOMMAHMM, 3aHMMAIOLLMECA Pa3MUYHbIMMI
BMAAMM NpoM3BOACTBA, HedTenepepabaTbiBalolme 3aBoAbl, 0OBEKTbI FOPOACKON MHOPACTPYKTYpPbI
M pacnpegenutenbHoli 3aHeprocetn. o paHHbim  Kaspersky Security Network, pacnpegenexue
aTaKOBaHHbIX KOMMaHWI N0 MHAYCTPUAM BbIFIAAUT CieayoWwmnm obpasom:
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PacnpedeneHue amakosaHHbix WannaCry komnaHulli no uHOycmpuam
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MN3BECTHO O HEKOTOPbIX cy4asax 3aparkeHnit WannaCry, KOTopble NPUBEIM K OCTaHOBKam paboTbl psaa
NPOMbILLIEHHbIX 06bEKTOB M 0O6BEKTOB COLMAIbHOM 3HAYMMOCTMU.

KoHuepHy Renault npuwwnock npuoctaHoBUTL paboTy HECKO/IbKMX 3aBOA0B; NO MEHbLUEN Mepe B O4HOM
cny4yae 6bl1a 3aTPOHYTa NPOU3BOACTBEHHAA IMHMA 3aBoaa Nissan; 6b110 NPUOCTaHOBAEHO NPOU3BOACTBO
Ha 3aBoge Honda B snoHckom ropoae Casama.

McnaHckoe nsaaHue El Mundo noatsepamno baktbl 3apaxkeHve WannaCry B MCNaHCKUX MPOMbILLIEHHbIX
KoMnaHuAxX, B YacTHocTM Gas Natural (mocTaBLMK NPUPOAHOTO ra3a) U a/IeKTposHepretTuyeckon lberdrola.

M3 coumanbHO 3HAUYMMbIX OOBEKTOB OT aTakM MOCTPadann MeAWLMHCKME ydperkaeHusa. B yacTHoCTH,
B BennkobputaHum cooblianocb o 3aTpYAHEHUAX C AOCTYNOM K MEAMLMHCKMM 3anucam B 60AbHMULAX,
B pe3y/ibTaTe Yero NpuLLIoCb OTMEHUTb PAS onepaLmii.

Mo3)e BbIACHWAOCb, YTO NMPOrpammHoe obecneyeHre HEKOTOPbIX U3 MEeAULMHCKMX YCTPOMCTB TaKKe
cofepKuT yassmmoctb CVE-2017-0143 (MS17-010), KoTopyto aKkcnayatuposan EternalBlue. B cepeauHe
Masf KomnaHua Siemens Bbinyctuna Bloanetedb  no  6e30nacHoOCTM € pekoMeHZauusmu  ans
nofb3oBateneil  CUCTEM  MarHUTHO-PE30HAHCHOW  Tomorpadum U MHOrOGYHKUMOHANAbHbIX
ANAarHOCTUYECKUX Paboumx CTaHLMIN, KOTOpble MOIM BbiTb 3aTPOHYThI B Xo4e aTakn WannaCry.

O MHOMMX MHUMAEHTaxX 06LLLeCcTBEHHOCTM He coobLanoch.

KaK y»ke 6b1710 CKa3aHO Bbllle, aTaKytoLwme UCNOb30BaAN OAMH U3 SKCMNOMNTOB AreHTCTBa HaLuMOHaNbHOM
6esonacHoctv (AHB) CLUA — moauduumpoBaHHbiii EternalBlue, aKkcnayaTupylowmii yA3BUMMOCTb
CVE-2017-0143 B KOMMOHeHTax cepBuca SMBv1l onepauymoHHbix cuctem Windows. [laty
K COOTBETCTBYHOLLEM YyA3BMMOCTM bbln BbinyweH Microsoft ewe B mapTe (6ionnereHb MS17-010),
TeM He MeHee, B xoze anuaemuu wndposBanblymKa, no oueHKe EBponon, nocrpasano 6osee 200 Thicay
KOMNbIOTEPOB.

Ona  3sKcnayaTauuMuM  OaHHOW  yA3BMMOCTM Heobxoauma BO3MOMHOCTb YCTAHOBKM  MOAKIOYEHUA
K yAanéHHon mawwnHe no noptam TCP 139 u 445. BpegoHocHoe O BbIABAANO [OCTYyNHble AN
nogKatoueHus cetesble noptbl TCP 445. B cnyyae ycnewHol 3sKcnayaTaumm yA3BMMOCTM 3/10BPes,
3aKpenaanca B CcUCTEME M HauuMHan wudposBatb danabl. 3apasme  KomnbtoTep, WannaCry
PaCcNPOCTPAHANCA MO IOKA/IbHOW CETU, MCMOJIb3YA A/1A 3TOTO TOT e 3KcnaounT EternalBlue K yszsumoctu
B KOMMOHeHTax cepsuca SMBv1.

MpOMbILLIEHHbIE CUCTEMbI, HaX0AALLMECA BHYTPU MepumMeTpa TEXHONOTMUYECKON CETU, KaK NMpaBuio, He
MMEIOT NPAMOro MNOAK/IOYEHUA K WMHTEpPHEeTy, AMbo OH OpraHM30BaH 4Yepes KOPMOPaTUBHYHO CeTb
c ucnosb3oBaHMem NAT, MeKCeTeBOro 3KpaHa M KOPMOPaTMBHOTO MPOKCU-CEPBEPA, UTO [AOJIXKHO
MCKNIOYaTb BO3MOMKHOCTb 3apaKeHMsA TaKMX CUCTEM M3 MHTepHeTa. OAHaKo, NO HalWWM AaHHbIM, MO
MEHbLUEN Mepe HECKO/IbKO [OeCATKOB KOMMbIOTEPOB, ABAAIOWMXCA YacTbld CUCTEM YMNpaBieHUs
TEXHO/MIOTMYECKMMM  MPOLECcCaM  MPOMbBILWIEHHbIX — MPeanpuaTUiA,  ObliM  aTaKoBaHbl  YepBem-
wndposanbwmkom WannaCry. B Tex caydasx, Korga KOMMblOTepbl He 6bliv A0/XHbIM 06pasom
3alLMLLEeHbI, NPOM30LLJIO 3aparkeHune, U halinbl Ha UHPULMPOBAHHBIX KOMMblOTEPAX OblIM 3aWMPOBAHDI.
3T0 MOr10 CTaTb MPUYMHOM OCTAaHOBKM WAM  HapyweHua paboTbl cuCTEM aBTOMaTM3aLMK
COOTBETCTBYIOLWMX MPEeANPUATUIA U HAPYLUEHUA WX MPOM3BOACTBEHHbIX UMKAOB. Kakum ke obpasom
CeTeBOl YepBb MOT MPOHUKHYTb B TEXHOJIOTUYECKYHO CETb?

© AO «JlabopaTtopus Kacnepckoro», 1997 — 2017



https://ics-cert.kaspersky.ru/
https://ria.ru/world/20170513/1494231745.html
http://www.bbc.com/news/uk-england-39906534
https://threatpost.ru/honda-shut-down-plant-impacted-by-wannacry/21712/
https://threatpost.ru/honda-shut-down-plant-impacted-by-wannacry/21712/
http://www.elmundo.es/tecnologia/2017/05/12/5915e99646163fd8228b4578.html
http://www.elmundo.es/tecnologia/2017/05/12/5915e99646163fd8228b4578.html
https://www.theverge.com/2017/5/12/15630354/nhs-hospitals-ransomware-hack-wannacry-bitcoin
https://www.siemens.com/cert/pool/cert/siemens_security_bulletin_ssb-421479.pdf
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
http://www.bbc.com/russian/features-39928406
http://www.bbc.com/russian/features-39928406

rogne2017

K 3apaxennam WannaCry npuBoAnAN TUNWUYHblE OWMOKM B KOHOUIypauMu MPOMbILIEHHOM CETU.
Mbl NpoaHaM3MpPOBav BCE BO3MOXKHOCTM 3apaKeHMsa U NPULLAK K BbIBOAY, YTO B 6O/IbLUMHCTBE C/ly4aeB

CUCTEMbI NPOMbILLNEHHOM aBTOMATM3aLMK 6blM aTakoBaHbl BpeAoHOCHbIM MO WannaCry 13 oKanbHOM
KOpPNOpaTMBHOM CETU NPeanpUATUA U NP NogrntodeHnax yepes VPN.

Ataka ExPetr (Petya)

Ataka ExPetr Hayanacb ytpom 27 unioHA B Poccuu v Ha YKpauHe M 3aTtem nepekuHynacb B Espony,

3aTPOHY/1a HEKOTOPbIE BaXKHbl€ OTPaC/IM NPOMbILLINTEHHOCTU N CEPBUCHI.

Ha YKpanHe nocTpaganm sHepretTMyeckme KOMMaHWM, YKPauHCKMEe OaHKU, KMEBCKUIM METPOMOUTEH,

KMEeBCKUIM asponopT bopucnonb, asponopT XapbKoBa, CTaHLUMsSA, M3Mepsatollas YPOBeHb paaualuu Ha
YepHobblnbcko ASC. B Poccumn NprmMepHO B TO Ke Bpems Haya/iu MosABAATLCA COOBLLEHMA O TOM, YTO

cepBepbl Kopnopauum «PocHedTb» NOABEPIINCH K MOLLLHOM XaKepcKol aTake». [lo3gHee CTasio U3BECTHO,
YTO B pe3ysbTaTe aTakM WKdpPOoBaablLMKA NOCTPAZAAN W Apyrve MNPOMbILIEHHbIE KOMNaHUW,
B YaCTHOCTU, U MeTasINyprudecknii ruranT EBpas, AO «Ipynna F'MC», B KoTopyto BXxoaAaT «CubHedTemalu»
n «FMC Hedtemaw», a Takke MAO «'vnpoTiomeHHedTeras».

CoobLLEeHNA 0 3apaxKeHUN CTaaM NOCTYNaTb U U3 eBPONENCKUX CTPaAH. B uncne nocTpaaaBLumnx OKasanch
dapmavnestTnmyeckmin ruradt Merck and Co., 4aTckuit noructnyeckuii rmraHt Maersk U gecatkm apyrmx
KepTB, B TOM Ymncae SaintGobain, KpynHasa NpomblWAeHHan opraHmn3aums Bo OpaHumuu.

Bbilina M3 cTpos cUCTeMa YMpaBlAeHUA rpy30MOTOKOM KpynHeiwero B MHAMM KOHTEHEpPHOro nopTta
nmeHun [xkaBaxapnana Hepy, onepatopom kotoporo asnsaetca A.P. Moller-Maersk — cuctema nepectana
pacno3HaBaTb NPUHAA/IEKHOCTb IPY30B.

Mbl NpoaHaAM3npoBaAu pacnpeneneHue muweHein aTak ExPetr (Petya) no uHgyctpuam. CornacHo
OaHHbIM cuctembl Kaspersky Security Network, Ha 28 utoHA no meHblwein mepe 50% aTaKoOBaHHbIX
KOMMaHMI COCTaBAAIN KOMMAHUW, 3aHATbIE B MPOM3BOACTBE U HeDTErasoBor NPOMbILLIEHHOCTH.
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PacnpedeneHue muweHeli amak ExPetr no uHOycmpuam
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[ns 3apaxkeHns 1 3anycka BpeLOHOCHOM NporpamMmmMbl HA KOMMbHOTEPE NO/1b30BATENS 3/10YMbILAEHHUKN
MCMNO/MIb30Ba/IM  MEXaHU3M OOHOBNEHUA CTOPOHHEN YKPAWMHCKOM MporpaMmmbl ANA  3/EKTPOHHOro

AOKRyMeHToobopoTa M.E.Doc. Kpome TOro, M3BECTHO O 3apakeHUM MO KpaliHei mepe o4HOro Beb-camTa,
KOTOPbIA MCNO/Mb30BaACA A/1A NepeHanpaB/ieHUs Ha BPeAoHOCHbIM ¢ain (Tak HasbiBaemMblid watering
hole). 9To no3BoNAET NPeANON0KMUTb, YTO HAYaIbHbIN BEKTOP aTaku Obla AOBOIbHO Y3KUM, HO MEXaHU3M
PacnpoCTpaHeHMA MO JIOKaZIbHOM CeTM NO3BOAMA  LWIMOPOBANBLMKY «BbINTM B MuUp». [ns
pacnpocTpaHeHUss MO JNOKasibHOW ceTu ExPetr ucnonbsoBan akcnnoktel AHB CLUA — EternalBlue

n EternalRomance. Takoi MexaHM3M B YaCTHOCTM MNPUBOAWMS K 33PAKEHUIO KOMMNbIOTEPOB,
NOAKAOUMBLUMXCA K MHOULMPOBAHHOM NoKaabHOM ceth no VPN.

Kpome Toro, BpeLoHOCHasa nporpaMmma 3arnyckasna camy cebs Ha yaaneHHbIX KOMMNbloTepax J0KaabHOM
CETU C MOMOLLLbIO MHCTPYMeHTapua PsExec 1 WMI, ucnonib3ya yyeTHble AaHHble TeKYLLEro nosb3osaTens,
MoJlyYeHHble creumasbHoM nporpammoi Hanomobue Mimikatz, koTopaa Oblia 3anMcaHa B pecypcbl
BPEAOHOCHOI NPOrpaMmbl.

Momumo wndpoBaHMa gaHHbIX, ExPetr nepesanuncoiBan MBR 3apa*keHHOM MalluHbI.

Bbimoratenu nnu AMBepcaHTbl?

0O6a wndpposanbuimka, WannaCry n ExPetr, oTHocATCA K Knaccy nporpamm-Bbimorateneit (Ransomware).
3a KakAbIM U3 HUX CTOAT ABe COBepLUeHHO pasHble rpynmnbl aTakyowmx. Obe rpynnbl, No-BUAUMOMY,
6blNM  CNOCOBHbI MOAYYUTb OFPOMHbIE CYMMbl AeHer B pesyabTaTe YChellHbIX aTak nporpamm-
BbiMmoraTenei. Ho No pasHbIM NPUYMHAM HE NOAYYUAN.

ExPetr, cTporo roeops, BbIMoratenem He aBAseTcA. Mccnenosateniv A0BOJIbHO BbICTPO BbIACHWU/IM, YTO U3-
3a OWKNBOK B KOAE BO3MOXHOCTM paclumdposatb daiibl HE MMEHT Aaxe camMuy aTtakymlive. Takum
06pasom, 3TOT TPOsiHEL, OTHOCUTCA K BpegoHocHOMY MO, yHMuToXKatolwemMy nHbopMaLmIo, T.e. K Kaaccy
Wiper. BeposiTHO, UCTUHHOM Lenblo aTak ExPetr 6bi10 BOBCE He NoJyYeHMe BbIKYMa, 3anpoc BbiKyna mor

6bITb BCcero nwb 3GPEKTUBHbBIM NPUKPLITUEM A1 aKTOB caboTaa.

Y10 Kacaetca WannaCry, TO HEKOTOpPbIe 3KCNepTbl NpegnosaaratoT, YTO U B 3TOM Caiydae ANA aTaKyroLwmnx
OEHbIN _6blI _He [/1aBHbIM _pPe3ynbTaTOM aTaku. Y4uTbiBas OrpOMHO€E KOJIMYECTBO 3apa*XeHHbIX

KOMMNbloTePOB, OapbiM aTaKylowmx OblIM CKYAHbIMKU. M MO CPaBHEHWUIO C APYrMMU y4acTHUKaMMU
KMOEPKPMMMHANbHOTO BGU3HEeca € MCNosib3oBaHMEM BbiMorateneit xossesa WannaCry He nposasuau
0c060W 3aMHTEPECOBAHHOCTM B TOM, YTOObI MCMIPABUTb CUTYALMIO.

Cneumanuctbl «J/labopaTopum Kacnepckoro» cUMTaloT, YTO aKTMBHOE pacnpoCTpaHeHMe BPedOHOCHbIX
nporpamm-ndpoBabLLMKOB NPOA0IKUTCA. Bce 6o/blle aBTOPOB TaKMX TPOAHLLEB PaCMpPOCTPaHAIOT
CBOM NPOAYKTbI, UCNONb3yA MoAenb SaaS (software as a service). 9To AaeT BO3MOMKHOCTb NPOMbILLAATb
KMBEepBbIMOraTe/IbCTBOM TeM 3/I0YMbILIIEHHUKAM, Y KOTOPbIX He XBaTaeT HaBblKOB, PECcypcoB WM
¥enaHua paspabatbiBaTb CBOU COBCTBEHHbIE 3/10Bpebl. KOMYecTBo pa3HOKaIMBEePHbIX UTPOKOB Ha 3TOM
noJsie pacTer.

MpomblIWAeHHble KOMMNAHUM CTAaHOBATCA MMLLUEHAMM aTakK LUMd)pOBaﬂbLLI,MKOB HapAaay C OCTa/ibHbiIMK
OopraHunsauunamm. Cnyqam LefieBblX aTaK C UICNO/b30BaHMEM NPOrpamm-BbiMOraTesen Ha NPOMbILW/IEHHDbIE
KOMMNaHMUM C UENbIO MOJIy4eHUA BblKyNna AOCTOBEPHO HEWU3BECTHblI — MOKaA YTO MULWUIEHAMU TaKUX aTaK
CTaHOBATCA B OCHOBHOM d)VIHaHCOBbIe opraHusaunm. Ham He BCTpevanucb «B ,CI,MKOVI npupoae»

WNPPOBaNbLNKKN, HABHO HaLe/NeHHble Ha 610KMpoBaHWe pabotbl MO  4NA  NPOMbIWAEHHOM
asTomMatmsaumu. Takum o06pasom, 3adUKCUPOBaHHbIE HaMKM  C/y4aum MOMbITOK  3apaKeHus
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WK PPOBAbLLIMKAMU KOMMbIOTEPOB MHPPACTPYKTYPbI MPOMbILLIEHHbIX CETEM OTHOCATCS K KaTeropum He
LeneBblX, a C/Iy4alHbIX 3aparKeHNn .

Bega B TOM, 4YTO paxe CcAydyaliHoe 3apakeHue BPEeAOHOCHOW NPOrpamMmmon-WKUdPOBaAbLLMKOM
KOMMbIOTEPOB B MPOMbILLIEHHOW CETU MOMKET MPUBECTU K OCTAaHOBKE WM HapylleHuto paboTbl cuctem
aBTOMAaTU3aLMM aTaKOBAHHbIX MPEANPUATUIA U HAPYLIEHWUIO UX MPOU3BOACTBEHHbIX LMKIOB.
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CTaTUcTnKa yrpos

Bce cmamucmuyeckue OaHHble, UCM0/Ab308AHHbIE 8 omYeme, 0sy4YeHbl C MOMOWbIo pacripedeseHHol
aHmueupycHoli cemu Kaspersky Security Network (KSN). laHHble nonyyeHbl om mex noss3osameneli KSN,
Komopeble nodmeepousu c8oe cozaacue Ha UX AHOHUMHYIO repeoayy.

MeTtoponorusa

[aHHble nosiyyeHbl C 3awWmuaemMblx npoayKTamu «Jlabopatopum Kacnepckoro» komnbtotepos ACY,
KoTopble Kaspersky Lab ICS CERT OTHOCUMT K TEXHONOrMYECKoOW WHOPACTPYKTYpe OpraHu3aumii.
B 3Ty rpynny BXo4AT KOMMbOTEpPbI, paboTatoLme Ha onepaumoHHbIX cuctemax Windows v BbinonHsowme
OZHY MM HECKOSIbKO QYHKLNIA:

e cepBepbl ynpasneHuns u cbopa gaHHbIx (SCADA),

e cepBepbl XxpaHeHMA AaHHbIX (Historian),

e W03kl AaHHbIX (OPC),

e CTauMOHapHble paboymne CTaHUMKN UHKEHEPOB M ONEePaTOPOB,
e  MObuabHble paboyme CTaHLUUU UHKEHEPOB 1 ONEPaTOPOB,

e Human Machine Interface (HMI).

A TaKXKe KOMMbIOTEPbl COTPYAHMKOB MOAPALHbLIX OpPraHM3auuii, KOMMbiOTEpPbl aAMWHUCTPATOPOB
TEXHONOTMMYECKMX ceTEN U pa3paboTumKkos MNO ana cucTem NPOMbILNEHHOM aBTOMATU3ALLUN.

ATaKoBaHHbIMM Mbl CYMTAEM TE KOMMbIOTEPbI, HA KOTOPbIX B TEYEHME OTYETHOro nepmnoaa XoTa 6bl 0AuH
pa3 cpaboTanm Halwu 3aWmTHbIe peweHus. MNpu NnoacyeTe NPOLLEHTa aTaKoBaHHbIX MALLUWH UCMO/b3yeTCs
KOJIMYECTBO YHUKA/IbHbIX aTaKOBAHHbIX KOMMbIOTEPOB MO OTHOLLEHMIO KO BCEM KOMMbIOTEPAM M3 Haluei
BbIBOPKK, C KOTOPbIX B TEYEHME OTYETHOTO NEPMOLA Mbl NOJyYaM 06e3N1UYeHHY0 MHPOPMaLMIo.

OTMeTMM, 4YTO OrpaHMYeHMA [OCTyna B WHTEPHET Yy KOMMbIOTEPOB B TEXHOJIOTMYECKON CeTu
M KOMMbIOTEPOB, COCTaBAAOWMX WHOPACTPYKTYPY TEXHO/IOTMYECKON CETU, MOryT 3HaAYUTENbHO
OT/NYaTbCA.

Cepsepbl ACY TI 1 CTaLUMOHaPHbIE KOMMbIOTEPbI UHXKEHEPOB 1 ONEPaTOPOB YaCcTO HE MMEIOT MOCTOAHHOTO
MPAMOro BbIX0Aa B MHTEPHET M3-3a OrPaHUYEHUI TEXHONOTMYECKOM ceTh. [OCTyn B MHTEPHET UM MOKET
HbITb OTKPbLIT, HANPUMEP, HA BPEMS TEXHOIOTMYECKOTO 06C/YKUBAHUS.

KomnbtoTepbl CMCTeMHbIX/CETeBbIX AOMUNHUCTPATOPOB, pa3pa6OTLIVIKOB M  WUHTErpaTopoB CUCTEM
I'IpON\bILLIJ'IEHHOI‘/Ji dBTOMaTM3aunn, a TaKXKe KOMNbHTEPbI NOAPAOYMKOB, KOTOPblie NOAKAHHYAKOTCA
K TEXHOJIOrMYECKOn ceTu (Hanpmmep, C UeNbd MOHUTOPUHIa COCTOAHMA U OKa3aHuA TeXHUYEeCKoM
nop,p,epmw), MOTYT MUMETb YacCTble UK aXKe NepMaHeHTHble NOAKNKYEeHNA K UHTEPHETY.

Kak cneacteve, B HaweWn BblbOpKe KomnbloTepoB, KoTopblie Kaspersky Lab ICS CERT oTHocut
K TEXHO/IOTMYECKOM WHPPACTPYKType OpraHusauui, peryaapHoO WAM MOCTOAHHO MOAK/OYAOTCA
K MHTepHeTy 0Ko/10 40% maLwwmnH. OcTasnbHble NOAKAIOYAOTCA K MHTEPHETY He Yalle, a MHOTMe pexke, yem
pa3 B MecAL,
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[MpOUEHT aTaKOBaHHbIX KOMMbIOTEPOB

B TeueHume nepsoro nonyroamnsa 2017 roga npoayktamm «Jlabopatopumn Kacnepckoro» Bo Bcem mupe 6binu
npeaoTBpaLLEeHbl MONbITKM aTak Ha 37,6% 3awmiiaembix MU KOMMbtoTepoB ACY — Ha 1,6 n.n. meHblue,
4Yyem BO BTOpom nonyroanm 2016 roga.

B Poccuu aToT noKasaTesib coctaBun 42,9% — Ha 0,5 n.n. 6onblue, yem B npeaplaywem nonyrognu (42,4%).

OKo/10 TpeTn BCex aTaKk NpUIOoCb Ha KomnbtoTepbl ACY B KOMMaHUAX, 3aHUMAOLWMXCA NPOU3BOACTBOM
pa3IMYHbIX MaTepuanos, 060pya0BaHNSA U TOBAPOB.

0,0% 50% 10,0% 150% 20,0% 250% 300% 350%

U U5 i}

MpoW3E0ACTED I 31,05
WHEHHHPHHT N 7,52
O6pajopaHke EE—— 14, 5%
MYwesan NPOMBILLAEHHOCTE  IEE——— T, 7%
IHepreTra I 4,9%
HommyHansbHble cnywisl I 3,.9%
HedTewuraz mmE 3,0%
CTpoMTENLCTED M 2,9%
TenekommyHHKaLWH m 1,5%
34opasooxpadeHne m 1,2%
Oobbisarwan NpoMbILLAEHHOCTE B 0,9%
Norkactiea 1 0,6%
MpompbiwaeHHoe NO 1 0,6%
ABTOMATHIAUMAIAAHKMA | 0,3%
TpaucnopT | 0,3%

B MpoweHT OT BCEX aTAKOBIHHBIX KoMNBOTEPOE ACY

PacnipedesnieHue amaKo8aHHbIX KoMbtomepos ACY rno UHOycmpuam
nepsoe nosyzodue 2017

Ecaun Bo BTopom nonyroamnu 2016 roga 4014 aTaKOBAHHbIX MALLUWH POC/A U3 MecALA B MeCALL, TO B NepBble
wectb MmecAues 2017 roaa AuMHamMuKa 6bina HECKONbKO MHOW. Mbl 3adUKCUPOBANU yMeHbLUeHUEe
AKTUBHOCTU 3/10YMbILNEHHWUKOB B AHBape, BO3BPAT A0/1M aTaKOBAHHbIX KOMMbIOTEPOB Ha MpPeXHui
ypoBeHb B peBpane — MapTe U NOCTENEHHOE CHUMKEHME 3TOro NoKasaTens B anpene — UoHe.
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M [poueHT aTakoBaHHbIX KoMnbloTepos ACY

lpoyeHM amako8aHHbIX Komreromepos ACY no mecayam 8 mupe
urone 2016 — uroHs 2017

B Poccum mbl Habao4anmn CXOXKY AMHAMUKY:

men 0% 26.4%
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Wionb  @BrycT ceqTAbpe ouTAbpes woabpe Aewalpe AuBape $espans MapT  anpenb  maW HIOHb
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B [POUEHT 3TEHOESHHLIX KOMNBTEROE ACY, Foooua

lpoueHm amaKogaHHbIX Komrnstomepos ACY no mecayam e Poccuu
utonb 2016 — uroHb 2017
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[eorpaduma aTak Ha CUCTEMbI MPOMbILLINEHHOM aBTOMAaTU3aLMK

HavmeHbLlwKniA NpoLeHT aTaKoBaHHbIX CUCTEM MPOMbILWIEHHOM aBToMaTm3aumm — B MpnaHanu (13,8%),
Oanunu (14,1%), Hnaepnavpax (15,5%), CLUA (17,1%) v B LLBeliuapuu (17,4%).

TOP 15 cTpaH no NpoLeHTy aTaKoBaHHbIX KomnbtoTepos ACY:

CrpaHa*™ % aTaKoBaHHDbIX CUCTEM
1 BbeTHam 71,0
2 ANKMp 67,1
3 MapoKKo 65,4
4 NHaoHesuA 58,7
5 Kutam 57,1
6 NHamna 56,0
7 WpaH 55,3
8 CaypoBckaa Apasua 51,8
9 Ernner 51,6
10 Mepy 50,8
11 TannaHpg, 47,8
12 Manamsua 47,2
13 YKpauHa 46,3
14 MopTyranus 46,1
15 KasaxcTaH 45,9

* TMpu pacyeTax Mbl UCKKOUMMN CTPaHbI, B KOTOPbIX YMcNo Habaogaembix Kaspersky Lab ICS CERT cuctem
NPOMbILLINEHHOM aBTOMATU3aLMN HEAOCTAaTOYHO ANA NOYYEHUA Penpe3eHTaTUBHbIX AaHHbIX.

Poccusa B aTOM peiTuHre 3aHumaeTt 21-e mecTo.

BpeaoHocHoe MO Ha cncTtemax NpoOMbILLNEHHOM aBTOMATU3aLLUK

Mo CueHapunam MUCNOoZIb30BaHMA U NO NPUMEHAEMbIM TEXHO/IOMTMAM TEXHO/IOTMYeCKana CeTb BCe bosblle
CTaHOBUTCA MOXOXKEM Ha KOPNOPATUBHYIO. 3aKOHOMepHO, 4To U ﬂaH,CI,UJad)T Yrpo3 npoMmbIlWIEHHbIX

MH¢0pMaLI,MOHHbIX CNCTEM CTaHOBUTCA NOXOXUM Ha ﬂaH,EI,LIJad)T Yrpo3 KOpnopaTtuBHbIX CUCTEM.

B nepsom nonyroamm 2017 roga Ha cucTemax NpoMbILWNEHHOM aBTOMAaTU3aLUMK Bb110 06HaAPYKEHO OKOO
18 TbicAY pasAMUHbIX MoAMbUKaumi BpedoHocHoro MO, oTHocAwwMxcs 6osee yem K 2,5 ThicAadam
Pa3/IMYHbIX CEMEICTB.

B nogasnawouwem 60/bWNHCTBE CYYaeB MOMbITKM 3aparkeHna KomnbioTepos ACY HOCAT CayYaiHbIi
XapaKktep, a GpyHKUMM, 3a10KeHHble BO BpedoHocHoe [0, He ABAAloTCA cneuuduyHbIMU ANa aTak Ha
CUCTEMbBI MPOMbILLIIEHHOM aBTOMATU3aLMN.

Ona komnbtoTepoB ACY aKTyasibHbl Te }Ke KaTeropuMu Nporpamm, KOTOpble aTaKyrT KOpMnopaTuBHble
KomnbloTepbl. Cpean HUX — TPOosHUbI-WNMOHbI (Trojan-Spy u Trojan-PSW), nporpammbi-BbiIMOraTenm
(Trojan-Ransom), 63akgopbl (Backdoor) u nporpammbl Tmna Wiper (KillDisk), BbiBogawme w3 crpos
KOMMbIOTEP M 3aTUPaAtOLLME AaHHbIE HA AMCKe. TakMe NporpaMmMbl NPeacTaBasaoT 0cobyro onacHOCTb ANA
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KOMMNbKOTEPOB B I'IpOMbILIJﬂGHHOVI CeTn, 3apaxkeHna nmm MOryT nNpmMBoAUTb K NOTepe KOHTPONA WU
K HapyLweHUo TeEXHOTI0TUYEeCKMUX NpoL,eccosB.

NCTOYHUKNK 3apaXeHnA CUCTEM I'IpOMbILLIIIEHHOﬁ dBTOMaTU3aUnn

Murepuer [ 20.4%
ChEMHBIE HOCHTENKW _ 9.6%

Nouroswe wnnenter [T 3.9%
Pesepesbie konmn Windows [J] 0.9%
Apxustl [backup) [ 0.8%
Ceteswie nankn | 0.8%

O6naunble xpanuwnama | 0,1%

0.0% 5,0%% 10,0% 15,0% 20,0% 25,0%

B % aTakoBaHHbIX KomMnNboTepos ACY

OCHOBHbIe UCMOYHUKU yepo3, 306/10KUPOBAHHbIX HO KoMbtomepax ACY
nepsoe nosyz2o00ue 2017

3arpy3Kka BpegoHocHoro MO M3 MHTepHeTa W AOCTYN K U3BECTHbIM BPeAOHOCHbIM U GULINHTOBLIM Be6-
pecypcam B nepsom nonyroanmn 2017 roaa 6binm 3abnokmpoBaHbl Ha 20,4% komnbtoTepos ACY. B Poccum
3TOT NOKasaTtenb coctaBun 25%.

NHTepHeT oCTaeTcs OCHOBHbLIM MCTOYHMKOM 3apPayKeHUA KOMMbIOTEPOB TEXHO/IOMMYECKON MHPPACTPYKTYpPbI
opraHusaumit. 9ToMy cnocobCcTBYEeT CONpPsAXKeHMEe KOPNOPaTUBHOM M TEXHOJIOFMYECKON CeTel, Hanuuune
OrPaHWYEHHOro [A0CTyna K WHTEpPHEeTy W3 TEeXHONOTMYECKOW CeTW, MOAKMNOYEHNE K WHTepHeTy
KOMMbIOTEPOB U3 TEXHOJIOMMYECKOWN CETU Yepes CETU MOBU/IbHbIX ONEPATOPOB (C NOMOLLLID MOBUIBbHbIX
TtenedoHos, USB mogemos n/mnmn Wi-Fi poytepos c noaaepkoi 3G/LTE). Yto KacaeTca noapsaaUumnKkos,
Pa3paboTuUMKOB, MHTErpaTopPOB, CUCTEMHbIX/CETEBLIX aAMMUHUCTPATOPOB, KOTOPble MNOAK/AOYAOTCA
K TEXHO/IOTMYECKOM CeTU M3BHE (HAaNpPAMYO UKW yAaNEeHHO), TO OHM YacTo MMEOT CBOBOAHbLIV AOCTyn
K WHTepHeTy. WX KomnbloTepbl BXOAAT B TPynny HauMbOONbLUEro pPUCKa M MOFyT CTaTb KaHa/iom
NPOHUKHOBEHUA BpefoHOCHOro O B TexXHONMOrMYecKne cetn OBCAYKMBAEMbBIX UMW MNPeAnpUATUIR.
HanomHum, 4TOo B Haleln BbIGOPKe perynApHO MOAKAYAOTCA K WMHTepHeTy okoso 40% Bcex
KOMMNbIOTEPOB.

Ha 9,6% komnbtoTepoB ACY BpeaoHocHoe MO 6bl10 06HApYKEHO NPU NOAKAOYEHUN K HUM CbEMHbIX
HocuTenen nHdopmaLmn. 310Bpesbl, KOTOPbIE PACMPOCTPAHAIOTCA Yepe3 CbeMHbIe HOCUTE/IU U CeTeBble
Manku, 4acTo 3aparkatoT NeruTUMHble aiiibl UM UCMONb3YIOT MMEHA, CXOXKME C UMEHAMM NIETUTUMHbIX
dannos (Tak BeayT cebsa, B YACTHOCTU, MHOTMe BUPYCbl M YyepBu). BpegoHocHble daiiibl ¢ MMeHaMu
NermTMMHbIX $aiioB MoryT nonagaTtb B CO34aHHble MOMb30BaTE/NeM 3alUMLLEHHbIE apXMBbl AaHHbIX
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(mbl 06Hapy®uamn nx Ha 0,8% KomnblOTEpPOB) M B pe3epBHble Konuu GaliNoBol cucTeMbl B npouecce
NX CO3/[1aHMA ONepaLnoHHON cucTemolt (Takske 0,8%).

BpesOHOCHbIE MOYTOBbIE BJ/IOKEHWUA M BPEAOHOCHbIE CKPUMTbI, BCTpPaMBaemble B TeN0 3/1EKTPOHHbIX
nucem, 611 3ab610KMpPoBaHbI Ha 3,9% KomnbtoTepoB ACY. B Halem perMTUHIre NoYTOBbIE K/IMEHTbI 3aHA/U
TpeTbe MecTo. B 6O/bLWMHCTBE C/IyYaeB 3/10YMbILIIEHHUKM PACNPOCTPAHAOT NUCbMa C BPeAOHOCHbIMM
BNOXKEHUAMM B dopmaTe 0PUCHbIX OKYMEHTOB, Takux Kak MS Office n PDF.

Ha 0,1% komnbtotepoB ACY BpegoHocHoe O 6bli0 0O6Hapy*KEHO B /I0OKa/bHbIX Mankax 06/1avyHbIX
$anNoBbIX XpaHWAWL, KOTOpble aBTOMATUYECKM CUHXPOHM3IUPYIOTCA C 061a4HbIM XpaHUAULLEM NPU
NOAKNHOYEHUN KOMNbIOTEPA K UHTEPHETY. Takan CUHXPOHM3aUMA NPUBOAUT K TOMY, YTO NPUN 3apa*XeHnu
obnavHoro xpaHunuuia (c nboro Mmerowero K Hemy AOCTYn KOMMblOTepa) BpeAoHOCHble ¢aiibl
aBTOMAaTUYECKM AOCTaBAAOTCA Ha BCE MNOAK/OUYEHHbIE K XPaHUANLLY YCTPOMCTBA.

Mnatpopmbl, ncnonbayemblie BpeaoHOCHbIM M0

Ha 6onee yem 50% Bcex aTakoBaHHbIX KOMMbOTEPOB OblM 3a6/10KMPOBaHbI BPeAOHOCHbIE NMPOrPamMMbl,
KoTopble ABAsAOTCA ucnonHaembimmn darnamm OC Windows (Win32/Win 64). YacTo 3/10yMblLLAEHHUKN
BMeCTO pa3paboTkM ucnosHAemoro daina peanusyoT BPefOHOCHbIM QYHKUMOHAA Ha OAHOM M3
CKPUMTOBbIX A3bIKOB, KOTOPbI BbINOJHAETCA MHTEPNPETAaTOPaMM, YKE MMELWMMUCA HA KOMMbloTepe
npeanonaraeMon eptsbl. PeMTUHr OCHOBHbIX niaTtdopm, KoTopble BpegoHocHoe O ucnonb3yet
nomumo Windows, npeactaBieH HUXKe.

Visual Basic Script | . cc:
JavaScript I, 7,5
MET Framework [ 72
AuteCAD N 0%
Microsoft Word I 7,5
lava I 1%
FOF I 2,2
N5IS I 1,59%
PowerShell N 1,2%
Microsoft Excel [ 0,6%

SWE M 0,3%

M % OT BCEX aTAKOBaHHbIX KOmMN b Tepos ACY

lMaamagopmei, ucrons3yemoie 8ped0HOCHbIM 10
nepsoe nosyzooue 2017
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OTMETMM, YTO 3/I0YMbILW/IEHHUKM aKTMBHO WCMNO/b3YIOT HebonbluMe 3arpy3uymKku, HamnucaHHble Ha
JavaScript, Visual Basic Script u Powershell, KoTopbie 3anycKatoT B BUAe nNapameTpoB KOMaHAHOM CTPOKM

ANnA COOTBETCTBYHOLWMNX MHTEPNPETATOPOB.

Halm pekomeHaaumm

Ona npepoTBpalleHnA cnyqal‘/'lelx 3apa>+<eHM1‘/'| M anAa 3awutbl OT Ue/sieHAanpPaB/IEHHbIX aTaK Ha

TEXHO/IOrMYECKMEe CETU Mbl PEKOMEHAYEM MPUHATL Pag Mmep no obecneyeHno 6e30MacHOCTU BHELWHEro
W BHYTPEHHEro NepMMeTPOB TEXHOIOTMYECKOM CeTH.

B nepByto ouepesb, 4N opraHM3aumMmn 6e3onacHoro yaaneHHoro ynpasaeH1a cucTeMaMm aBToMaTu3aLmm
M nepefayn AOaHHbIX MEXAy TEeXHONOTMYECKOW W APYrMMM CeTAMM HeobXogMMO MAKCMMAabHO
OrpPaHMYUTb JOCTYN MEXKAY CUCTEMAaMM, HAXOLALWMMMUCA B PA3IMYHBIX CETAX UM MMEIOLLMMM PasfiNyHble
YPOBHU foBepus:

CuCcTeMbl, MMeoLLME MOCTOAHHYIO WU PEryaapHYHo CBA3b C BHEWHUMU CeTAMMU (MOBUIbHbIe
ycTpoiictBa, VPN-KOHLEHTPATOPbl, TEpMUHANbHbIE CepBepbl U Np.) HE0BX0AMMO N301NPOBATb
B OTAE/IbHbI CEFMEHT BHYTPU TEXHONOTMYECKON CETU — AEMUANTAPU30BAHHYIO 30HY (DMZ);
Cuctembl B AE€MUIUTAPU30BAHHON 30HE pa3fennTb Ha MOoACeTM WM BUPTyanbHble MoaceTtu
(VLAN) u pasrpaHuuMTb AOCTYN Mexay noacetamu (paspewmnTb TOAbKO Heobxoaumble
KOMMYHMKaLuuK);

Becb HeobxoaAMMbIM 06MeH MHOPMaLMEN MEXKAY NPOMbBILIEHHOM CETbIO U BHELWHUM MUPOM
ocylecTsaATbL Yepes DMZ;

Mpn HeobxogmMmoctv B DMZ MOXKHO pasBepHYyTb TePMWHAJIbHbIE CEpBeEpPbI, MO3BO/AOLWME
MCMNo/1Ib30BaTb MeToAbl 06paTHOro NoAKAYEHMA (M3 TexHoIorMyecKo cetn 8 DMZ).

Ona poctyna K TEXHOMOMMYECKOM CEeTU M3BHE KenaTeslbHO MCMNO/b30BaTb TOHKME KAWMEHTbI
(nprmeHsas meToabl 06paTHOro NOAKAOYEHUS);

Mo BO3MOXKHOCTM He paspeLlaTb A4OCTYN U3 4EMUINTAPU30BAHHOM 30HbI B TEXHO/IOTMYECKYHO CETb;
Echn  6BusHec-npoueccbl NpPeanpuATAA  AOMYCKAlOT  BO3MOMHOCTb  OZHOHaNpaBAEHHbIX
KOMMYHMUKaLMN, peKOMEHAYEM PAaCCMOTPETb BO3SMOXHOCTb MCMO/1b30BaHUA AaTa-4MO0408.

CﬂeAVET MMETb B BMAY, 4TO ﬂaHALLIad)T yrpos ana cuctem I'IpOMbILLIl'IEHHOﬁ aBTOMaTU3aunm NOCTOAHHO
MeHAETCA, HOBble YA3BUMOCTU PerynapHo HaxoaAT KaK B NPUKAaAHOM, TaK U B MPOMbILLIEHHOM no.

Ona obecneyeHus 3aWnTbl OT HEU3BECTHbIX, B TOM YNC/ie UesieHanpaB/1€HHbIX, YIPO3 Mbl pEKOMEHOYEM!

1.

MpoBECTU WHBEHTAPM3ALMIO 3aNYLLEHHbIX CETEBLIX C/AYXKO; MO BO3MOMKHOCTM OCTaHOBUTb
YA3BMMbIE ceTeBble C/Y*KObl (eCM 3TO He HaHecéT yuwepba HeNnpPepbIBHOCTU TEXHOIOMMYECKOTO
npovecca) U ocTasibHble CyXKObI, He Tpebytowmeca A HenocpeacTBEHHOTO GPYHKLMOHMPOBAHUSA
CUCTEMbI aBTOMaTM3aLMK; ocoboe BHUMaHWE 0bpaTUTb Ha CNyKbbl NpesoCcTaBNAeHUA YAANEHHOTO
Aoctyna K obbektam ¢ainosoi cuctemnl, Takue Kak SMB/CIFS n/unmn NFS (akTyanbHO B ciyyae
aTaK C UCNOo/b30BaHMEM YA3BUMOCTEN B Linux).

MpoBecTn ayauT pasrpaHMyeHMa AocTyna K KomnoHeHTam ACY TI; noctapatbca AobuTbeA
MaKCMMasibHOM rpaHyAspHOCTU JOCTyna.
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3. MMpoBectM ayauT CeTeBOM AKTUBHOCTU BHYTPWU MPOMbBILIEHHOW CEeTU MPeanpuUATMA U Ha eé
rpaHMuax. YcTpaHutb He 06yCnoB/AEHHble NPOM3BOACTBEHHON HEOOBXOAMMOCTbIO CceTeBble
CcoegMHEHMA C BHELWWHUMU U APYTUMU CMEXKHBbIMU MHOOPMALMOHHbBIMU CETAMM.

4. TpoBepuTb 6H€30NaCHOCTb OpraHM3aLMn yaanEHHOIo A40CTyNa K NPOMbILWAEHHON ceTu; obpaTuTb
ocoboe BHMMAHWE Ha COOTBETCTBME OPraHU3aLMM AEMUANTAPU3OBAHHLIX 30H TpeboBaHMAM
MHPOPMaUMOHHON 6e3onacHOCTU. Mo BO3MOMKHOCTM MUHMMU3IUPOBATL MM BOBCE M3OeXKaTb
NCMNO/1Ib30BaHWUSA CPeACTB YAANEHHOTO aAMUHUCTPUPOBAHMA (Takux, Kak RDP nan TeamViewer).

5. CneanTb 3a aKTYyanbHOCTbKO CUTHATYpHbIX 6a3, 3BPUCTMK, peLalroLnMX anaropuTMOB CpeacTs
3aLWMTbl KOHEYHbIX Y3/10B ceTh. Y6eauTbca, YTO BCE OCHOBHbIE KOMMOHEHTbI 3aLLMUTbI BKKOYEHDI
N PYHKUMOHMPYIOT, @ M3 061aCTU 3aLLMTbl HE WCKAoYeHbl KaTanorn MO ACY TM. bonbwyto
3pPEKTUBHOCTb Ha MPOMbBILWIEHHbIX NPEANPUATUAX LEMOHCTPUPYIOT TEXHONOTMU KOHTPOAA
3anycKka MPUIOMNKEHUN, HACTPOEHHbIE B PEXMUME «DOenbiXx CNUCKOB», M TEXHONOTMM aHaau3a
nosefeHMAa nNpunoxeHuin. KoHTpoAb 3anycka NPUIOXKEHUI He MO3BOAUT  3anyCTUTb
WrdpoBaNbLLMK B Cy4ae ero NPOHMKHOBEHUA Ha KOMMbtoTep. TEXHONOMMKN aHaIM3a NOBeAEHMA
NPUAOXKEHUN MoNe3Hbl ANA OOHapy)XeHMA W NpeaoTBPALLEHMA MOMbITOK 3KCnayaTauum
YA3BUMOCTEN (B TOM YMCNEe HEU3BECTHbIX) B nermtumHom MNO.

6. MMpoBectM ayauT MOAUTUKM WU MPAKTUKU WMCNOAb30BAHUA CbEMHbIX HocuTenen uHdbopmaumm
M MOPTaTMBHbIX YCTPOWCTB. He pgonyckatb MNOAKAKOYEHMA K y31aM MPOMbIWIEHHON CeTu
YCTPOMCTB, NPEeLOCTaBAAIOWMX HENErUTUMHBIA AOCTYN K BHELWHUM CETAM W UHTEPHeTy.
Mo BO3MOXKHOCTU OTKAKOUUTb COOTBETCTBYHOLLME MOPTbI MM KOHTPOAMPOBATb AOCTYM K HUM
NpPaBuMAbHO HAaCTPOEHHbIMU CNeLManbHbIMKU CpeacTBaMu.

7. BHeppuTb cpencTBa MOHMTOPWMHIA ceTeBOro TpPaduKa M OBHapy!KEHMA KOMMbIOTEPHbIX aTak
B MHAYCTPUANbHBIX CETAX. B 6ONbWMHCTBE C/lyyaeB NpUMeHeHMe NOoAOOHbIX mep He Tpebyet
BHECEHMA U3MEHEHMA B COCTaB U KOHbUrypaumto cpeacts ACY TM n moreT bbiTb Npon3BeLeHO
6e3 0CTaHOBKM WX PaboThbl.

KOHeYHO, MNOAHOCTbIO M30/AMPOBATb TEXHO/OTMYECKYID CeTb OT CMENHbIX CeTell MNPaKTUYECKM
HEBO3MOXHO, MOCKO/IbKY Nepegaya AaHHbIX MeXAay CeTAMM Heobxoanma ANa BbIMOJAHEHUA MHOXECTBa
BaXKHbIX PYHKUMIA — yNpaBAeHUA U NOAAEPHKKU yAaNeHHbIX 06bEKTOB, KOOPAMHALMM PaboTbl CNOXKHOTO
TEXHO/IOTMYECKOro MPOoLLecca, Y4acTM KOTOPOro pacnpeneneHbl MeXAy MHOMKEeCTBOM LeXOB, JIMHUM,
YCTaHOBOK M cuctem obecneyeHuns. Ho mMbl Hageemcsl, YTO HalW pPeKomeHAaunM NOMOryT MaKCUMaabHO
3aLUMTUTL TEXHOJIOTMYECKME CETM WM CUCTEMbl MPOMBbIWAEHHON aBTOMATU3aUMM OT COBPEMEHHbIX

M 6yayLmX yrpos.
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LleHTp pearMpoBaHMA Ha MHUUAEHTbI MHPOPMALMOHHONK 6e30MacHOCTM MNPOMbILIEHHbIX
MHpacTpyKTyp «Jlabopatopumn Kacnepckoro» (Kaspersky Lab ICS CERT) — rnobanbHblit npoeKT
«JlabopaTopumn Kacnepckoro», HaueNeHHbIM Ha KoopAuHAUWUIO AEUCTBUIA MPOU3BOAUTESNEN
cMcTemM  aBTOMAaTM3aLMM, BNAAENbLEB WM ONEPaToOpOB  MPOMbIW/EHHbIX  OObEKTOB,
nccneposatenein  MHPopmauMOHHOM  6e30macHOCTM  MPUM  PELWEeHMM  3adad  3aWmThbl
NPOMbILNEHHbIX MPEeANPUATUIN N 0B6BEKTOB KPUTUUYECKM BaXKHbIX MHPPACTPYKTYP.

Kaspersky Lab ICS CERT Ics-cert@kaspersky.com
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