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B ueTBepTOM kBapTane 2025 roga xxepTeamu 6b1n NyonnyHo nogTeep>xaeH 161 nHumaeHT. Bee
9TV MHUMAEHTbI BKIIKOYEHbI B TabMLy B KOHLE 0630pa, 8 HEKOTOpPbIE 13 HMX ONMCaHbl MOPO6HO.

O6wume cBegeHNs

OueHrBas UTOr KBapTasa C TOYKW 3peHns HopMaum © NyBANYHO
noaTBEPXOEHHbIX KN6EPUHLMOEHTaX Ha MNPOMBbILLNEHHbIX MPEeANPUITUSX,
MOXHO caoenaTb HECKObKO 3aMeYaHi.

O6pallaeT Ha cebs BHUMaHME ANCMPOMNOPLIMOHaNbHO 60bLIOE KONNYECTBO
NHUNOEHTOB, CNYUYMBLUNXCS B OPraHN3aLmax 13 HEKOTOPbIX CTPaH U
TeppUTOPUIA, Hanpumep, AnoH1K 1 TaliBaHs.

KonmyecTBO MHUMOEHTOB KaXXeTCH OCOBEHHO 60/bLLIMM, ECNY MOCMOTPETb Ha
OLLEHKM CTEMEHN AOCTYNHOCTN KOMMbIOTEPOB, OTHOCSLLIXCS K CUCTEMaM
NPOMbILLIEHHOW aBTOMAaTMN3aLMM B 3TUX CTpaHax, a4ns Knbepyrpos.
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Mo aToMy nokasaTtesnto 1 AnoHWto, 1 TaliBaHb MOXHO BbINT0 6bl MPUYUCTIUTD K
6narononyyHbiM B OTHOLLEHMN COCTOSIHNS KM6ep6e30MacHOCTY TEPPUTOPUSIM.
OpHaKo cTaTUCTVKa KUBEPUHUMAEHTOB roBOpUT 06 oBpaTHOM. OUYEBMAHO, YTO
Mep 3alMTbl OT Hanboree PacnpPOCTPaHEHHBIX YIPO3 (O Ka4eCTBE KOTOPbIX
MOXXHO KOCBEHHO CYAUTb MO AaHHbIM Ha AvarpamMmMe Bbillie) MOXET OKa3aTbCs
HEeAOCTaTOYHO AN 3aLMTbI OT LieNeBbIX aTak (KOTOPbIE VI CTAHOBSTCS OCHOBHOWA
MPVYMHOM 60bLUMHCTBA KNBEepUHUMAEHTOB). KapTuHKa 0,19 TaliBaHs, BEPOSITHO,
OTpaXaeT acneKTbl FeoNoNTUYECKON CUTYaLMN — TEPPUTOPUS HAXOOUTCS B
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30HE reonoMTUYECKOro pasfiomMa — 1 60/bLLOE KOMNYECTBO LIENEBLIX aTakK U,
CNepoBaTeNbHO, MHUMOEHTOB KaXKETCH 3aKOHOMEPHbIM. KntoueBbiM pakTopom
BONbLLOrO KONMNYECTBA KNOGEPUHLMOEHTOB B ANOHWW, Ha HaLL B3rNis4, MOXeT
0oKa3aTbCH TO, YTO AMNOHCKME NPESNPUATIS CANLLKOM CUSIbHO NonaratoTCs Ha
«CO3HATENbHOCTb» CBOUX COTPYAHVKOB W, 3Ha, YTO COTPYAHWUK HE AenaroT
OMacHbIX C TOYKW 3PEHNS KNOEepOEe30nacHOCTM BELLEN (HE NCMONb3YIOT
pabourie KOMMbIOTEPDI B INYHBIX LIENSX, HE MOAKIOYaOT K HAM 6e3
HEeoBXOANMOCTU PNALL-HAKOMUTENW, HE XOOSAT MO NOAO3PUTENBHBIM BEO-
calniTaM 1 He OTKPbIBaOT GULLIMHIOBLIX MCEM), VLLb OFPaHNYEHHO BHEAPSIOT Ha
NPEANPUSTUAX aBTOMAaTU3NPOBaHHbIE CPEACTBA KNGep3aLLmThl.

Mo-npexxHeMy BbICOKW PUCKM aTak Ha JTOrMCTUYECKYIO MHPPACTPYKTYPY U
TPaHCNOPTHbIE KOMMaHUN, KONMNYECTBO KMBEPUHLMAEHTOB B 3TOM CEKTOPE —
CTabunbHO Bbicokoe. OYeBNOHO, UTO MHUMAEHTLI B chepe TpaHcrnopTa n
NOTNCTVKW BbIOT MO MHOXECTBY MPOUMX CEKTOPOB. 3allmTa TPaHCMOPTHO-
NOrNCTUYECKNX NPEANPUSTUIN OT KMbepaTak AOoSIKHA CTaTb MPOPUTETHOW
3agaven.

VHUmnoeHT B maTtckom ropoge Kére, rae 3n1oyMbilUAEHHUKIN, MOUMPaBLUKCH C
cucTeMami ynpaBneHns MyHLMNanbHOro NOCTaBLLMKa BOLbI, Bbl3Bau
NoKanbHbI pa3pbiB TPYHONPOBOAA, C OAHOW CTOPOHbI, ABNSETCS PEOKNM
NPYMEPOM aTak C SBHbIM Knbepdranveckrim nocneacTemem, C opyrom
CTOPOHbI, HAMOMWHAET O TOM, HACKOJIbKO XPYMKMM MOXET ObITb COCTOSHNE
MHPOPMALMOHHOM 6e30MaCHOCT KOMMYHasbHOMO XO34MCTBa. BO MHOIrmx
CTpaHax Murpa nHppacTpykTypa XXKX nocTpoeHa Ha 6ba3e MHOXECTBa
Pa3PO3HEHHbBIX HEBONMBLUMX MPEANPUSATUIA, KaXXA0€e N3 KOTOPLIX MO OTAENBHOCTY
NPOCTO HE B COCTOSIHUM OBECMNEUYNTb HAOEXHYIO 3aLUMTY CBOEro O60pYAOBaHNS
OT aTak. K cuyacTblo, aTaku Ha Takme NpeanpusaTiis HOCAT NoKa cropannyeckuii,
HEeCUCTEMHbIV XapaKTep 1 He MPUBOASAT K MacLUTabHbIM NOCNeacTBUSIM.
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MpovssoacTso N 36,0%
CtponTensctso I 16,8%
OHepreTvka I 11,2%
OnekTpoHvKa N 81%
MeTannypruyeckas NpOMbILLAEHHOCTL I 6,8%
®apmaLeBTnYeckas MPOMbILLNEHHOCTL I 5,6%
KommyHanbHble ycnyr Il 4,3%
Jloructuka v TpaHcnopTpoBka I 4,3%
ABTOMOBWIbHAS MPOMbILLNEHHOCT Il 2,5%
[Mpovns3BoacTBO edbl 1 HanMTkos Il 2,5%
AspokocmMudeckas npombiwieHHocTs B 0,6%
opHOoAo6bIBaloLWas NMPOMbILLIEHHOCTL B 0,6%

XnmMmunyeckas npombineHHocTs B 0,6%
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OkT6pb Hos6pb Hekabpb
e @ @ @ 2025
* AP Air * Fujian Fuzhen Metal Packaging Co. ¢ ArasKargo
« SI-BONE * Hyundai AutoEver America * Inotiv
* Burt Process Equipment * Southern Graphics Inc. ¢ Barr &Barr
» Rogers Mechanical Contractors * Mainetti USA * Garden of Life
* Lowe Engineers * Alpha Omega Winery + ECM Consultants, Inc
* Asahi » Dealmed Medical Supplies « NCH Corporation
* Afférsverken * GlobalLogic * MAG Aerospace
* Renault UK * Integrated Silicon Solution * Tris Pharma
* Brightstar Global Solutions * Chase Affiliated Companies * Thyssen Mining
Corporation » Mack Energy Corporation « Golden Artist Colors, Inc
* MinoKogyo Co., Ltd. + KLA Corporation « BleylInterestinc
+ BKTechnologies Corporation = GTC Control Solutions « PES Energize
+ Natare Corporation + KLA Corporation dba KLA * Yem Chio Co, Ltd.

* Avnet

* Compound Solutions
 Architectural Graphics

Instruments — Filmetrics
Hampton Roads Sanitation District
AllEarth Renewables

Volume Transportation Inc.
Hanson Professional Services
Wood, Patel & Associates

* Pure Haven * RuaglLLC  Ryan Biggs Clark Davis

« Omrin * S&H Transport Engineering, (RBCD)

* SA Bendheim * GL Veneer * Flexium Interconnect Inc.
* Ansell Limited « Hamilton Construction Company « 21 Air

* MANGO * Roebbelen Contracting * Rain Bird Corporation
 Dairy Farmers of America  LaBella Associates  Lydig Construction

* Dulcich Inc./Pacific Seafood « Landfill Drilling & Piping * PDVSA (Petréleos de

+ Tong Yang Industry Co. » Crocker Architectural & Venezuela, S.A)

» Jewett-Cameron Trading Co. Ltd. Sheet Metal Co. * LKQ Corporation

+ The Branch Group * Optimum Design Associates * The Scharine Group

* Ajinomoto Health & Nutrition

* Wytech Industries
* Weber GmbH
 Aussie Fluid Power

¢ Driver Driven Transportation /

B.J. Transport
* Envoy Air

* AVer InformationInc.

 Askul Corp.

MopToBbI AnbsiHC

TerranearPMC

Kier & Wright Civil Engineers and
Surveyors Inc.

Idemitsu Lubricants America
Corporation

Logitech International S.A

woom GmbH

Greer Commission of Public Works

CES Group Engineers, LLP
Dainichi Color Vietnam Co.
Pawling Corporation

Tureby Alkestrup Waterworks
American Holt, LLC
HydroServe LLC dba
Gustavo Preston Company
Mclintosh Laboratory
Supreme Electronics Co.

+ Nickelhiitte Aue GmbH * True World Foods - National Romanian Waters

« Brox Industries * Mencom Corporation Administration (Administratia

+ Linemaster Switch Corporation  Stadtwerke Detmold Nationald Apele Roméane)

« Timberline Construction * Francotyp-Postalia, Inc. * Chiesi USA

* DALB » LG Energy Solution « Cytek Biosciences Inc.

* Haven Manufacturing * WEL Companies + Southeast Mechanical

+ AY.McDonald Industries * Tung Ho Textile Co. Contractors

« Aries Freight Systems * FS Italiane Group / Almaviva . Ehn’;rm?ceutics International
. * LaPoste

* FormEnergy

« Fujifilm Biotechnologies

* Kurogane Kasei

+ Goltens Worldwide Management

Corp.
* Topco Scientific Co.
* The DiMarco Group
* Svenska Kraftnat
* VDyne
¢ Madeira USA

* RKA Consulting Group
* Central Boiler Companies

Mechanical Systems & Services
EnCon United Company

Cool Wind Ventilation Corp.
Buffalo Games

Enverus Holdings

Kern Oil & Refining Co. dba Kern
Energy

lberia

Win Win Precision Technology Co.
Conway-Phillips Holding
JASCO Applied Sciences
Trailer Transit

Nanyang Industries Co., Ltd.
(Nan Yang Industries Co,, Ltd.) /
Sanyang Motor Co., Ltd
Fieldtex Products

Evergreen Printing

BTU International

Oltenia Energy Complex
(Complexul Energetic Oltenia)

« Korean Air

Mercury Wire Products
Pacific Railway Enterprises

« Club Car * Bartek Ingredients * Cabinets 2000
* Horner & Shifrin * Yac Garter Co.
+ Superior Boiler * Takeuchi Manufacturing
+ Antaya Technologies Corp. Incorporated
+ Four G Construction  Bar Cargolift (Gerd Bar GmbH)
¢ Paris Ceramics USA / GKNYTWO
* TEIN,Inc
* Antigo Construction
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ATakun, KoTopbie NpuBesN K HapyLIeHUIo
orepauMoHHON AEeATENIbHOCTN

Asahi

MpounssopcTBeH-
HbIli ceKTop,
nu.esas
NPOMBbILLNIEHHOCTb

OTkas
UT-cuctem

M CEPBICOB,
HapyLueHne
onepauvoHHo’
nesiTeNlbHoCTH,
yTeuka
nepcoHanbHbIX
AaHHbIX

LLindposanbmkm

9noHckasa nneoBapeHHas komnaHng Asahi Group Holdings coobiumnia o
crucTeMHoOM cHOE B pesynbTaTe KubepaTaki, HapyLUVBLLEN ee Oe9TeNbHOCTb B
dnoHunn. OHa 3asBua O NPUOCTaHOBKE NpremMa 3aKka3oB 1 OTIPY3KM Ha
NPEeanpPUATUAX XONOWHra, a Takxke paboTbl KON-LIEHTPOB, BK/IOUas Cy>Kobl
NOLAEPXKKN KIMNEHTOB. CUCTEMHbI COOM 3aTPOHY/T TOMBKO Onepaumnn BHY TP
CTpaHbl. 3 OKTABPA KOMMaHWA MOATBERAM1E, YTO COOM BblN BbI3BaH aTakom
BbIMOraTesnen Ha ee CUCTEMbI, — B XOAE MOCNEeAyoLEro paccnenoBaHns obinv
HalgeHbl [oKa3aTebCTBa YTEUKM AaHHbIX. KOMNaHns 3asBuna, YTO HE MOXXET
nony4yaTb COOBLLEHNS MO SNEKTPOHHOM NOYTE U3 BHELLHNX MCTOYHMKOB. 8
OKTS6PS OHa COOBLLIANE, YTO HUMOEHT 3aTPOHY TEXHONOIMYECKE akTVBbl B
dnoHun.

Asahi Breweries BO306HOBWIa NPOV3BOACTBO Ha BCEX LLECTM CBOVX 3aBOLAX B
FnoHWKM 2 OKTABPS 1 HaYana YacTUYHbIe MOCTaBKM NiBa. 14 OKTA6PS KOMMNaHNS
NnoaTBEPANIA, YTO B Pe3ynbTaTe NHUMAEHTA MOIIM OblTb MOXULLEHDI
nepcoHasnbHble faHHble. ['pynna Boivoratenen Qilin 3agsuna o6 atake Ha Asahi
Group Holdings, BHeCS KOMMaHWo B CMMCOK XXEPTB Ha CBOEM CaiTe yTeuek 7
OKTS6PS.

Jewett-Cameron Trading

MpoussopcTBEH-
HbIli ceKTop

OTkas UT-
cucrtem,
HapyLueHne
ornepauyoHHOM
AesaTenbHOCTH,
yTeuka AaHHbIX

LLindposanbmkm

AmeprkaHckas komnaHng Jewett-Cameron Trading Co., nponssoauTenb
cneumanbHbIX U3OeNin N3 oepesa N MeTanna, 0bHapy xmnia
HeCaHKLMOHNPOBaHHbLIV JOCTYN K HEKOTOPbLIM cermeHTam coen UT-cpenpl, B
pes3ynbTaTe KOTOPOro 3/10YMBILLAIEHHMKI NONYYANIN AOCTYN «K OnpeaeneHHON
nHdOPMaLMM 1N JaHHBIM», crieayeT 13 yBegomneHus 8-K, HanpasneHHoro 15
okTsa6ps B Kommceuio no ueHHbIM Bymaram n 6upykam CLUA. o pe3synbtatam
paccneposaHus Jewett-Cameron Trading Co. caenana BbIBOA, YTO
310YMbILLAEHHNKI MOMYYNIN HECAHKLMOHNPOBaHHBI OCTYN 1 pa3sepHynm MO
ONg WndpoBaHNg N MOHUTOPWHIA Ha HEKOTOPbIX KOpRopaTuBHbIX NT-cnctemax.
NHUmMpeHT npriBen kK c605M B paboTe 1 OrpaHNYeHNO 4OCTYMNa K OTAENbHbIM
OU3HEC-NMPUNOXEHNSM, OTBEYAIOLLIM «3a ONPEAENeHHbIE OnepaLyiOHHbIE
NPOLLECChI 1 KOpopaTVBHbIE 3afaun», KOTOPbIE B KAYeCTBE Mepbl
NPELOCTOPOXHOCTU ObIN NEpeEBEAEHBI B ObNarH-PeEXM.
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https://www.asahigroup-holdings.com/en/newsroom/detail/20250929-0202.html
https://www.asahigroup-holdings.com/en/newsroom/detail/20250929-0202.html
https://www.asahigroup-holdings.com/en/newsroom/detail/20251003-0204.html
https://www.asahigroup-holdings.com/en/newsroom/detail/20251008-0201.html
https://www.asahigroup-holdings.com/en/newsroom/detail/20251014-0203.html
https://www.bleepingcomputer.com/news/security/qilin-ransomware-claims-asahi-brewery-attack-leaks-data/
https://www.sec.gov/Archives/edgar/data/885307/000107997325001631/jctc_8k.htm
https://www.sec.gov/Archives/edgar/data/885307/000107997325001631/jctc_8k.htm
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Askul

TpaHcnoprT,
normcTtuka

OTkas cepBUCOB,
HapyLueHne
onepauvioHHOM
nesiTeNbHOCTM,
yTeuka
nepcoHanbHbIX
AaHHbIX, Lenoyka
nocTaBokK

LLindposanbmkm

Jewett-Cameron Trading Co. cuMTaeT, YTO 3N0YMbILUAEHHVKW NOYyYnn
HECaHKLUMOHNPOBaHHbIM AOCTYMN K onpeaeneHHbIM KOMMbioTepam 1 caenanm
CKPVHLLOTbI BUAEO3anncer COBELLaHNI, Ha KOTOPbIX MOr/1a BbIBOAUTLCS Ha
3aKpaH nHPopMaLms, He Noafexalas pasriaweHno. 310YMbILLNEHHNKIN
yrpoXanm obHapoaoBaTh 3Ty MHOOPMAaLMIO, ECNN KOMMAHNS HE 3annaTtuT
BbIKyn. B oTBeT Ha nHUMaeHT Jewett-Cameron Trading Co. npuHgna
AOMNONHNTESNBbHBIE MEPbl KN6epbesonacHOCTH, YCUNMB 3aLUUTHBbIE MEXaHU3MbI.
KomnaHwusa nonarana, Yto pacxoabl, Bbi3BaHHbIE HLUWAEHTOM, B 3HAUMTEIbHOW
CTEeneHM NOKPOIOTCS NMOIMCOM CTPaxoBaHUS kKnbeppurckos. OgHaKko TOT ¢akT,
YTO KOMMaHWS JONroe Bpems paboTtana 1, BO3MOXHO, MPOAOIKUT paboTaTh B
odnarH-pexxnme, MOXET CKa3aTbCs Ha ee ONepaLIOHHON AEATENbHOCTN 1 Kak
pesynbTaT — Ha GUHAHCOBbIX MOKa3aTensax no ntToram nepsoro keapTana 2026
drHaHCOBOIro roga.

AHanus nokasan, YTo 3HaunTeNlbHas YaCTb MOXULLEHHbIX JaHHbIX — 3TO
nHPopmauma, ceazaHHas ¢ VT, a Takke drHaHcoBas HPOpMaLIMg, KOTOPYHO
Jewett-Cameron Trading Co. cobupana n aHanManpoBana npu nogroToske
ropoBoro otyeTa 3a 2025 ¢pumHaHcoBbIN roa ang Kommccum no LeHHbIM Bymaram
1 6upxxam CLLA.

9noHcKas po3HnYHas Toproeas ceTb Muji nepeluna Ha odnanH-pexxnm paboThbl
1n3-3a cb0os, KOTOPLIN CTan CleacTBMEM aTaky BolMoraTenei Ha ee
norncTudeckoro napTHepa Askul Corp. Muiji coobLuyna 19 okTabps, uTo
npobnema 3aTpoHyNa BCE PO3HMYHbIE CEPBUCHI 1 QYHKLIW, BKIKOYas MPOCMOTP
1 COBEPLLEHME NOKYMOK B MHTEPHET-MarasvHe, 0TObpaykeHne YacTn KOHTEHTA3,
a TaKxxe NpoCMOTP NCTOPUM 3aKa30B B npunoxeH1n Muiji. B ToT xe aeHb Askul
Corp onybnvkoBana 3agsieHre 0 TOM, YTO OHa CTana >XXepPTBON aTaku
BbIMOraTenen, KotTopas npmeena kK c6oam B paboTe. KomnaHus NprnocTaHoBWNa
npuvem 3akasoB 1 oTrpy3Ky. Cny>k6a nogaep>xku knneHtos Askul Corp ctana
HeOOoCTYNHa — H Mo TenedoHy, HM Yepes Beb-calT. Komnanusg noareepavna 22
oKTA6PS, UTO cboU, FNaBHbIM 0BPAa30M, MPOUIOLLIN B €€ JTOrMCTUYECKON
cucteme WMS (Warehouse Management System), a 31 okTsabps noarsepania,
YTO YacTb UHPOPMaLMKM Bbina noxmieHa. CKOMMPOMETUPOBaHHbIE AaHHbIe
copep kan MHGoOpMaLMIO Mo 06paLLEHNSM KIIMEHTOB MHTEPHET-MarasnHOB B
B2B-cermeHTe Askul n Soloel Arena (HazBaHMe KOMMaHnn, KOHTaKTHOE UMS,
agpec aneKTPOHHOM NoYThl, HOMeP TenedoHa, cogep kaHme 3anpoca u T. 4.),
NHPOPMaLMIO MO OBPALLEHVSIM KITMEHTOB MHTEPHET-Mara3vnHa Lohaco (Mvis
KNMEHTa, agpec aNeKTPOHHOM NoYThl, HOMep TenedoHa, coaep kaHne 3anpoca
N T. 4.), a Takke NHOOPMALMIO N3 TOBAPHOM CUCTEMbI, 3aHECEHHYIO B HEE
NoCTaBLVIKaMn TOBaPOB (Ha3BaHMe KOMMaHV-NOCTaBLLUVIKa, Ha3BaHVe OTaeNa,
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https://faq.muji.com/%E3%82%B5%E3%82%A4%E3%83%88%E3%83%A1%E3%83%B3%E3%83%86%E3%83%8A%E3%83%B3%E3%82%B9%E3%81%8A%E3%82%88%E3%81%B3%E3%82%B5%E3%83%BC%E3%83%93%E3%82%B9%E5%BD%B1%E9%9F%BF%E3%81%AE%E3%81%8A%E7%9F%A5%E3%82%89%E3%81%9B-656d4e431c58e70026d3c44a
https://pdf.irpocket.com/C0032/w4ok/STuh/ai44.pdf
https://www.bleepingcomputer.com/news/security/retail-giant-muji-halts-online-sales-after-ransomware-attack-on-supplier/
https://www.bleepingcomputer.com/news/security/retail-giant-muji-halts-online-sales-after-ransomware-attack-on-supplier/
https://pdf.irpocket.com/C0032/w4ok/DUqk/RAs8.pdf
https://pdf.irpocket.com/C0032/LgpJ/faWz/ZoZt.pdf
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Tein

AsTomobune-
CTpO€EHWe,
NpPoV3BOACTBEH-
HbIli cekTop

OTtkas UT-
cucrtem,
HapyLueHne
onepauynoHHOl
AesiTenbHOCTH

LLindposanbmkm

KOHTaKTHOE MMS, agpec aneKTPOHHOM noyThl 1 T. A4.). Askul Corp yBegommna 06
VHUMOEHTE BCE COOTBETCTBYIOLLME OpraHbl, BKoYasg KoMuccuio no sawmre
nepCcoHarnbHbIX faHHbIX. OTBETCTBEHHOCTL 3a aTaky Ha Askul Corp B3sna Ha
cebs rpynna RansomHouse 30 okTa6ps.

FNOHCKMIN NPOM3BOANTESb BLICOKOIDDEKTVBHBIX aBTOMOBUIIbHBIX
amMopTn3aTopoB Tein NoaBeprcg atake BbiMoraTenein 31 oktabps. ATaka
npWLLIach Ha «rNaBHbI CEPBEP» N HApPYLLIa paboTy BCex NoapasneneHuin
KomnaHun. OCHOBHOW 3aBOA, B ANOHMM MPMOCTaHOBWIT MPOVN3BOACTBO Ha OAMH
AeHb. JouepHuii 3aBog B Kutae (Tein Shock Absorber Manufacturing (Jiangsu))
ObIN BbIHY>XOEH 3aKPblTbCS 3 HOSAOPS Ha OOHY Heaento. KomnaHmsa nnaHnpoBana
KOMMEHCUMPOBAaTb MPOCTOM 3a CYET PaboTbl MO BbIXOOHbLIM 1 PacCYMTbIBana, Yto
NOCNeACTBUS NHUMAEHTA OKaXKy TCS MUHVManbHbIMW. CUCTEMa 3aKa30B U
OOCTaBku Oblna 3anyLieHa Ha OTAENbHOM CEPBEPE M MOTOMY HE NoCcTpanana.
KomnaHng He noaTeepanna yTeuky gaHHbIX. OTBETCTBEHHOCTb 3a aTtaky Ha Tein
B39n1a Ha cebs rpynna BeivoraTtenein Warlock 6 Hos6ps.

Petroleos de Venezuela

OHepreTuka

OTkas UT-
cucTem,
HapyLueHue
onepauvioHHOR
AeATEeNbHOCTUN

LLindposanbmkm

HauunoHanbHas HedTaHas komnaHus BeHecyanbl (Petrdleos de Venezuela, S.A.,
PDVSA) onybnukosana 15 nekabps 3agsneHre, B KOTOPOM COOBLLMNE, YTO
CTana ob6bekToM knbepaTtakn. KomnaHus oTpuLana, YTo MHUMOEHT KakuM-Tnbo
0bpas3omM NOBNVSN Ha €€ OEATENBHOCTb, 4O6AaBVIB, UTO OH 3aTPOHY NLLb
HEeCKObKO agMMHUCTPATMBHbIX cucTem. B ceoem 3aseneHunn PDVSA obBuHMNa
B OpraHunsaummn atakm CoeguHeHHble LLITaTbl, «4eCTBOBaBLUME B CrOBOPE C
MECTHbIMV CTPYKTYpPaMW», Ha3BaB ee «MombITKOW NOAoPBaTh HaUMOHAbHYO
CTabuNbHOCTb». COrnacHoO BHYTPEHHEMY OOKYMEHTY, C KOTOPbIM O3HAKOMUIICS
Bloomberg, koMmnaHns gana ykasaHne agMUHUCTPAaTUBHOMY NepcoHany v
PaboUMM OTKIIOUNTb KOMMBbIOTEPbLI OT CETU U BbIKIIIOUNTL UX. TPY MCTOYHMIKA,
3HaKOMbIE C CUTYyaUmen, Takxke coobLunv Bloomberg, 4to cuctemsl B ceTn
KOMMaHuK, ynpasnsioLye riaBHbIM HedDTIHbIM TEPMUHANIOM CTPaHbI, 6ol
nepeseneHbl B odpnaH-pexum 15 nekabps. 3Ty MHpopMaLmio NoaATBEPaNIO
areHTCTBO Reuters B MaTepumane Co CCbIIKOM Ha UCTOYHMK BHYTpY PDVSA,
COOBLUMBLLNIA, YTO NMOCTABKW MPY30B HE OCYLLECTBASNNCH, 1 BCE CUCTEMbI Bbln
OTKOYEHBI. /ICTOUHMK OTMETUMIN, YTO MHLIMAEHT HE CKalascs Ha [obblye

Hed TN, NepepaboTke 1 BHYTPEeHHEM pacnpeaeneHnn. o gaHHbIM Reuters,
PDVSA obHapy>wuna aTtaky BbiMoraTenei. HaunoHanbHas HepTaHas KOMNaHNS
BeHecyanbl BO306HOBWIa OTIPY3KY Chlpol HedpTn 1 Tonnmea 17 nekabps.
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https://x.com/FalconFeedsio/status/1983861434405491057
https://www.tein.co.jp/notice/notice_01.html
https://x.com/TMRansomMon/status/1986371880006070314
https://www.facebook.com/photo/?fbid=1330901405745848&set=a.463991999103464
https://t.me/PDVSA_Ve/6099
https://www.bloomberg.com/news/articles/2025-12-15/venezuela-says-oil-export-system-down-after-weekend-cyberattack
https://www.bleepingcomputer.com/news/security/cyberattack-disrupts-venezuelan-oil-giant-pdvsas-operations/
https://www.reuters.com/world/americas/venezuelas-pdvsa-says-operations-unaffected-by-cyber-attack-blames-us-2025-12-15/
https://www.reuters.com/business/energy/venezuelas-pdvsa-resuming-oil-cargo-deliveries-after-cyberattack-sources-say-2025-12-17/
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Gerd Bar

MpounssopcTBeH-
HbIli ceKTop

OTkas UT-cuctem
n NT-cepsucos,
HapyLUeHune
onepauynoHHO’
OeqaTenbHOCTH,
yTeuka AaHHbIX

LLindposanbmkm

HemeLkunin nponssognTenb NogbeMHOro obopynosaHua Gerd Bar nogseprca
Knbepatake 28 Hoa6ps. CornacHo 3asBneHNIO Ha canTe KOMMNaHuW, rpynna
3M10YMBbILLNIEHHMKOB 060LLNa TEXHNYECKME 1 OPraHN3aLIOHHbIE MEPbI 3aLUMTbI
NT-cpenpbl n yacTnyHO 3awmdpoBana ee. B neproa BOCCTaHOBUTENbHbIX PaboT
NHTEePHEeT-MarasuH 6bi/1 OTKIIIOYEH, 3aKa3 1 JOCTaBKY 3arnacHbIX YacTell MOXHO
6bIN0 0POPMUTL MO SNEKTPOHHOW NouTe 1 TenedoHy. B Hauane nekabps
KOMMaHMsi COOBLLING, YTO SNEKTPOHHAs NoYTa 1 NPON3BOACTBO 3apaboTanv B
LUTaTHOM pexvmMe. BO3MOXHOCTb 3akasdaTb MPy30nogbeMHVKN 1 3an4acTu
OHNarH BHOBb NOSBMNACh NOCe BOCCTAaHOBEHNS HTEPHET-MarasuHa.
OTBeTCTBEHHOCTL 32 ataky Ha Gerd Bar B3sna Ha ceb4 rpynna BbiMoraTenei
PayoutsKing B nekabpe.

MonbiTKM HapYLWINTb ONEepPaLNOHHYIO
AEeATEeNIbHOCTDb

MopToBbIN AnbsiHC

TpaHcnoprT,
normcTuka

DDoS

Poccuinckas komnaHus «[opToBbI ANbSIHC», yrpaBnsioLast paboTom NaTi
MOPCKUX MPY30BbIX TEPMUHAN0B, coobLLna 13 Hosbps B cBoeM Telegram-
KaHane, YTo noggseprnacb MacluTabHom TpexaHeBHon DDoS-aTake ¢
OAHOBPEMEHHOW MOMbITKOW B3/IOMa €€ NHPPaCTPYKTYpbl «13-3a pybexar. B
3asBMEHNN KOMMaHNN CKa3aHO, YTO KPUTUYECKW BaXKHbIE SNIEMEHTbLI €€
LMPPOBOIN NHPPACTPYKTYPbI Obl aTaKOBaHbI «C LIESbIO CPbiBa 3KCMOPTHOM
OTIPY3KW YrNg 1 MUHEpParbHbIX YOOOPEHUI Yepes MOPCKME TEPMUHAIbI B
BanTtuickom, A3oBo-YepHomMmopckom, [JanbHEBOCTOUHOM 1 APKTUNYECKOM
pernoHax». «<HecMoTpPs Ha BbICOKYHO MHTEHCVBHOCTb, CTOXXHOCTb 1 MOCTOSHHO
MEHSIOLLIECS BEKTOPbI aTaKu, OHa Bblna yCneLwHO nogasneHa.
PaboToCnOCOBHOCTL BCEX KIOUEBbLIX CUCTEM Oblna COXpaHeHa, OnepaLmioHHbIE
B13HEC-NMPOLLECCHI MOPTOB 1 TEPMMHANOB He NOCTpananmny.

ATaka 6bina ngeHTndnUMpoBaHa kak MHOroBekTopHas, coueTasLuas DNS-
ycunenuve, SYN, IP-dpparmenTaumio n UDP-bnya, ¢ NIMKOBOW MHTEHCMBHOCTbLIO
0o 16 rout/c. B xoge aTtaku MCnonb3oBanncb 60THET 13 6onee yem 15 Toic.
YHUKaNbHbIX POCCUNCKNX 1 3apyBexXHbix IP-anpecoB, a TakKe MOCTOSHHO
MEHSIOLLECH BEKTOPbI aTaku AN9 06x04a 6a30BbIX CUCTEM 3aLUUTHI.
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https://www.baer-cargolift.com/en_GB/cyber
https://www.baer-cargolift.com/en_GB/cyber
https://x.com/ecrime_ch/status/2000828397623165088
https://t.me/portalliance/1157
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ATtakm c Knbepdmnsnyuecknmm nocneacTBUAMMN

BopokaHan B [laHun

KommyHanbHbie Cny>6a BoeHHoW pa3senkn daHunm (DDIS) ony6nvkosana B aekabpe 2025 ropa

’B"::Zrc";a Sronme 3agBrieHne, B KOTOPOM YTBEPXK/OAETCS, UTO PYCCKOsA3bluHag rpynna Z-Pentest
OCyLLeCTBMNa PaspyLUNTENbHYIO aTaky Ha JaTckuii BogokaHan B 2024 rogy.

::ep;:.;?:mn MUHUCTP 060POHbI [aHnK, BLICTYMNAs Ha Mpecc-KOHbEPEHLIY, OCY AN

LeSTENbHOCT KnbepaTakim 1 HasBan Nx «abCoNoTHO HENPYIEMIEMbIMYY, COCNAaBLUUCH Ha
MHUMAEHT B ropope Kére B aekabpe 2024 roga. CornacHo npeaplayLmm
COOBLLEHNSM, NOCTPana a HebonblUas BOAOHAMNOPHaA CTaHLMA Heaaneko oT
ropofa Kére — Torfa atakyowye N3MeHUIn gaBneHne B CUCTEME, BCeACTBME
yero NONHy NN TP TPYOBbI.

ATtakn Ha ACY

Kn6epopunsnueckne
nocnepcTens

VIHunaeHTbl B KPYNHbIX OpraHn3aumsax

Envoy Air

Tpancnopr, AwmeprikaHcKas aBrakoMnaHng Envoy Air, nprHagnexxatiasa American Airlines, 17
norueTka OKTI6P4 NOATBEPANIA YTEUKY AaHHBIX 3 CBOEro npunoxenna Oracle E-

YTeuka faHHbIX Business Suite nocne Toro, kak HakaHyHe rpynna Beimoratenein Clop BHecna

Y S3BAMOCTD American Airlines B CMCOK >XXePTB Ha CBOeM caiTe yTeuek. [lpeacTaBntenb
HYNIeBOrO AHSI Envoy Air coobLnn B 3N1eKTPOHHOM NUCbME, YTO KOMMaHMs 6blfla OCBEAOMIIEHA

BLIMOraTenscTeo 06 nHUMaeHTe. Kak TonbKo KOMMaHus y3Hana o6 9TOM, OHa HEMeJIEHHO Havana
paccnefoBaHve 1 CBA3anach C NpaBoOOXpPaHNTENbHbIMY opraHamu. Envoy Air
npoBena NPOoBEePKY 3aTPOHYThIX AaHHbIX 1 MOATBEPAVNA, YTO HUKaKas
KOHdMOEHUManbHas nnn KnneHTckas nHopmaums He 6bina noxuilieHa. /13
3asBeHNS CNeayeT, YTO MOT BblTb CKOMMPOMETMPOBAH OrPaHNYEHHbI O6BbEM
AEeN0BON NHOOPMaLMN 1 KOMMEPYECKNX KOHTAKTHbBIX AaHHbIX.

KomnaHus Oracle 13HavannsHo 3a9811a, YTO 3M10YMbILLIEHHVKN
aKCMNyaTMPOBan Ya3BMMOCTM, KOTOPbIE BbinNn YCcTpaHeHb! B tone 2025 roaa,
O[HaKO MO3Xe CoobLna, YTO rpynna BoIMoraTesnen Ncrnonb3osarna
YA3BUMOCTb HYNEBOro AHS, naeHTudunumpoBaHHyto kak CVE-2025-61882.
CrowdStrike n Mandiant coobwmnu, 4To B Havane asrycta Clop
aKcnyaTupoBana ee ass NPOHUKHOBEHNS B CUCTEMbI 1 Pa3BepPTbIBaHNS
BpenoHocHoro 0.

KPATKMIN OB30P OCHOBHbIX MHLIMOEHTOB B OBJIACTW n
MPOMBILLNEHHOW KUBEPBEE3OMACHOCTU © 2026 AO «JTABOPATOPUA KACTIEPCKOI O»
3A YETBEPTbIN KBAPTAJT 2025 TOOA


https://www.fe-ddis.dk/globalassets/fe/dokumenter/2025/-russia-responsible-for-cyber-attacks-.pdf
https://www.tv2kosmopol.dk/metropolen/efterretningstjeneste-kobler-angreb-mod-vandvaerk-ved-koge-til-den-russiske-stat-eab0a
https://www.theguardian.com/world/2025/dec/18/denmark-says-russia-was-behind-two-destructive-and-disruptive-cyber-attacks
https://www.dr.dk/nyheder/indland/kort-foer-juleaften-angreb-hackere-et-lille-vandvaerk-og-spraengte-roerene-det-staar-som-et
https://www.tv2kosmopol.dk/koege/russiske-hackere-angreb-dansk-vandvaerk-nu-strammer-myndighederne-kravene-cad31
https://www.reuters.com/sustainability/boards-policy-regulation/envoy-air-targeted-oracle-linked-hacking-campaign-2025-10-17/
https://x.com/HackRead/status/1980610506474811811
https://www.bleepingcomputer.com/news/security/oracle-links-clop-extortion-attacks-to-july-security-flaws/
https://nvd.nist.gov/vuln/detail/CVE-2025-61882
https://www.crowdstrike.com/en-us/blog/crowdstrike-identifies-campaign-targeting-oracle-e-business-suite-zero-day-CVE-2025-61882/
https://cloud.google.com/blog/topics/threat-intelligence/oracle-ebusiness-suite-zero-day-exploitation
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RUAG

MpounsBopcTBEH-
HbllA ceKTop,
aspokocmMmuyeckas

NPOMDbILLIEeHHOCTb,

VIHXUHNPUHT
OTkas NT-cuctem

LLindpoeanbumkn

RUAG LLC, amepukaHckas gouepHssd komnaHng RUAG MRO Holding,
LUBENLLAPCKOro Npomn3BOANTENS OPYXKNS, CTara >KEPTBOV aTaku BbiIMoraTenei.
NHUMOEHT nmen nokanbHbliA XxapakTep 1 He ckasascs Ha paboTe apyrmx
KOMMaHui rpynnbl. Bce VIT-cnctembl BHY TpY XONAMHra aBTOHOMHbI, MO3TOMY
KOMMpoMeTauus MHOPaCTPYKTYpPbl HE NO3BOMWA 310YMbILLNEHHUKaM MOMy4YnTb
AOCTYN K CUCTEMAaM NV JaHHBIM FOSIOBHOM KOMMaHWW, PaBHO Kak 1 gpyrix
komnaHni RUAG MRO Holding. CornacHo 3asBneHuo, KoHbuaeHUansHas
NHbOPMaLMg, KacaroLLaacsd COTPYAHMKOB B LLIBeruapun, He 6bina 3aTpoHyTa. B
pamKax pearmpoBaHns Ha MHUMAEHT Obl MPUHSATLI COOTBETCTBYIOLLME MEPHI
BesonacHocTn. OTBETCTBEHHOCTL 32 aTtaky Ha RUAG LLC B3ana Ha cebs
rpynna BoiMoraTenei Akira 3 HOSI6pPS.

LG Energy Solution

Xumuueckas

NPOMDbILLIEeHHOCTb,

NpPOnN3BOACTBEH-
HbllA ceKTop

YTeuka gaHHbIX

FO>xHOKOpEencKmin nponssoauTenb akkymynatopos LG Energy Solution
nonreepans 18 Hos6ps n3pgaHuio The Record, YTo NoCcTpagan OT aTtaku
BbIMOraTenew, nocne 3agsneHng rpynnsl Akira. lNo cnosam npegcraBntTens
KOMMaHWW, MULLEHBIO Bbl1 KOHKPETHBIN 3apyBeXHbIN OOBEKT, H/ LUTab-
KBapTUpa, HW apyrne nogpasneneHus LG Energy Solution He nocTpaganw.

Hngposanewuicn  Moene BoccTaHOBUTENbHBIX PABOT aTakKOBAHHOE MPEANPUSTUE BEPHYIOCH B
LITaTHBI pexim, a LG Energy Solution npuyHsna 4ononHUTE N bHbIE Mepbl Mo
obecreyeHnio Kubepbe3onacHOCTY 1 NPOBena paccefoBaHne NHLMOEHTA.
[NpeacTaBUTENb KOMMaHWM HE OTBETWS Ha BOMPOCHI O XapakTepe nHumnaeHTa. 17
HOSI6PS rpynna BoiMoraTenen Akira nobasuna LG Energy Solution Ha cBoli canT
yTeuek, 3a9BVB, YTo yKpana 1,7 Tb AaHHbIX, KOTOPbIE BKIOUasN KOPropaTUBHbIE
[OKYMEHTbI, 6a3bl JaHHbIX C HbOPMaLMel O COTPYAHVKAX 1 MHOroe ApYroe.

Iberia

Tparcnopr, VicnaHckas aBrakoMnaHus lberia yBegoMuna KIMeHToB 06 MHUMAEHTE,

nornermia CBS3aHHOM C 6e30MacHOCTbIO AaHHbIX, KOTOPbIN NPON3OLLEN BCIEACTBME

YTeuka KOMMPOMETaLIMM OAHOrO 113 MOCTABLUMKOB. YBEAOMIEHME NMOCNeaoBarno Yepes

::SE::":::Z':KEI HECKOSbKO JHEN MOCNE TOro, KaK 3M0YMbILLEHHVKYA 3aSIBUAN, YTO MOAYYNN

nocTaBoK / 0OCTYN K 77 I'B AaHHbIX, NPeanonoXnTenbHO NOXULLEHHbIX Y aBNaKOMMaHN.

ROBEpeHHble CornacHo a/1EKTPOHHOMY MCLMY, C KOTOPBIM O3HAaKOMUNCh 1CCenoBaTenm

fapTHepH Hackmanac, ckoMnpoMeTUpoBaHHbIE AaHHbIE MO CoAepPXaTb MMEHa 1
daMUNAN KNMEHTOB, aapeca 3MeKTPOHHON NOYTbI, AESHTUOUKALMOHHbIE
HoMepa KapTbl nosnbHOCTY (Iberia Club). ABnakoMnaHns 3asBuna, YTo YYeTHbIE
[aHHbIE 1 MapOsN OT aKKayHTOB K/TMEHTOB HE Bbl/I CKOMMPOMETVPOBaHDI,
PaBHO Kak 1 MHPOPMAaLIVS O BaHKOBCKUX kapTax. OHa Takxe OTMeTUNa, UTo
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https://www.ruag.ch/en/news/04-11-25/scurity-incident-ruags-american-subsidiary
https://x.com/Comparitech/status/1985995448423678120
https://therecord.media/lg-energy-solution-ransomware-incident-battery-maker
https://x.com/H4ckmanac/status/1990661751827018120
https://x.com/H4ckmanac/status/1992477567526621446
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[OaHHbIE Bblnn yYKpaaeHbl Ha CTOPOHE BEHAOPA, @ HE C CepPBEPOB KOMMaHWW. [Mpun
9TOM 3MI0YMBbILLMEHHVKW Y TBERXX A2/, YTO AaHHbIE ObIN NOXULLEHDI
HenocpeACTBEHHO C CEPBEPOB aBliakOMMaHNM 1 COAepP>XXany TEXHNYECKYHO
AokymMeHTaumo camonetoB A320/A321, dalnbl N0 TEXHNYECKOMY
obcnyxumaHnio AMP, nHGopMaLMIO O ABUraTensx 1 NpoYne BHy TPEHHME
AOKYMEHTbI. 310YMbILLIEHHMK OBO3HaUIN AaHHbIE Kak COOTBETCTBYIOLLME
TpebosaHunam ISO 27001 n ITAR 1 npegnaranv Nx 4ns nepenponaxm
KOHKYPEHTaM >XEpPTBbI NN MHOCTPaHHBIM NPaBUTENbCTBEHHBIM areHTCTBaM.

Nccneposateny Hudson Rock ony6nmkoanu 6 gaHBaps OTHET O
3M10yMbILLNEHHVIKaX Zestix, KOTopble BbICTaBUNM Ha ayKLUMOH OaHHbIe,
NPennoNoXNTENBHO MOXMLLEHHbIE C KOPNOPATMBHbLIX GaiNnoOOMEHHVKOB
nopsiaka 50 KpynHbIX KOMMNaHuiA, B TOM Yncne lberia. B oTueTe roBopnTcs, Uto
3710YMbILLNEHHNKN MPEANONOXNTENBHO YKpanu 77 I'b gaHHbIX — TEXHUYECKYIO
AokymeHTaumo camonetoB A320 n A321, dannbl MO TEXHUYECKOMY
0BCNY>XMBaHWIO, faHHble O ABUraTensx, KapTbl MOBPEXAEHNIA CaMONETOB,
KOHPUOeHUManbHble AaHHble 0 GnoTe 1 MHoroe gpyroe. lNpenctasutens lberia
noareepana nsgaHmo The Record, uto nccnepgosaHmne Hudson Rock cea3aHo ¢
KnéepurHumaeHToM B Hosibpe 2025 roga.

FS Italiane Group/Almaviva

Tparcnopr, IaHHble HaLOHaNbHOr O XenesHo4oPOXXHOro nepesosyrka Ntanum FS Italiane
nlorueTyea Group yTeknmn Nocne aTakyi Ha ero NocTaBLLyKa UT-ycnyr — KOMMaHuio

YTeuka paHHbIX, Almaviva. 3MoyMbILLNEHHVIKY 3agBUIA, YTO NOXUTUNN 2,3 Tb AaHHbIX 1 BbINOXWUN
:zz::::l( / X Ha popyme B AapkHeTe. CornacHoO onmcaHuio, 3TV JaHHble BKIoYaloT
ROBepeHHble KOHPUOEeHUMabHbIe AOKYMEHTbI 1 He NOAJIEXALLYIO PasrialleHio

napTHepbl KoprnopaTyBHYO NHPOopMauuto. Almaviva — rnobanbHas nTanbsHCKast KOMMNaHus,

3aHMMatoLLaacs paspaboTkoit MO, B yacTHocT CRM-NpoayKTOB, CUCTEMHOWM
nHTerpaumen, T-koHcanTuHrom. B oduumanbHOM 3a9B1eH// OTHOCUTENBHO
nHUMaeHTa Almaviva coobLumna, YTo OHa BbiSBUIa 1 NOKanM3oBana knbepaTaky,
B XO[E KOTOPOW «BblNi MOXMLLEHBI HEKOTOPbIE AaHHbIE». DYHKLMN 1 CIY>K6bl
3aTPOHYTbIX CUCTEM MPOAOSIKANM PaboTaTb B LUTATHOM PEXVME.
CneumannsnpoBaHHas komaHga Almaviva yBegomMmmna o NponcLLIECTBUM BCE
HEeobXOoAMMble KOMMETEHTHbIE OPraHbl: MPOKYpPaTYypPY, MOYTOBYO NONLMIO,
HaupmoHanbHoe areHTCTBO KnbepbesonacHOCTU 1 YNpaBneHne no 3amuTe
DaHHbIX.

KPATKMIN OB30P OCHOBHbIX MHLIMOEHTOB B OBJIACTW 13
MPOMBILLNEHHOW KUBEPBEE3OMACHOCTU © 2026 AO «JTABOPATOPUA KACTIEPCKOI O»
3A YETBEPTbIN KBAPTAJT 2025 TOOA


https://x.com/H4ckmanac/status/1989305151341969640
https://www.infostealers.com/article/dozens-of-global-companies-hacked-via-cloud-credentials-from-infostealer-infections-more-at-risk/
https://therecord.media/spanish-airline-attributes-recent-breach-allegation-to-nov-incident
https://www.cybersecitalia.it/almaviva-data-leak-pubblicati-anche-i-dati-confidenziali-del-gruppo-fs/54989/
https://www.almaviva.it/it_IT/news/show-news/4be9f4e7-f150-4cd6-8c40-950db843af40/Nota-su-attacco-cyber
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Logitech International

OneKTpoHuKa,
NpPOV3BOACTBEH-
HbIli ceKkTop

YTeuka
nepcoHanbHbIX
DbaHHbIX

LLindposanbmkm

Me>xayHapoaHas KoMnaHg No Npon3BOACTBY 2/1EKTPOHVIKM Logitech
International S.A. co wTab-kBapTMpoi B LLIBEMLapun Hanpasuna yBeooMIEHNE
no ¢popme 8-K B Kommceuto no ueHHbIM Bymaram v 6upxkam CLLIA n
onybnMKoBana Ha CBOEM CalTe 3agB/IeHEe, TEM CaMbiM NOATBEPOMB MHLUNOEHT
C yTeukom gaHHbIX. [1o gaHHbiv BleepingComputer, KoMnaHus nocTpagana B
pes3ynbTaTe YNOMsHYTOW BbiLLE NONbCKOW aTakm rpynnbl BbiMoratenen Clop Ha
Oracle E-Business Suite. CornacHo ony6aMkoBaHHbIM LOKYMEHTaM,
KNOEepUHLUMAEHT He MOBNWSN Ha NPoaykThl Logitech International S.A, ee
LAENOBblE ONepaLmn U NPOU3BOACTBO. [TOXMLLEHHbIE faHHbIe, MO BCEW
BUOVIMOCTI, COAEpXXani HEKOTOPYIO MHOOPMAaLMIO O COTPYOHVKaX W
NOTPEOUTENSX, @ TaKXXe AaHHbIE, CBA3aHHbBIE C KITMEHTaMM 1 MOCTaBLUMKaMU,
OJHaKO KOMMaHWs rnosnaraeT, YTO 3/10YMbILLIEHHUK He MOyYnv OCTyn K
KOHdMOEHLUManbHOM NHGOpPMaLMM, TaKo Kak HaLMoHasbHbIe ID nnn gaHHbIe
B©aHKOBCKMIX KapT, MOCKOSIbKY OHa HE XpaHWiach Ha B3NTIOMaHHbIX cuctemax. Ha
MOMEHT nogaun yeegomneHus Logitech International S.A. He cunTana, Uto
WHUMOEHT OKaXeT CyLLeCTBEHHOe HeraT/BHOE BNSHE Ha ee GUHaHCOBOEe
COCTOSHME NN Pe3ynbTaTbl AEATENBHOCTU. Y KOMMaHUM Obln Nonmc
KnBepCTpaxoBaHus, KOTOPbIN, KakK OXWAAN0CH, LOMMKEH MOKPbITh BCE pacxoapl,
CBsI3aHHble C pearnpoBaHMEM Ha MHUMAEHT U LMGPOBON KPUMUHANNCTUKOW, a
TaKXXe KOMMNEHCUPOBaTb NPOCTOW, CyAeOHbIe UCKW 1 LUTpadbl perynmpytoLLmx
OpraHoB, eCn TakoBble BO3HMKanu. ['pynna Beimoratenein Clop nobasuna
Logitech International S.A. B CIMCOK >XXEPTB Ha CBOEM CalTe yTeuek 6 HOS0PS.

NMpunoxxeHune. NonHbIN cNNCOK NOoATBEPIXAEHHbIX

XepTtBa OTpacnb / MNpodpunb CrtpaHa MocnepcTBus HOaTta
1 0co6eHHOCTU yBeaoMeHns
MHUMAOEeHTA
una JaTta nHumpeHTa
(ecnu nsBecTtHa)
Mpepnonaraembie
aKTopbl
Asahi MweBas AnoHng OTkas UT-cuctem, | 3 oktabpga 2025
MPOMBbILLNIEHHOCTb, HapyLleHve roga
NMpon3BoO4CTBO ornepaLrioHHOM
P A / Paul 29 ceHTa6pg 2025
[NvBOBapeHHas KOMMNaHs JesTeNnbHOCTHY, rona
OTKa3 CepB/ICOB,
yTeuka
KPATKMIA OB30P OCHOBHbIX MHUWOEHTOB B OB/TIACTM 14
MPOMBILLNEHHOWM KMBEPBESOMACHOCTM © 2026 AO «JTABOPATOPWS KACTIEPCKOMO»
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https://www.sec.gov/Archives/edgar/data/1032975/000103297525000085/logi-20251114.htm
https://ir.logitech.com/press-releases/press-release-details/2025/Logitech-Cybersecurity-Disclosure/default.aspx
https://www.bleepingcomputer.com/news/security/logitech-confirms-data-breach-after-clop-extortion-attack/
https://www.dexpose.io/clop-ransomware-targets-logitech-in-major-cyberattack/
https://www.asahigroup-holdings.com/en/newsroom/detail/20251003-0204.html
https://www.asahigroup-holdings.com/en/newsroom/detail/20251003-0204.html
https://www.asahigroup-holdings.com/en/newsroom/detail/20250929-0202.html
https://www.asahigroup-holdings.com/en/newsroom/detail/20250929-0202.html
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nepCcoHasbHbIX Qilin
JaHHbIX
LLiIndposanbLyk
BK Technologies | lNpownssoacTso / CLLA OTkas UT-cuctem, | 6 okTabps 2025
Corporation TenekoMMyHVKaLMOHHas yTeuka roga
npown3BOACTBEHHANA NMepCoHarnbHbIX 20 cenTsiBps 2025
KOMMaHns JaHHbIX
roga
Svenska KommyHansHoe xossaincteo / | Lseund YTeuka gaHHbIX 26 okT96ps 2025
Kraftnat Onepatop cuctem LI pOBANBLLMKA roga
rnepena4vn aNeKTPO3HEPrm Everest
Envoy Air JlorncTuka n TpaHcnopT / CLA YTeuka gaHHbIX 18 okTa6ps 2025
ABriakoMnaHus LLIndpoBabLKN ropa
Clop
Affarsverken OHepreTuka / LLBeuns HeT gaHHbIX 3 okT96pa 2025
TennoanekTpocTaHuus roga
Omrin KommyHanbHoe xo3aincTBo, | Huaepnangpl | OTkas cepBUCOB, 13 okT96psa 2025
norucTuka n TpaHcnopT / yTeuka roga
KomnaHus no céopy, NepCcoHanbHbIX Qilin
nepepaboTke JaHHbIX
W BTOPUHHOMY LLIndposanbLumkn
MICMNOJIb30BaHUIO OTXO00B
Tong Yang ABTOMOBUNECTPOEHVE, TaliBaHb LLindpoBanblmkn | 15 okTa6psa 2025
Industry Co. npownsBoacTeo / roga
[MpounssognTens .
o ilin
aBTOMOBUSbHbIX 3an4acTein Qilin
Topco Scientific | OnekTpoHKa, TaliBaHb OTkas UT-cuctewm, | 25 okTa6psa 2025
Co. npon3BoOACTBO / yTeuka gaHHbIX roga
MNpoussoanTens 23 okTa6psa 2025
MonynpoBOOHNKOBbIX .
1 OMTO3MEKTPOHHbBIX
KOMMOHEHTOB
AVer DNeKTPOHMKa, TalnBaHb OTkas NT-cuctem | 19 oktab6pga 2025
Information npownsBoacTBO / roga
MNpounssoanTens . 18 okT96ps 2025
TEXHOOMMYHBIX PELLEHWNN -

0719 Npes3eHTaumii ons
obpasoBaTesbHbIX
yupexxaeHunin n brusHeca

KPATKM OE30P OCHOBHbIX MHLIMOEHTOB B OBJIACTU
MPOMBILLSIEHHOWM KMBEPBE3OMACHOCT
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https://www.bleepingcomputer.com/news/security/qilin-ransomware-claims-asahi-brewery-attack-leaks-data/
https://www.sec.gov/Archives/edgar/data/2186/000143774925030540/bkti20251006_8k.htm
https://www.sec.gov/Archives/edgar/data/2186/000143774925030540/bkti20251006_8k.htm
https://www.svk.se/press-och-nyheter/nyheter/allmanna-nyheter/2025/svenska-kraftnat-har-blivit-utsatta-for-ett-dataintrang
https://www.svk.se/press-och-nyheter/nyheter/allmanna-nyheter/2025/svenska-kraftnat-har-blivit-utsatta-for-ett-dataintrang
https://x.com/Ransom_DB/status/1982109880342208667
https://www.reuters.com/sustainability/boards-policy-regulation/envoy-air-targeted-oracle-linked-hacking-campaign-2025-10-17/
https://www.reuters.com/sustainability/boards-policy-regulation/envoy-air-targeted-oracle-linked-hacking-campaign-2025-10-17/
https://x.com/HackRead/status/1980610506474811811
https://www.tv4.se/artikel/4I6faZHKLktyBeZmiNyGfL/cyberangrepp-mot-kraftvaermeverk
https://www.tv4.se/artikel/4I6faZHKLktyBeZmiNyGfL/cyberangrepp-mot-kraftvaermeverk
https://www.omrin.nl/ons-verhaal/nieuws/liveblog-update-actueel-media
https://www.omrin.nl/ons-verhaal/nieuws/liveblog-update-actueel-media
https://x.com/FalconFeedsio/status/1982095269165707439
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=184425&spoke_date=20251015&co_id=1319
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=184425&spoke_date=20251015&co_id=1319
https://x.com/DarkWebInformer/status/1978137633713717395
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=120033&spoke_date=20251025&co_id=5434
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=120033&spoke_date=20251025&co_id=5434
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=214456&spoke_date=20251019&co_id=3669
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=214456&spoke_date=20251019&co_id=3669
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Jewett- [MpownssoacTeo / CLLA OTtkas UT-cuctewm, | 15 okTa6psa 2025
Cameron MponssognTens N3aennin HapyLueHne roga
Trading Co. 13 fepesa n MeTanna onepaLnioHHOM
OedaTenbHOCTH,
yTeuka OaHHbIX
Mino Kogyo Co. | lNponssoacTso / FnoHus OTtkas UT-cuctem, | 4 okTa6pg 2025
MponssognTens N3aennin yTeuka roga
N3 NINTOrO antoOMUHNS nepcoHanbHbIX 1 okTsiBps 2025
OaHHbIX
roga
LLiIndposanbLykn SafePa
Weber GmbH MpownssoacTeo / epmaHms OTkas UT-cuctem | 16 okta6ps 2025
MNpowssognTenb LLIndpoBanbLKY roga
aBTOMaTU3MPOBAHHOMO RansomHouse
o6opynoBaHns I —
Aussie Fluid MpownssoacTeo / ABCTpanus YTeuka 17 okT96ps 2025
Power MNMpowssognTenb rnepcoHarsnbHbIX ropa
r|/|6upaan|t—|eC|<oro OaHHbIX Anubis
OOOPYAOBAHIA LLindposBanbLumkin
Nickelhttte Aue | MeTtannyprus, repmaHns OTkas UT-cnctem | 20 okTabpg 2025
GmbH npownsBoacTeo / LLINdbpOBANbLLMKA roga
[MpounssognTens
KOHLIEHTPAaTOB LBETHbIX
MeTannos
Kurogane Kasei | Xumunueckad FnoHus OTtkas UT-cuctewm, | 24 okTabps 2025
MPOMBbILLNEHHOCTD, yTeuka OaHHbIX roga
MPOMSBOACTEO / LLindpoBanblpkn | 16 okTabpsa 2025
[MpounssognTens roga
XUMNYECKNX MPOLYKTOB
RansomHouse
Ansell Limited [NpownssoacTeo / ABcTpanus YTeuka 14 okT96ps 2025
MpownssognTens CPeacTs nepcoHanbHbIX roga
VHOVBMAYaNbHOW 3alUmnThI OaHHbIX Clo
LLiIndposanbLyk
Avnet JlorncTmka n TpaHcnopT, CLLA YTeuka OaHHbIX, 7 okT96p4 2025
ANEKTPOHVIKA, UHXUHNPUHT / BbIMOraTeNbCTBO roga

OncTpnbbloTop

BJIEKTPOHHbIX KOMIMOHEHTOB

KPATKM OE30P OCHOBHbIX MHLIMOEHTOB B OBJIACTU
MPOMBILLSIEHHOWM KMBEPBE3OMACHOCT
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https://www.sec.gov/Archives/edgar/data/885307/000107997325001631/jctc_8k.htm
https://www.sec.gov/Archives/edgar/data/885307/000107997325001631/jctc_8k.htm
https://www.mino-in.co.jp/archives/news/%E3%82%B5%E3%82%A4%E3%83%90%E3%83%BC%E6%94%BB%E6%92%83%E3%81%AB%E3%82%88%E3%82%8B%E3%82%B7%E3%82%B9%E3%83%86%E3%83%A0%E9%9A%9C%E5%AE%B3%E3%81%AB%E3%81%A4%E3%81%84%E3%81%A6%EF%BC%88%E7%AC%AC%E5%9B%9B
https://www.mino-in.co.jp/archives/news/%E3%82%B5%E3%82%A4%E3%83%90%E3%83%BC%E6%94%BB%E6%92%83%E3%81%AB%E3%82%88%E3%82%8B%E3%82%B7%E3%82%B9%E3%83%86%E3%83%A0%E9%9A%9C%E5%AE%B3%E3%81%AB%E3%81%A4%E3%81%84%E3%81%A6%EF%BC%88%E7%AC%AC%E5%9B%9B
https://www.hendryadrian.com/ransom-mino-in-co-jp/
https://web.archive.org/web/20251016100002/https:/www.webergmbh.de/
https://web.archive.org/web/20251016100002/https:/www.webergmbh.de/
https://x.com/Comparitech/status/1979160897873481911
https://www.aussiefluidpower.com.au/news/cyber-incident-2025/
https://www.aussiefluidpower.com.au/news/cyber-incident-2025/
https://x.com/TMRansomMon/status/1979571805699424705
https://nha-aue.de/en/news/cyber-attack
https://nha-aue.de/en/news/cyber-attack
https://www.kuroganekasei.com/images/news/20251024.pdf
https://www.kuroganekasei.com/images/news/20251024.pdf
https://x.com/H4ckmanac/status/1981583653692936667
https://cdn-api.markitdigital.com/apiman-gateway/ASX/asx-research/1.0/file/2924-03007469-3A678662&v=undefined
https://cdn-api.markitdigital.com/apiman-gateway/ASX/asx-research/1.0/file/2924-03007469-3A678662&v=undefined
https://www.dexpose.io/clop-ransomware-targets-ansell-limited-in-a-major-cyberattack/
https://www.bleepingcomputer.com/news/security/electronics-giant-avnet-confirms-breach-says-stolen-data-unreadable/
https://www.bleepingcomputer.com/news/security/electronics-giant-avnet-confirms-breach-says-stolen-data-unreadable/
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MANGO JlorncTtimka n TpaHCnopT, VicnaHng YTeuka 14 okT96ps 2025
nNpon3BoOACTBO / nepcoHanbHbIX roga
MponssognTens MOOHOW OAHHbIX
oaexapbl
Askul Corp. JlorncTtimka n TpaHCnopT, AnoHng OTKas cepBuCOB, 19 okT96ps 2025
npownsBoACTBO / HapyLleHue ropa
DNeKTPOHHas KOMMeEpPLS n IOHHOI
P epu OrnepaLnoHHo RansomHouse
W NOrNCTNYECKNE YTy OedaTenbHOCTH,
aTaka Ha Lernouky
MOCTaBOK, yTeuka
nepcoHanbHbIX
OaHHbIX
LLiIndposanbLykn
Renault UK ABTOMOBUNECTPOEHME, dpaHumg YTeuka 3 okT6ps 2025
NnpPon3BOACTBO / nepcoHanbHbIX roga
MponssognTens OAHHbIX
aBTOMOBUEN
Burt Process MpownssoacTeo / CLLIA YTeuka 2 okT6ps 2025
Equipment [NpowssognTens MepcoHasnbHbIX ropa
obopynoBaHnsa oas OaHHbIX Akira
nepekayvku 1 OUNCTKN —
o LLiIndposanbLykn
XXNOKOCTEWN, BKIKOYad
perynatopsl pH, Hacochl,
SNEKTPONHCTPYMEHTHI,
annapaTbl 4N9 noga4n
XUMNYECKVIX BELLLECTB,
HarpesaTenm
1 TENNO0BMEHHIKM
DALB [NpownssoacTso / CLLA YTeuka 21 okT96ps 2025
MpownssognTens nepcoHanbHbIX roga
TepMOdOPMOBAHHbIX HHbIX
pmodbop Aa 20 mas 2025 roga
MNacTUKOBbLIX PeKNaMHbIX LLIdpoBanbLLKL
Tabnmyek v getanemn Akira
Pure Haven [NpownssoacTeo / CLIA YTeuka 10 okT96ps 2025
MpownssognTens nepcoHanbHbIX roga
OpraHNYecKnx CPeacTB HHbIX
prarit Pen Aa 2 ceHTa6ps 2025
JINYHOWN MrNEHDI
roga
The Branch CTtpountenscTso CLLA YTeuka 15 okT96pa 2025
Group W HXXVUHNPWHS / nepcoHanbHbIX roga
CTpowuTensHas HHbIX
P Aa 14 aHBapa 2025
VHXXUHUPUHrOBag KOMMaHWs
LLindpoBanbLluyika | roga

KPATKM OE30P OCHOBHbIX MHLIMOEHTOB B OBJIACTU
MPOMBILLSIEHHOWM KMBEPBE3OMACHOCT
3A YETBEPTbIM KBAPTAST 2025 FOA

7

© 2026 AO «JTABOPATOPUA KACTIEPCKOI O»


https://x.com/H4ckmanac/status/1978329366439293081
https://x.com/H4ckmanac/status/1978329366439293081
https://pdf.irpocket.com/C0032/w4ok/STuh/ai44.pdf
https://pdf.irpocket.com/C0032/w4ok/STuh/ai44.pdf
https://x.com/FalconFeedsio/status/1983861434405491057
https://news.sky.com/story/customer-details-stolen-in-renault-uk-cyber-attack-13443469
https://news.sky.com/story/customer-details-stolen-in-renault-uk-cyber-attack-13443469
https://www.mass.gov/doc/2025-1692-burt-process-equipment-inc/download
https://www.mass.gov/doc/2025-1692-burt-process-equipment-inc/download
https://www.hendryadrian.com/ransom-burt-process-equipment/
https://www.mass.gov/doc/2025-1805-dalb-inc/download
https://www.mass.gov/doc/2025-1805-dalb-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/6cbd569e-0a0c-4767-a026-bae9e0e37cd4.html
https://x.com/FalconFeedsio/status/1930299828090892352
https://ago.vermont.gov/document/2025-10-10-pure-haven-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-10-10-pure-haven-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/cd1938df-14b6-408d-9955-90ed4f88f318.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/cd1938df-14b6-408d-9955-90ed4f88f318.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/431002be-ffe0-48ae-9479-71c41fb9eb3a.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/431002be-ffe0-48ae-9479-71c41fb9eb3a.html
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Cactus
Dairy Farmers NMweBas CLLA YTeuka 14 okT96ps 2025
of America MPOMBbILLIIEHHOCTb, rnepcoHanbHbIX ropa
npownsBoACcTBO / JaHHbIX 11 iors 2025 rona
MponssognTenb MOMOYHbBIX LI
ndpoBanbLKA
NPOAYKTOB N UHIPEANEHTOB Play
Dulcich / Pacific | lNvwesas CLLA YTeuka 14 okT96ps 2025
Seafood MPOMBbILLIEHHOCTb, NepCoHanbHbIX roga
npownsBoACTBO / JaHHbIX 24 yions 2025 roga
MpowsBoanTENb MACHOW
1 PLIBHOM NPOAYKLMMA
Brox Industries CTtpountenscTso CLLA YTeuka 20 okT96pa 2025
Y HXXNHNPWIHT, nepcoHanbHbIX roga
npPown3BoOACTBO / JaHHbIX 28 bespans 2025
MpounssognTens
achanbTo6eTOHHbIX ropa
nsgennn
Madeira USA MpownssoacTeo / CLUA YTeuka 27 okT96pa 2025
MpownssognTenb oaexapl, NepCcoHanbHbIX roga
HWUTOK 1 MaTepranos ons OaHHbIX 8 okTa6ps 2025
BbILUVBAHMS
roga
Goltens JlorncTrka v TpaHCnopT, CLIA YTeuka 24 okT96psa 2025
Worldwide 3SHepreTuKa / lNocTaBLwyiK nepcoHasnbHbIX roga
Management TEXHWNYECKNX YCYT ONg OaHHbIX 26 mas 2025 rona
Corp. cynoBnagenbLes
1 OnepaTopoB
3NEKTPOCTaHLA
Form Energy OHepreTuka, nponssoncTtso | CLUA YTeuka 22 okTa6psa 2025
/ MpounssoanTens cuctem nepcoHanbHbIX roga
aKKyMysaTOPOB Hinpposanbiunki | rona
RKA Consulting | CTponTenscTteo CLLA YTeuka 27 okT96ps 2025
Group W HXXVUHNPUHT, nepcoHanbHbIX roga
npon3BoOACTBO / OaHHbIX 8 sBaps 2025 rona

MoCTaBLWIK HXXEHEPHbIX
peLleHnn ons
CTPOUTENBCTBA,
NPOEKTUPOBaHNS

1 OpraHn3aumm JOPOXHOrO
OBVDKEHNS

KPATKM OE30P OCHOBHbIX MHLIMOEHTOB B OBJIACTU
MPOMBILLSIEHHOWM KMBEPBE3OMACHOCT
3A YETBEPTbIM KBAPTAST 2025 FOA

18

© 2026 AO «JTABOPATOPUA KACTIEPCKOI O»


https://x.com/FalconFeedsio/status/1894016682793873444
https://ago.vermont.gov/ago/document/2025-10-13-dairy-farmers-america-data-breach-notice-consumers
https://ago.vermont.gov/ago/document/2025-10-13-dairy-farmers-america-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/2cfd6e28-48de-4768-b94d-1725af2ff5b6.html
https://x.com/_venarix_/status/1937207241364455549
https://oag.ca.gov/ecrime/databreach/reports/sb24-612821
https://oag.ca.gov/ecrime/databreach/reports/sb24-612821
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/9307125c-b215-441d-825b-3687e2758021.html
https://www.mass.gov/doc/2025-1789-brox-industries-inc/download
https://www.mass.gov/doc/2025-1789-brox-industries-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/1c2364ad-b116-4550-bbfa-30af19e99d27.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/1c2364ad-b116-4550-bbfa-30af19e99d27.html
https://www.mass.gov/doc/2025-1827-madeira-usa-llc/download
https://www.mass.gov/doc/2025-1827-madeira-usa-llc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/afddea80-9083-49fa-ab63-40f6f27d9108.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/afddea80-9083-49fa-ab63-40f6f27d9108.html
https://www.mass.gov/doc/2025-1815-goltens-worldwide-management-corp/download
https://www.mass.gov/doc/2025-1815-goltens-worldwide-management-corp/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/88e3412a-9edd-4434-ae34-92297e99da20.html
https://www.mass.gov/doc/2025-1830-form-energy-inc/download
https://www.mass.gov/doc/2025-1830-form-energy-inc/download
https://oag.ca.gov/ecrime/databreach/reports/sb24-613519
https://oag.ca.gov/ecrime/databreach/reports/sb24-613519
https://oag.ca.gov/system/files/Adult%20-%20RKA_Live_Proof_R1_Redacted.pdf
https://oag.ca.gov/system/files/Adult%20-%20RKA_Live_Proof_R1_Redacted.pdf

Kaspersky ICS CERT

kaspersky

Central Boiler MponssoacTeo / CLLA OTtkas UT-cuctewm, | 27 oktabpsa 2025
Companies Mpown3BoanTENb HAPY>KHbIX yTeuka roga
neyen NMepCoHanbHbIX 1 aBrycra 2025 roga
JaHHbIX
AP Air [MpownssoacTeo / CLLA YTeuka 1 okT96ps 2025
MpowssoanTenb NMepCoHarnbHbIX roga
aBTOMOBUIbHbIX 3anyacTen JaHHbIX 13 mions 2025 roga
LLIndposanbLumkn Akira
SI-BONE Mpon3soacTeo / CLLA YTeuka 1 okT96pa 2025
MpowssoanTenb NMepCcoHarnbHbIX roga
MeONLHCKOro JaHHbIX
o6opynoBaHns
Rogers CTponTtenscTeo CLIA OTkas UT-cuctewm, | 2 oktabpg 2025
Mechanical W MHXNHNPWHT / KoMnaHna yTeuka ropa
Contractors MO MOHTaXxy nepCcoHarnbHbIX 31 sHpaps 2025
MPOMBILLNEHHBIX CUCTEM JaHHbIX rona
BEHTUIGALMN, foas
KOHOVLIMIOHNPOBaHNS
1 OTOMNEHNS
Compound XvmMmueckas CLUA YTeuka 8 okTa6pa 2025
Solutions MPOMBbILLNIEHHOCTD, NepCcoHanbHbIX roga
npon3BoACTBO / JaHHbIX 28 bespans 2025
[MpounssognTens
LLndposanblumkn | roga
MPOMBbILLIEHHbIX
HEeOPraHNYeCK/X XMMVKaTOB Play
Architectural MpownssoacTeo / CLUA OTtkas UT-cuctem, | 9 oktabpa 2025
Graphics [MpounssognTens yTeuka roga
::}l;;[:():ileVIX 1 HaPY>KHbIX ngssgzaanblx 22 bespans 2025
A roga
Lowe Engineers | CTponTenscTBo CLLA YTeuka 2 oKT96pa 2025
W HXXVUHNPWHS / NepCoHanbHbIX roga
rgaxﬁf'f:"fs AaHHBIX 12 sHBapsi 2025
CTPONTENBCTBO, LLndposanblumkn | roga
MPOEKTNPOBaHNE
aBTOMOBUSIbHBIX OOPOT, Lynx
aHanM3 VHXXEHEPHbIX
cUCTEeM,

rMAPONOrAs/rnapaBnnKka,
NPOEKTUPOBaHNE CUCTEM
BOJOCHabXeHs

M KaHanMsaumm,
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https://mm.nh.gov/files/uploads/doj/remote-docs/central-boiler-20251105.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/central-boiler-20251105.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/93673a92-7cce-404d-a909-44ac20392970.html
https://dojmt.gov/wp-content/uploads/2025/10/Consumer-notification-letter-9.pdf
https://dojmt.gov/wp-content/uploads/2025/10/Consumer-notification-letter-9.pdf
https://x.com/RansomwareLive/status/1956053442448793632
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.mass.gov/doc/2025-1710-rogers-mechanical-contractors-llc/download
https://www.mass.gov/doc/2025-1710-rogers-mechanical-contractors-llc/download
https://ago.vermont.gov/document/2025-10-02-rogers-mechanical-contractors-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-10-02-rogers-mechanical-contractors-data-breach-notice-consumers
https://www.mass.gov/doc/2025-1734-compound-solutions-inc/download
https://www.mass.gov/doc/2025-1734-compound-solutions-inc/download
https://x.com/FalconFeedsio/status/1898779712610009100
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/08323f07-90b8-43c6-8311-b4a450a198dc.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/08323f07-90b8-43c6-8311-b4a450a198dc.html
https://www.mass.gov/doc/2025-1742-lowe-engineers/download
https://www.mass.gov/doc/2025-1742-lowe-engineers/download
https://x.com/FalconFeedsio/status/1879623547611713786

Kaspersky ICS CERT

kaspersky

aspoPoTOCHEMKA,
doTorpammeTpus
Natare [MponssoacTso, CLLA OTkas UT-cucTtem, | 6 okTabps 2025
Corporation CTPOUTENBCTBO yTeuka roga
W HXXVHNPWHS / 5 NMepCcoHanbHbIX 13 asrycra 2025
MpPOoeKTUNPOBLUVK BacCenHoB OAHHbIX rona
1 Cria-canoHOB
’ LLndposanbLUmkn .
npoun3BoaNTENb bp t Akira
obopynoBaHNs ans
BaccenHoB
Ajinomoto MNMweBas CLLA YTeuka 15 okT96pa 2025
Health & MPOMBbILLIEHHOCTb, rnepcoHarsnbHbIX ropa
Nutrition npownsBoACTBO / JaHHbIX Qilin
MpowsBoanTEnb NPOAYKTOB LLINdPOBABLIAKA
Ha OCHOBE aMNHOKNCIOT
Wytech MpownssoacTeo / CLLA YTeuka 15 okT96pa 2025
Industries MNpowssognTenb NepCcoHarnbHbIX rona
M6e,u|/|uvu-|cn<oro OAHHbIX Akira
OOOPYAOBAHIA LLindposBanbLumkin
Linemaster MpownssoacTeo / CLUA YTeuka 20 okT96pg 2025
Switch [MpounssognTens nepcoHarnbHbIX roga
Corporation MeONLIHCKINX OaHHbIX
Y MPOMBbILLMIEHHBIX HOXXHBIX
nepektoyaTenem
Haven MpownssoacTeo / CLUA YTeuka 21 okT46pa 2025
Manufacturing [MpounssognTens nepcoHasnbHbIX roga
aBTOMaTU3MNPOBAHHbIX OaHHbIX
CTaHKOB
Driver Driven JlorncTuka v TpaHcnopT, CLIA YTeuka 17 okT9a6psa 2025
Transportation / | sHepreTuka / nepcoHanbHbIX roga
B.J. Transport TpaHCnopTHO- JaHHbIX 12 agrycra 2025
JIOrNCTMYECKas KOMMNaHMs
roga
A.Y. McDonald [NpownssoacTeo / CLLA OTkas NT-cuctem | 21 okTabpga 2025
Industries Epom}_?;;nﬁ;enb NaTYHHbIX yTeuka roga
B3.D.en g' HbX CUCTEM nMepcoHanbHbIX 12 aHBapga 2025
OAOMPOBOL CUCTEM, OaAHHbIX roga
a TaKXXe CaHTEeXHNYECKNX
BEHTUNEN, HACOCOB LLndposanblumkn | RansomHub

1 CUCTEM BOOOCHaBXEHS
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https://mm.nh.gov/files/uploads/doj/remote-docs/natare-20251010.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/natare-20251010.pdf
https://x.com/TweetThreatNews/status/1962915630878732542
https://www.mass.gov/doc/2025-1766-ajinomoto-health-nutrition-inc/download
https://www.mass.gov/doc/2025-1766-ajinomoto-health-nutrition-inc/download
https://x.com/ecrime_ch/status/1981078175154086082
https://www.mass.gov/doc/2025-1768-wytech-industries-llc/download
https://www.mass.gov/doc/2025-1768-wytech-industries-llc/download
https://x.com/DarkWebInformer/status/1954976967624704025
https://www.mass.gov/doc/2025-1784-linemaster-switch-corporation/download
https://www.mass.gov/doc/2025-1784-linemaster-switch-corporation/download
https://www.mass.gov/doc/2025-1794-haven-manufacturing-corp/download
https://www.mass.gov/doc/2025-1794-haven-manufacturing-corp/download
https://www.mass.gov/doc/2025-1801-bj-transport-inc/download
https://www.mass.gov/doc/2025-1801-bj-transport-inc/download
https://www.mass.gov/doc/2025-1797-ay-mcdonald-industries-inc/download
https://www.mass.gov/doc/2025-1797-ay-mcdonald-industries-inc/download
https://x.com/FalconFeedsio/status/1886788530271375792

Kaspersky ICS CERT

kaspersky

Fuijifilm [MpownssoacTeo / CLA YTeuka 23 okT96psa 2025

Biotechnologies | lNpowssoguTens NnepCcoHarnbHbIX rona
BronpenapaToB 1 BakKLMH OaHHbIX

The DiMarco CTtpountenscTso CLLA YTeuka 25 okTs6pga 2025

Group W MHXXNHNPWHP / KoMnaHug, rnepcoHanbHbIX roga
3aHVMatoLLasCcy OaHHbIX Lyvnx
CTPOUTENBCTBOM LLINdPOBABLIAKA =X
1 o6Cny>XBaHEM
KOMMEPHECKOW
HEOBKMMOCT

Club Car Mpon3soacTeo / CLIA YTeuka 27 okTa6pg 2025
MpomnssognTens ronbd- nepCcoHarbHbIX roga
KapoB OaHHbIX Qilin

LLiIndposanbLykn

Horner & Shifrin | CTpoutensctBo CLLA YTeuka 28 okT4a6pa 2025
W HXXVIHUPWHI / nepcoHanbHbIX roga
leopesnyeckue paboThl, 5 OAHHbIX 17 mions 2025 roga
pa3paboTka CTPOUTENBHOM
MAOLLAAKN N CTPOUTENBCTBO

Superior Boiler MpownssoacTeo / CLUA YTeuka 29 okTa6pd 2025
MpownssoanTenb nepcoHanbHbIX roga
MPOMBILLNEHHBIX KOT/IOB OaHHbIX

Antaya ABTOMOBUNECTPOEHVE, CLA YTeuka 29 okTa6ps 2025

Technologies npownsBoacTeo / nepCcoHarbHbIX roga

Corp. MpownssoanTenb OaHHbIX 7 aBrycra 2025
KOHTaKTHbIX pa3beMOB 41 rona
aBTOMOBUSILHOM NHOYCTPUN

Paris Ceramics | lNpownssoacTso / CLIA YTeuka 31 okTa6ps 2025

USA / MponssogmnTenb HaNObHbIX nepcoHanbHbIX roga

GKNYTWO MOKPbITUI JaHHbIX

Timberline CTtpountenscTso CLLA YTeuka 20 okTa6pga 2025

Construction W HXXVUHNPWHS / nepcoHanbHbIX roga
CTpouTensHas KoMnaHus OaHHbIX 21 aBrycTa 2025

roga

Brightstar [NpownssoacTeo / CLLA YTeuka 3 okT96pa 2025

Gilobal Solutions | NponassoanTeNb UrPOBOro nMepcoHanbHbIX roga

Corporation obopynoBaHNS OaHHbIX 17 HosBps 2024

roga

KPATKM OE30P OCHOBHbIX MHLIMOEHTOB B OBJIACTU
MPOMBILLSIEHHOWM KMBEPBE3OMACHOCT
3A YETBEPTbIM KBAPTAST 2025 FOA

21

© 2026 AO «JTABOPATOPUA KACTIEPCKOI O»


https://www.mass.gov/doc/2025-1812-fujifilm-biotechnologies/download
https://www.mass.gov/doc/2025-1812-fujifilm-biotechnologies/download
https://www.mass.gov/doc/2025-1821-the-dimarco-group-llc/download
https://www.mass.gov/doc/2025-1821-the-dimarco-group-llc/download
https://x.com/RansomwareLive/status/1962975292420497429
https://www.mass.gov/doc/data-breach-report-2025/download
https://www.mass.gov/doc/data-breach-report-2025/download
https://x.com/FalconFeedsio/status/1912202555591184584
https://mm.nh.gov/files/uploads/doj/remote-docs/horner-shifrin-20251028.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/horner-shifrin-20251028.pdf
https://www.mass.gov/doc/2025-1841-superior-boiler/download
https://www.mass.gov/doc/2025-1841-superior-boiler/download
https://www.mass.gov/doc/2025-1843-antaya-technologies-corp/download
https://www.mass.gov/doc/2025-1843-antaya-technologies-corp/download
https://www.mass.gov/doc/2025-1853-paris-ceramics-usa/download
https://www.mass.gov/doc/2025-1853-paris-ceramics-usa/download
https://ago.vermont.gov/document/2025-10-21-timberline-construction-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-10-21-timberline-construction-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ae1bc7e7-c728-4361-8978-286169cd2efc.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ae1bc7e7-c728-4361-8978-286169cd2efc.html
https://www.mass.gov/doc/2025-1706-brightstar-global-solutions-corporation/download
https://www.mass.gov/doc/2025-1706-brightstar-global-solutions-corporation/download
https://ago.vermont.gov/document/2025-10-03-brightstar-global-solutions-corporation-data-breach-notice-consumers

Kaspersky ICS CERT

kaspersky

SA Bendheim MponssoacTeo / CLLA YTeuka 13 okT96psa 2025
MponssoguTens nepcoHanbHbIX roga
CTPOUTESNBHbIX N3Oenn OaHHbIX
VDyne [MpownssoacTeo / CLA YTeuka 26 okT96psa 2025
MponssognTens nepcoHanbHbIX roga
MeONLNHCKUX N30eNNI OaHHbIX Qilin
LLiIndposanbLyk
Four G CTtpountenscTso CLA YTeuka 29 okTa6ps 2025
Construction U MHXXNHNPWHP / KoMnaHug, rnepcoHarnbHbIX ropa
3aHVMatoLasCcy OaHHbIX
CTPOUTENBCTBOM
1 o6Cny>XBaHEeM
TpybonpoBoaoB
Aries Freight JlorncTtmka n TpaHCnopT, CLWA YTeuka 21 okTs6ps 2025
Systems 3HepreTuvKa / lNocTaBLmK rMepcoHasnbHbIX ropa
NOrNCTUYECKNX YCNYT OaHHbIX
RUAGLLC AspokocMmyeckas CLA OTkas UT-cuctem | 11Hoa6psa 2025
MPOMBbILLNIEHHOCTD, LLdpoBanbLLKL roga
060pOHHas .
Akira
MPOMBbILLNIEHHOCTD,
npPOoV3BOACTBO,
CTPOUTENLCTBO
VI MHXXNHNPWHT /
MpownssoanTEnb OPYXUS
Fujian Fuzhen MpownssoacTeo / TaliBaHb OTkas UT-cuctem | 3 Hosbpsa 2025
wingpossraunn |22
. Y Radar /
Dispossessor
Tein ABTOMOBUNECTPOEHNE, AnoHng OTkas UT-cuctewm, | 31 oktabpsa 2025
npon3BoOACTBO / HapyLleHne roga
MpownssognTens onepauroHHOM Warlock
BbICOKODDEKTUBHBIX OedTenbHOCT -
aBTOMOBUSIbHBIX MOOBECOK LLINdPOBaBLIKA
Win Win DNeKTPOHMKa, TaliBaHb OTkas UT-cuctem | 24 Hog6psa 2025
Precision npownsBoacTBO / roga
Technology Co. | MNpounssoanTesb CONMHEYHbIX

POoTOINEKTPUHECKNX
Monynen

1 NOAYNPOBOOHNKOBbIX
nsgennn
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https://www.mass.gov/doc/2025-1808-sa-bendheim-co-inc/download
https://www.mass.gov/doc/2025-1808-sa-bendheim-co-inc/download
https://www.mass.gov/doc/2025-1822-vdyne-inc/download
https://www.mass.gov/doc/2025-1822-vdyne-inc/download
https://x.com/FalconFeedsio/status/1968305251972464856
https://www.mass.gov/doc/2025-1844-four-g-construction/download
https://www.mass.gov/doc/2025-1844-four-g-construction/download
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.ruag.ch/en/news/04-11-25/scurity-incident-ruags-american-subsidiary
https://www.ruag.ch/en/news/04-11-25/scurity-incident-ruags-american-subsidiary
https://x.com/Comparitech/status/1985995448423678120
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=190727&spoke_date=20251103&co_id=8411
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=190727&spoke_date=20251103&co_id=8411
https://x.com/FalconFeedsio/status/1985360231728382125
https://x.com/FalconFeedsio/status/1985360231728382125
https://www.tein.co.jp/notice/notice_01.html
https://www.tein.co.jp/notice/notice_01.html
https://x.com/TMRansomMon/status/1986371880006070314
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=171755&spoke_date=20251124&co_id=4949
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=171755&spoke_date=20251124&co_id=4949

Kaspersky ICS CERT

kaspersky

Tung Ho Textile | lNpownssoacTeo / TariBaHb Otkas UT-cuctem | 19 Hos6pg 2025
Co. TekcTunbHoOE roga
NMPOV3BOACTBO
Logitech DNeKTPOHMKa, LLiBenuapua | YTeuka 14 Ho96pxa 2025
International npownsBoACTBO / rnepcoHanbHbIX roga
S.A [MpounssognTens JaHHbIX
SNEKTPOHUKN
woom GmbH [MpownssoacTeo / ABcTpung OTtkas UT-cuctewm, | 14 Hosbpg 2025
MpowssognTenb yTeuka ropa
BefocmnenoBs MepCcoHarnbHbIX 7 HosBpsi 2025 rofa
JaHHbIX
INC Ransom
Stadtwerke KomMmmyHanbHoe xo3ancTso / | 'epmaHng OTtkas UT-cuctem | 17 Hos6psa 2025
Detmold OHepreTunyeckas n NT-cepauncos ropa
1 BogoOCHabyxatoLLas
KOMMaHus
Yac Garter Co. ONeKTPOHMKa, AnoHns OTkas UT-cuctem | 26 Hog6pg 2025
Hpomsso,u,c:TBo / LLIdpoBanbLLKL roga
pPOV3BOONTEND NEHT 25 HosiBpsi 2025
1 YNaKoBKW oNng
roga
CBETOOMOO0B
¥ MUKPOUYMNOB
FS Italiane JlorncTrka v TpaHCnopT, NTanns YTeuka gaHHbIX, 19 Ho96pg 2025
Group / SHepreTuka / aTakaHauenouky | roga
Almaviva HaumoHanbHbIn § nocTaBoK / Hos6pb 2025 rona
>KEeNe3HOAOPOXHbIIA OOBEPEHHbIX
nepeBoO3UnK napTHEPOB
LG Energy XnmMmueckas HO>XxHag YTeuka aaHHbIX 18 Ho96pa 2025
Solution MPOMBILLNEHHOCTb, Kopes LLINdPOBaBLIKA roga
npons3BoACTBO / .
Akira
MpownssoanTenb -
aKKyMYNAaTOPOB
Iberia JlorncTuika n TpaHcnopT / VicnaHng YTeuka 23 Hos6ps 2025
ABurakomnaHns NepCoHanbHbIX roga
[aHHbIX, aTaka
Ha LLenouKky
nocTaBoK /
OOBEPEHHbIX
napTHEPOB
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https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=173241&spoke_date=20251119&co_id=1414
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=173241&spoke_date=20251119&co_id=1414
https://ir.logitech.com/press-releases/press-release-details/2025/Logitech-Cybersecurity-Disclosure/default.aspx
https://ir.logitech.com/press-releases/press-release-details/2025/Logitech-Cybersecurity-Disclosure/default.aspx
https://woom.com/en_INT/press-release/cyber-incident-at-woom
https://woom.com/en_INT/press-release/cyber-incident-at-woom
https://x.com/FalconFeedsio/status/1992088777985233196
https://www1.wdr.de/nachrichten/westfalen-lippe/Hackerangriff-Stadtwerke-Detmold-100.html
https://www1.wdr.de/nachrichten/westfalen-lippe/Hackerangriff-Stadtwerke-Detmold-100.html
https://www.yac.co.jp/en/ir/news/auto_20251126509739/pdfFile.pdf
https://www.yac.co.jp/en/ir/news/auto_20251126509739/pdfFile.pdf
https://www.cybersecitalia.it/almaviva-data-leak-pubblicati-anche-i-dati-confidenziali-del-gruppo-fs/54989/
https://www.cybersecitalia.it/almaviva-data-leak-pubblicati-anche-i-dati-confidenziali-del-gruppo-fs/54989/
https://www.almaviva.it/it_IT/news/show-news/4be9f4e7-f150-4cd6-8c40-950db843af40/Nota-su-attacco-cyber
https://therecord.media/lg-energy-solution-ransomware-incident-battery-maker
https://therecord.media/lg-energy-solution-ransomware-incident-battery-maker
https://x.com/H4ckmanac/status/1990661751827018120
https://x.com/H4ckmanac/status/1992477567526621446
https://x.com/H4ckmanac/status/1992477567526621446

Kaspersky ICS CERT

kaspersky

MopTOoBbLIN JlorncTuka n TpaHcnopT / Poccus DDoS 13 Hos6ps 2025
AnbsHC OnepaTop CEeTN MOPCKUX roga
rPy30BbIX TEPMVHANO0B
GloballLogic CTtpountenscTso CLLA YTeuka 7 Hog6pa 2025 rona
n VIH)KI/IHI/IE)VIHF / MNocTaBLumk nepCcoHarbHbIX 10 vions 2025 roga
LUMPPOBOM NHXEHEPUN OAHHbIX
Clop
Alpha Omega NMnweBas CLLA YTeuka 6 Ho96ps 2025
Winery MPOMBbILLIIEHHOCTb, rnepcoHarsnbHbIX ropa
o,
M LLndposanblumkn | roga
XO34NCTBO P . R
Dealmed MpownssoacTeo / CLIA YTeuka 6 HO96pa 2025
Medical [NMpownssognTenb NepCcoHarnbHbIX rona
Supplies gngg.gxgg:g;z JaHHbIX 7 nions 2025 ropa
LLndpposansiumk DragonForce
Integrated DNeKTPOHMKA, CLUA YTeuka 7 Hos16pa 2025 roga
Silicon Solution | npownssoacTso / nepcoHasnbHbIX 6 viors 2025 ropa
MpownssoanTenb OaHHbIX
VHTerpasnbHbIX CXem WorldLeaks
LLIndposanbLumkn
Greer KommyHanbHoe xossinctso / | CLLUA YTeuka 14 Ho96pa 2025
Commission of | KomnaHus, okasbiBatoLLas nepcoHasnbHbIX roga
Public Works YCNYrii o raso-, aMekTpo-, OaHHbIX 19 vioks 2025 roga
BOJOCHabXEHNIo
1 BOOOOTBEOEHNIO
S&H Transport | JlorucTturka v TpaHcnopT / CLA YTeuka 12 Hos16ps 2025
MocTaBLUVIK TPAHCMOPTHBIX NepCcoHanbHbIX roga
yenyr ABHHBIX 8 noHga 2025 roga
Hampton Roads | KommyHanbHoe xossrictso / | CLLUA YTeuka 10 Hoa6ps 2025
Sanitation KomnaHusg, nepcoHanbHbIX ropa
District obecreurBatoLLLas OUNCTKY OaHHbIX 6 okT6ps 2025
CTOHHBIX BOA LLndposanblumkn | roga
Clop
GL Veneer MpownssoacTeo / CLIA OTtkas UT-cuctem, | 12 Hos6pg 2025
MpowssoanTenb daHep.bI yTeuka roga
M JIMCTOBOrO LUMOHA NnepCcoHarnbHbIX 26 asrycra 2025
OaAHHbIX rona
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https://t.me/portalliance/1157
https://t.me/portalliance/1157
https://oag.ca.gov/ecrime/databreach/reports/sb24-614005
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/a69e0001-a0f8-46d9-a49d-cb01159afec2.html
https://www.bleepingcomputer.com/news/security/globallogic-warns-10-000-employees-of-data-theft-after-oracle-breach/
https://www.mass.gov/doc/2025-1884-alpha-omega-winery-llc/download
https://www.mass.gov/doc/2025-1884-alpha-omega-winery-llc/download
https://oag.ca.gov/ecrime/databreach/reports/sb24-613934
https://mm.nh.gov/files/uploads/doj/remote-docs/dealmed-medical-supplies-20251106.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/dealmed-medical-supplies-20251106.pdf
https://x.com/Comparitech/status/1987879221851717641
https://www.mass.gov/doc/2025-1887-integrated-silicon-solution-inc/download
https://oag.ca.gov/ecrime/databreach/reports/sb24-613980
https://www.breachsense.com/breaches/integrated-silicon-solution-data-breach/
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/5a75e50a-1b16-42eb-9801-db053219a6f1.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/5a75e50a-1b16-42eb-9801-db053219a6f1.html
https://ago.vermont.gov/document/2025-11-14-greer-commission-public-works-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/b3034c47-1cce-47a0-87c1-a45edc22d6b6.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/b3034c47-1cce-47a0-87c1-a45edc22d6b6.html
https://www.mass.gov/doc/2025-1913-sh-transport/download
https://www.mass.gov/doc/2025-1914-hampton-roads-sanitation-district/download
https://www.mass.gov/doc/2025-1914-hampton-roads-sanitation-district/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/a236ff85-8d24-40bb-a537-1ec92a98275f.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/a236ff85-8d24-40bb-a537-1ec92a98275f.html
https://www.redpacketsecurity.com/clop-ransomware-victim-hrsd-com/
https://oag.ca.gov/system/files/GL%20Veneer%20Individual%20Proof.pdf
https://oag.ca.gov/system/files/GL%20Veneer%20Individual%20Proof.pdf

Kaspersky ICS CERT

kaspersky

LLindposanbluyikn | Play
Enverus BHepreTuka / MNocTaBLmkK CLLA YTeuka 21 Hog6pa 2025
Holdings nporpaMmmMHoro rnepcoHanbHbIX ropa
obecneyeHns ans OaHHbIX 12 aBrycra 2025
SHepreTnyeckon oTpaciu
roga
Cool Wind MponssoacTeo / CLLA YTeuka 20 Hos96ps 2025
Ventilation [NpownssognTenb rnepcoHanbHbIX ropa
Corp. MeTanMMYeCKNX OAHHbIX 26 arycra 2025
BOSLLyXOBOAOB LLndposanblumkn | roga
Play
WEL Companies | Jlornctumka n TpaHcnopT / CLA YTeuka 18 HosI6ps 2025
MocTaBLWIK TPAHCMOPTHbIX nepcoHanbHbIX roga
yenyr AiaHHbIX 30 aHBaps 2025
LLindpoBanbluykn | roga
RansomHub
JASCO Applied | MNpownssoacTso / CLA YTeuka 25 Hos6ps 2025
Sciences MpownssoanTenb NepCcoHanbHbIX roga
cneuvanM3npoBaHHOro OaHHbIX 21 mions 2025 roaa
oKeaHorpapuyeckoro
LLIndposanbLumkn ,
W TngpoaKyCTUYECKOrO Rhysida
obopynoBaHus
Mainetti USA MpownssoacTeo / CLUA YTeuka 5 Ho96pga 2025
MpowssoanTenb BeLanok, NepCcoHanbHbIX roga
BUPOK N GYPHUTYPLI 15 OaHHbIX 12 voHs 2025 roga
OASHKAH LLIndposanbLumkn
Hyundai ABTOMOBUNECTPOEHME, CLIA OTtkas UT-cuctewm, | 3 Hosa6ps 2025
AutoEver npownsBoacTBO / yTeuka roga
America MNocTaBwuk NT-peLueHnin nepcoHanbHbIX 22 dbespans 2025
[/ aBTOMOBUIIbHOMN JaHHbIX
roga
MPOMBbILLNEHHOCTI
Chase Affiliated | SHepreTuka / NocTaBLLmK CLLA YTeuka 7 Hoa6pa 2025 rona
Companies ycnyr no gobbiue HedpTun NepCcoHanbHbIX
1 rasa, BKtouas OaHHbIX

3aKaHuUMBaHME CKBaXXMH,
NoaroTOBKY PacTBOPOB 414
LeMEHTNPOBaHMS, BypoBble
paboTbl, 0BYCTPONCTBO

Hed)TGIHbIX MeCTOpO)l(JJ,eHMIZ,
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https://x.com/FalconFeedsio/status/1965578197082538473
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0c82cda8-4654-469a-b93a-1b8d6af74193.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0c82cda8-4654-469a-b93a-1b8d6af74193.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/039e4b57-7329-4cb6-80d5-8f81786aaf22.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/039e4b57-7329-4cb6-80d5-8f81786aaf22.html
https://www.hendryadrian.com/ransom-cool-wind-ventilation/
https://oag.ca.gov/ecrime/databreach/reports/sb24-614447
https://oag.ca.gov/ecrime/databreach/reports/sb24-614447
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/f88bb0ee-a9ad-47eb-92d8-7e0a47984cd6.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/f88bb0ee-a9ad-47eb-92d8-7e0a47984cd6.html
https://x.com/FalconFeedsio/status/1894511349876539775
https://www.mass.gov/doc/2025-2026-jasco-applied-sciences/download
https://www.mass.gov/doc/2025-2026-jasco-applied-sciences/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ef689f23-295d-483a-9e46-01d349345bf2.html
https://x.com/Comparitech/status/1994054725038195166
https://www.mass.gov/doc/2025-1872-mainetti-usa-inc/download
https://www.mass.gov/doc/2025-1872-mainetti-usa-inc/download
https://www.mass.gov/doc/2025-1869-hyundai-autoever-america-llc/download
https://www.mass.gov/doc/2025-1869-hyundai-autoever-america-llc/download
https://oag.ca.gov/system/files/HAEA%20Sample%20Notice.pdf
https://oag.ca.gov/system/files/HAEA%20Sample%20Notice.pdf
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage

Kaspersky ICS CERT

kaspersky

CTPOUTENBCTBO BAacCeNHOB
0719 rapopaspbiBa nnacta

Mack Energy BHepreTuka / MNocTaBLmkK CLLA YTeuka 7 Hoa6pa 2025 rona
Corporation YCNyr Nno pasBeaKe ra3osbixX NMepCoHarnbHbIX
1 HEDTAHbBIX JaHHbIX
MECTOPOXOEHIA
KLA DNeKTPOHMKa, CLLA YTeuka 7 Hoa6psa 2025 rona
Corporation NnpPon3BOACTBO / NMepCoHarbHbIX 5 agrycta 2025
MpowssoanTenb JaHHbIX rona
3NEKTPOHHbIX KOMMOHEHTOB LI POBABLIAKA oow
Antigo CTtpountenscTso CLLA YTeuka 31 okT46psa 2025
Construction W MHXXNHNPWHT / KoMnaHna rnepcoHarsnbHbIX ropa
Mo PaspyLUEHWIO JaHHbIX 1 mions 2025 roaa
W yTUIM3auum, a Takxe LI
n BaNbLLUVKW
BOCCTaHOBNEHWIO BETOHHbIX bposarbiLL Dragonforce
OOPOXHBIX MOKPLITUI
Hamilton CTtpountenscTso CLUA YTeuka 12 Ho96pg 2025
Construction W HXXUHWPWHS / NepCcoHanbHbIX roga
Company CTponTenbHbIn nogpsanumk JaHHbIX 19 nions 2025 roga
Roebbelen CTtpountenscTtso CLUA YTeuka 12 Ho96pg 2025
Contracting W HXXUHNPUWHE / KoMnaHus NepCcoHanbHbIX roga
Mo CTPOUTENLCTBY JaHHbIX 22 aBrycra 2025
KOMMEPYECKIX, rona
MPOMBbILLIEHHbIX rona
Y MYHLMNAbHbIX
yupexneHui
LaBella CTtpountenscTso CLLA YTeuka 12 HogBpga 2025
Associates U MHXNHNPWHT / TToCTaBLLVIK rnepcoHanbHbIX roga
YCNYT Mo NPOEKTUPOBaHWIO JaHHbIX 24 mapTa 2025
¥ NIaHNPOBAaHWIO LI
nppoBanblLMKLN | roga
CTpouTeNbCTBa bp W foaa
Rhysida
True World [MweBas CLLA YTeuka 14 Ho96pxa 2025
Foods MPOMBbILLNEHHOCTD, NepCoHanbHbIX roga
npon3BoOACTBO / JaHHbIX 14 aBrycra 2025
MNocTasuumk LLndposanblumkn | roga
MOPENPOAYKTOB
Lynx
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https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://ago.vermont.gov/document/2025-11-07-kla-corporation-dba-kla-instruments-filmetrics-data-breach-notice-consumers
https://x.com/_venarix_/status/1821218332294729986
https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-4.pdf
https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-4.pdf
https://x.com/TweetThreatNews/status/1938334636922310989
https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-4.pdf
https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-4.pdf
https://agportal-s3bucket.s3.amazonaws.com/databreach/BreachA35496.pdf
https://oag.ca.gov/ecrime/databreach/reports/sb24-614158
https://oag.ca.gov/ecrime/databreach/reports/sb24-614158
https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-29.pdf
https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-29.pdf
https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-32.pdf
https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-32.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/6c69171f-faa8-4eac-befb-5fe15ce9a409.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/6c69171f-faa8-4eac-befb-5fe15ce9a409.html
https://x.com/syedaquib77/status/1917264334369046530
https://www.mass.gov/doc/2025-1926-true-world-foods-los-angeles-llc/download
https://www.mass.gov/doc/2025-1926-true-world-foods-los-angeles-llc/download
https://x.com/FalconFeedsio/status/1957812216364724461

Kaspersky ICS CERT

kaspersky

GTC Control CTtpountenscTso CLLA YTeuka 7 Hoa6pa 2025 rona
Solutions % VIH)KI/IH\I’/IpVIHF / MNocTaBLmk rnepcoHanbHbIX 14 aBrycra 2025
PELLEHNIA B OBNACT CUCTEM OaHHbIX rona
ynpasneHus ong
3NEeKTPOCTaHUMIN
Mechanical CTtpountenscTso CLA YTeuka 19 Hos16ps 2025
Systems & W MHXXNHNPWHP / KoMnaHna NnepCcoHarnbHbIX rona
Services Mo YCTaHOBKE, OAHHbIX
TEXHNYECKOMY
06CNYXVBaHWIO N PEMOHTY
CUCTEM OTOM/EHNS,
BEHTUASLMN,
KOHOVLIMIOHNPOBaHNS
BO34YyXa, XONoOUIbHOrO
o6opynoBaHns
Kern Oil & OHepreTuka / CLLA YTeuka 21 Hos6pa 2025
Refining Co. HedTenepepabaTbiBatoLLee NepCoOHanbHbIX roga
(Kern Energy) npegnpuaTne OaHHbIX ABrycT 2025 ropa
EnCon United [MpownssoacTso, CLLIA YTeuka 19 Hos6pa 2025
Company CTPOUTENBCTBO nepcoHanbHbIX roga
U HXXVHNPWHE / KoMnaHus OaHHbIX
no Npov3BOACTBY BETOHA
N CTPOUTENBCTBY
Trailer Transit JlorncTurka v TpaHcnopT / CLA YTeuka 25 Hos6ps 2025
KomnaHwug, 3aH1maroLLascs nepcoHanbHbIX roga
rpy3onepeBo3kamu OaHHbIX 9 cenTs6ps 2025
LWndposBanblumkn | roga
Metaencryptor
Team
Conway-Phillips | SHepreTuka, CLIA YTeuka 24 Ho96ps 2025
Holding CTPOWNTESNIbCTBO nepcoHanbHbIX ropa
W HXXVUHNPWHS / OaHHbIX 26 CeHTSIBPS 2025
CTpouTenbHas KoMnaHug, -

cneuvannsnpyoLascs
Ha NPOEKTUPOBAHN
Ha3eMHbIX Pe3epBYyapoB 4Nd
HedTIHbIX, BHEPreTUYECKUX,
XUMIYECKIX MPON3BOACTB,

a Take A9 NpovsBoaCcTBa
BO306HOBNSEMbIX BULOB
TomnwBa
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https://www.mass.gov/doc/2025-1923-gtc-control-solutions-inc/download
https://www.mass.gov/doc/2025-1958-mechanical-systems-services-inc/download
https://www.mass.gov/doc/2025-1958-mechanical-systems-services-inc/download
https://mm.nh.gov/files/uploads/doj/remote-docs/kern-oil-refining-kern-energy-20251121.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/kern-oil-refining-kern-energy-20251121.pdf
https://oag.ca.gov/ecrime/databreach/reports/sb24-614681
https://www.mass.gov/doc/2025-1957-encon-united-company/download
https://www.mass.gov/doc/2025-1957-encon-united-company/download
https://www.mass.gov/doc/2025-1993-trailer-transit-inc/download
https://www.mass.gov/doc/2025-1993-trailer-transit-inc/download
https://ago.vermont.gov/document/2025-11-25-trailer-transit-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-11-25-trailer-transit-data-breach-notice-consumers
https://x.com/FalconFeedsio/status/1967661476480708928
https://x.com/FalconFeedsio/status/1967661476480708928
https://ago.vermont.gov/document/2025-11-24-conway-phillips-holding-llc-dba-phillips-tank-structure-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-11-24-conway-phillips-holding-llc-dba-phillips-tank-structure-data-breach-notice-consumers

Kaspersky ICS CERT

kaspersky

TerranearPMC KommyHanbHoe xo3qainmcteo, | CLUA YTeuka 13 Hos6ps 2025
CTPOUTENBCTBO nepcoHanbHbIX roga
W MHXXNHNPWHT / TToCTaBLLMK JaHHbIX 6 cenTsI6ps 2025
ycnyr no obpalleHnio N
ndpoBanblUmkn | roga
C pagmnoakTUBHbLIMU
OTXOJaMV 1 YrPaBeHIo Play
CTPOUTENBCTBOM
Landfill Drilling & | OHepreTuka, CLLA YTeuka 12 HogBpPg 2025
Piping CTPOUTENBCTBO rMepcoHasnbHbIX ropa
W MHXXNHNPWHT / KoMnaHna JaHHbIX 8 cenTsI6Ps 2025
Mo MOHTaXy CUCTEM AN rona
cbopa CBano4YHoro rasa
n dunnbTpaTa
Crocker Mpown3BoacTBoO, CLA YTeuka 12 Ho96ps 2025
Architectural & | cTpouTenscTBO rnepcoHarsnbHbIX ropa
Sheet Metal Co. | 1 UHXUHUPWHT / JaHHbIX
[NMpownssoanTenb KPOBN
N apPXUTEKTYPHbIX
KOHCTPYKLMIA N3 NINCTOBOMO
meTanna
Kier & Wright CTpounTtenscTso CLLA YTeuka 13 Ho96ps 2025
Civil Engineers U HXXVHNPWHE / KoMnaHus, nepcoHarbHbIX roga
and Surveyors CreuvansnpyoLLasacs OaHHbIX Qilin
Ha reofesnyecknx paboTax n
ndpoBanbLUMKA
1 MPOEKTUPOBAHUN
MYHULIMNabHbIX O6EKTOB
[demitsu MpownssoacTeo / CLUA YTeuka 13 Ho96Pg 2025
Lubricants [MpounssognTens nepcoHanbHbIX roga
America MPOMBILLIEHHBIX CMa304HbIX OaHHbIX
Corporation mMaTepuanos
Optimum Design | OnekTpoHuka, CLIA YTeuka 12 Hos16ps 2025
Associates npownsBoacTBO / nMepcoHanbHbIX roga
MpownssogmTens NevaTHbIX OAHHbIX
nnaH
Mencom [NpownssoacTso / CLLA YTeuka 14 Ho96pxa 2025
Corporation MpownssognTens nepcoHanbHbIX roga
MPOMBbILLAEHHbIX CUMOBBIX, OAHHbIX 7 HosBpsi 2024 roaa

CUrHamnbHbIX 11 CETEBbIX
pPas3beMOB, a TakxXe
pa3beMoB yrnpaBeHns
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https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-34.pdf
https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-34.pdf
https://x.com/FalconFeedsio/status/1967687612182958254
https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-33.pdf
https://dojmt.gov/wp-content/uploads/2025/11/Consumer-notification-letter-33.pdf
https://www.mass.gov/doc/2025-1911-crocker-architectural-sheet-metal-co-inc/download
https://www.mass.gov/doc/2025-1911-crocker-architectural-sheet-metal-co-inc/download
https://www.mass.gov/doc/2025-1918-kier-wright-civil-engineers-and-surveyors-inc/download
https://www.mass.gov/doc/2025-1918-kier-wright-civil-engineers-and-surveyors-inc/download
https://x.com/ecrime_ch/status/2000461041059168665
https://www.mass.gov/doc/2025-1922-idemitsu-lubricants-america-corporation/download
https://www.mass.gov/doc/2025-1922-idemitsu-lubricants-america-corporation/download
https://www.mass.gov/doc/2025-1919-optimum-design-associates/download
https://www.mass.gov/doc/2025-1919-optimum-design-associates/download
https://www.mass.gov/doc/2025-1936-mencom-corporation/download
https://www.mass.gov/doc/2025-1936-mencom-corporation/download

Kaspersky ICS CERT

kaspersky

Francotyp- MponssoacTeo / CLLA YTeuka 17 Hos6ps 2025
Postalia [Mpown3BoanTENb NOYTOBOrO NnepCcoHarnbHbIX rona
obopynoBaHNS OaHHbIX 3 oKkTsIBPS 2025
roga
Buffalo Games | lNpownssoacTso / CLIA YTeuka 20 Hos96ps 2025
MponssogmTens Na3snos nepcoHanbHbIX roga
M HACTOJbHbIX NP OaHHbIX Akira
LLiIndposanbLykn
Takeuchi MpownssoacTeo / CLLIA YTeuka 26 HO96paA 2025
Manufacturing MNpowssognTenb rnepcoHarsnbHbIX ropa
Incorporated CTPOUTENBHOW TEXHUKI OaHHbIX Pla
(KOMMaKTHbIE 9KCKaBaToOpbI, —ay
LLiIndposanbLykn
r'yCEeHNYHbIE MOrPY34MKI)
AllEarth BHepreTuka, nponssoacteo | CLUA YTeuka 10 Ho91I6pPa 2025
Renewables / MNpowssognTens nepCcoHarnbHbIX rona
BO30OHOBNAEMbIX OaHHbIX 7 okTBps 2025
VNCTOYHNKOB SHEPIN, rona
BKJIKOYAs COTHEYHbIE MaHenu
1 obopynoBaHne
KLA DNeKTPOHMKa, CLUA YTeuka 7 Hos16pa 2025 roga
Corporation npons3BoACTBO / nepcoHanbHbIX 5 agrycta 2025
(KLA [MpomnssognTens JaHHbIX roga
Instruments - BbICOKOTOUYHOMO
Filmetrics) obopypoBaHus ons
NonynpPoOBOAHVKOBOM
W 3NEKTPOHHON
MPOMBbILLNEHHOCTI
Bartek MNvwesas KaHapa YTeuka 25 Hos6ps 2025
Ingredients MPOMBbILLIEHHOCTb, rnepcoHanbHbIX roga
Hp‘(’)"'MzBBZﬂ‘;TTB; .f AaHHBIX 31aBrycTa 2025
P A LLindposanblyikn | roga
VHIPEeONEHTOB
INC Ransom
Southern MpownssoncTeo / KomnaHug, | CLUA YTeuka 4 Hos6ps 2025
Graphics Inc. creumanmanpyoLascs nMepcoHanbHbIX roga
;am,cll./lmsall/me . OaHHbIX Daixin
pokodopmaTHO LLndposanbLUmkn

ne4vatun
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https://www.mass.gov/doc/2025-1945-francotyp-postalia-inc/download
https://www.mass.gov/doc/2025-1945-francotyp-postalia-inc/download
https://www.mass.gov/doc/2025-1969-buffalo-games-llc/download
https://www.mass.gov/doc/2025-1969-buffalo-games-llc/download
https://x.com/RedPacketSec/status/1983972356751008137
https://www.mass.gov/doc/2025-2009-takeuchi-manufacturing-incorporated/download
https://www.mass.gov/doc/2025-2009-takeuchi-manufacturing-incorporated/download
https://x.com/Comparitech/status/1973654203018125552
https://ago.vermont.gov/document/2025-11-10-allearth-renewables-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-11-10-allearth-renewables-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-11-07-kla-corporation-dba-kla-instruments-filmetrics-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-11-25-barktek-ingredients-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-11-25-barktek-ingredients-data-breach-notice-consumers
https://x.com/FalconFeedsio/status/1962943515412902196
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://x.com/ecrime_ch/status/1864256163061154098

Kaspersky ICS CERT

kaspersky

Gerd Bar GmbH | NpownssoacTteo / repmaHus Otkas UT-cuctem | 30 Hos6ps 2025
[NpownssognTenb n NT-cepsucos, ropa
NogbEMHOro 060pyAOBaHNS HapyLleHne 28 HosiBPs 2025
onepaLroHHOM
roga
OedaTenbHOCTH,
yTeuka AaHHbIX PayoutsKing
LLiIndposanbLyk
National KommyHaneHoe xo3ancTBo / | PyMblHMS OTkas UT-cuctem | 22 gekabpsa 2025
Romanian ["ocyupexaeHue, n NT-cepancos roga
Watgrg . YMPaB/SIOLLES BOAHEIMI LLndpoBanblumku | 20 gekabpsa 2025
Administration pecypcamy CTpaHbl roga
(Administratia
Nationala Apele
Roméane)
Petrdleos de OHepreTuka / HedTaHag BeHecyana OTkas UT-cuctewm, | 15 gekabpa 2025
Venezuela, S.A. | koOMNaHUg HapyLueHve ropa
onepauvioHHOMN
OedaTenbHOCTH,
OTKa3 CEePBNCOB
LLindposBanbLumkin
PES Energize KommyHanbHoe xossinctso, | CLLUA OTkas UT-cuctem | 6 nexabps 2025
3SHepreTvka / 1 CEpPBUCOB ropa
OHeprocHabxatoLas
KOMMaHWs
Yem Chio Co. [NpownssoacTso / TalnBaHb OTkas NT-cuctem | 8 nekabps 2025
s — e b
Y P 6 nekabps 2025
roga
Flexium DNeKTPOHMKa, TaliBaHb HeT naHHbIX 11 nekabpa 2025
Interconnect npon3BoOACTBO / roga
MpownsBoanTenb MMOKNX
rneyaTHbIX NnaT
Dainichi Color XnmMmueckas BbeTHam OTtkas UT-cuctem | 17 nekabpga 2025
vemamCe, | o T ey wngposaraun |2
P A ’ 15 pekabps 2025
cneumannanpyoLLagacs -
Ha NPOV3BOACTRE,
oKpaLuBaHUK
1 KOMMayHANPOBaHNM
nnacTmacchl
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https://www.baer-cargolift.com/en_GB/cyber
https://www.baer-cargolift.com/en_GB/cyber
https://x.com/ecrime_ch/status/2000828397623165088
https://www.dnsc.ro/vezi/document/press-release-v20251222-ransomware-attack-national-administration-romanian-waters-v24122025-900am
https://www.dnsc.ro/vezi/document/press-release-v20251222-ransomware-attack-national-administration-romanian-waters-v24122025-900am
https://t.me/PDVSA_Ve/6099
https://t.me/PDVSA_Ve/6099
https://www.facebook.com/pesenergize/posts/we-have-experienced-a-cybersecurity-incident-in-response-we-have-taken-several-s/1490235342705883/
https://www.facebook.com/pesenergize/posts/we-have-experienced-a-cybersecurity-incident-in-response-we-have-taken-several-s/1490235342705883/
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=150054&spoke_date=20251208&co_id=4306
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=150054&spoke_date=20251208&co_id=4306
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=140034&spoke_date=20251211&co_id=6269
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=140034&spoke_date=20251211&co_id=6269
https://contents.xj-storage.jp/xcontents/AS03610/7f5e397c/2a50/4566/8091/b7cc4da65c66/20251217114618493s.pdf
https://contents.xj-storage.jp/xcontents/AS03610/7f5e397c/2a50/4566/8091/b7cc4da65c66/20251217114618493s.pdf

Kaspersky ICS CERT

kaspersky

Tureby- KommyHansHoe xosaincteo / | JaHus HapyweHve 18 pekabps 2025
Alkestrup BopocHabxaroLas onepaLrioHHOM rona
Waterworks KOMMaHn4 OesaTensHOCTN 18 nexabps 2024
roga
Z-Pentest
Korean Air JlorncTuka n TpaHcnopT / tO>xHas YTeuka 29 nekabps 2025
ABriakoMnaHus Kopes rnepcoHanbHbIX ropa
OaHHbIX Clo
LLiIndposanbLykn
Oltenia Energy OHepreTuka / CeTb PyMblHS OTtkas UT-cnctem | 27 oekabpa 2025
Complex 3NEeKTPOCTaHUMIN 1 CEpPBUCOB roga
I(Eizrr;ZﬁéUI LLindpoBanblumkn | 26 nekabps 2025
g roga
Oltenia) A
Gentlemen
Nanyang ABTOMOBUNECTPOEHNE, TalnBaHb OTtkas T-cuctem | 23 gexkabpg 2025
Industries Co. npPown3BoACTBO / 1 CepBMCoB rona
(Nan Yang MNpownssognTenb :

. M LLndposanbumkn | Dire Wolf
Industries Co.) / | aBToMObBUnen bp H A —
Sanyang Motor | 1 KOMMNaKkTHbIX FPY30BUKOB
Co. Hyundai
Supreme DNeKTPOHMKa, TaviBaHb OTtkas UT-cuctem | 21 nekabpg 2025
Electronics Co. | nponssoacTso / 1 CEPBUCOB roga

[MpounssognTens .
LLIndposanbLumkn ilin
3MEKTPOHHbIX KOMMOHEHTOB ép W Qilin
NCH [NpownssoacTso / CLLA YTeuka 5 nekabps 2025
Corporation MpownssoanTEnb CUCTEM NepCcoHanbHbIX roga
1 oBopYAOBaHIA AR e 9 asrycra 2025
LLndposanblumkn | roga
TEXHNYECKOro bp W road
obcnyxnBaHUs Clop
MAG Aerospace | Mpon3soncTso, CLIA YTeuka 5 oekabps 2025
CTPOUTENBCTBO nepcoHanbHbIX roga
Y HXXNHNPWIHT, OaAHHbIX 30 asrycra 2025
aspokocMmyeckas rona
MPOMBbILLAEHHOCTb / foaa

Mpon3BOACTBO AeTanel ans
CamMoneToB 1 Opyrnx
neTaTeNbHbIX annapaToB
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https://www.fe-ddis.dk/globalassets/fe/dokumenter/2025/-russia-responsible-for-cyber-attacks-.pdf
https://www.fe-ddis.dk/globalassets/fe/dokumenter/2025/-russia-responsible-for-cyber-attacks-.pdf
https://www.dr.dk/nyheder/indland/kort-foer-juleaften-angreb-hackere-et-lille-vandvaerk-og-spraengte-roerene-det-staar-som-et
https://www.theguardian.com/world/2025/dec/18/denmark-says-russia-was-behind-two-destructive-and-disruptive-cyber-attacks
https://koreajoongangdaily.joins.com/news/2025-12-29/business/industry/Data-breach-at-Korean-Air-leaks-30000-employee-records/2488168
https://koreajoongangdaily.joins.com/news/2025-12-29/business/industry/Data-breach-at-Korean-Air-leaks-30000-employee-records/2488168
https://www.breachsense.com/breaches/korean-air-c-d-service-data-breach/
https://www.facebook.com/CEOltenia/posts/pfbid08mkE6qQTSwGV8aJhgSeBsHfchQ773cWz6vV8zzUh7gygbqk8pzAaUhKHePqS75Ufl
https://www.facebook.com/CEOltenia/posts/pfbid08mkE6qQTSwGV8aJhgSeBsHfchQ773cWz6vV8zzUh7gygbqk8pzAaUhKHePqS75Ufl
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=193724&spoke_date=20251223&co_id=2206
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=193724&spoke_date=20251223&co_id=2206
https://x.com/FalconFeedsio/status/2003171807755640905
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=171054&spoke_date=20251221&co_id=8112
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=171054&spoke_date=20251221&co_id=8112
https://x.com/ecrime_ch/status/2009869232213737741
https://ago.vermont.gov/document/2025-12-05-nch-corporation-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-12-05-nch-corporation-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/4749fc5d-fe3e-4478-81e7-9002330b4b3b.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/4749fc5d-fe3e-4478-81e7-9002330b4b3b.html
https://x.com/FalconFeedsio/status/1991188047904526354/photo/1
https://ago.vermont.gov/document/2025-12-05-mag-ds-corp-dba-mag-aerospace-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-12-05-mag-ds-corp-dba-mag-aerospace-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/9869d7e0-04a5-40bd-9a8e-157bbbcd2731.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/9869d7e0-04a5-40bd-9a8e-157bbbcd2731.html

Kaspersky ICS CERT

kaspersky

Inotiv dapmaLeBTrKa, CLLA OTkas UT-cuctem | 2 nexkabps 2025
npownssoacTeo / KomMnaHus, 11 CEPBUCOB, roga
Crneumannanpyoasascs yTeuka 5 asrycta 2025
Ha OOK/IMHNYECKIMX NMepCoHarnbHbIX

roga
NCCNeaoBaHNaX JaHHbIX
1 paspaboTke Qilin
JIEKAPCTBEHHbIX
npenapaTtoBs

Ryan Biggs Clark | CTponTenscTteo CLIA YTeuka 10 pexkabps 2025

Davis U MHXXNHNPWHP / KoMnaHug, rnepcoHarsnbHbIX ropa

Engineering 3aHVMaOLLAasACS JaHHbIX 24 cenTsIBps 2025
APXUTEKTYPHO- rona
CTpOUTENbHBIM
MPOEKTUPOBAHNEM

21 Air JlorncTuika n TpaHcnopT / CLLA YTeuka 11 nekabpsa 2025
ABrakomMnaHu1s NMepCcoHarbHbIX roga

Aa@HHbIX 3 noHa 2025 ropa

Barr & Barr CTponTtenscTeo CLLA YTeuka 4 nekabpsa 2025
W MHXXNHNPWHP / KoMnaHg, MepcoHasnbHbIX roga
3aHV||\/|arou_|,as|€9 ] JaHHbIX 4 cenTs6ps 2025
pecTaBpaLumen KynbTypHO LLindposanbiumky | rona
NCTOPUYECKMX OB BEKTOB

Akira

Garden of Life MpownssoacTeo / CLUA YTeuka 4 pekabpsa 2025
MpownssoanTENb NNLLEBbLIX NepCcoHanbHbIX roga
,g,ogaz(;:gm TOBapPOB Ans JaHHbIX 9 agrycra 2025

HOP LLndposBanblumkn | roga
Clop

LKQ ABTOMOBUNECTPOEHNE, CLLA YTeuka 15 nekabps 2025

Corporation norucTvka n TpaHcnopT / NepCcoHanbHbIX roga
[MocTaBLUVK aBTO3an4acTewn JaHHbIX 9 aBrycra 2025

LLndposanblumkn | roga
Clop

Rain Bird [NpownssoacTso / CLLA YTeuka 11 nekabpa 2025

Corporation MpownsBoanTENb CUCTEM NepCoHanbHbIX roga
OpPOLLEHNS JaHHbIX
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https://www.sec.gov/Archives/edgar/data/720154/000162828025040658/notv-20250808.htm
https://www.sec.gov/Archives/edgar/data/720154/000162828025040658/notv-20250808.htm
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/25f56e81-6724-463c-8050-ac72973ae606.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/25f56e81-6724-463c-8050-ac72973ae606.html
https://oag.ca.gov/ecrime/databreach/reports/sb24-616212
https://oag.ca.gov/ecrime/databreach/reports/sb24-616212
https://www.bleepingcomputer.com/news/security/pharma-firm-inotiv-says-ransomware-attack-impacted-operations/
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0a3300aa-5c94-4788-bc8a-e4be30eb5cc3.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0a3300aa-5c94-4788-bc8a-e4be30eb5cc3.html
https://www.mass.gov/doc/2025-2115-21-air-llc/download
https://www.mass.gov/doc/2025-2115-21-air-llc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/40aaa4bd-d79b-493a-b811-be45d870c44b.html
https://ago.vermont.gov/document/2025-12-04-barr-barr-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-12-04-barr-barr-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/03ea62a4-21c1-46ee-bb2c-0fec4fdd2f6e.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/03ea62a4-21c1-46ee-bb2c-0fec4fdd2f6e.html
https://x.com/FalconFeedsio/status/1973418098003972194
https://ago.vermont.gov/sites/ago/files/documents/2025-11-04%20Garden%20of%20Life%20Data%20Breach%20Notice%20to%20Consumers.pdf
https://ago.vermont.gov/sites/ago/files/documents/2025-11-04%20Garden%20of%20Life%20Data%20Breach%20Notice%20to%20Consumers.pdf
https://x.com/FalconFeedsio/status/1988121476483121291
https://oag.ca.gov/ecrime/databreach/reports/sb24-615804
https://oag.ca.gov/ecrime/databreach/reports/sb24-615804
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0f46ebfd-5508-426d-88f9-3ad07e6ef483.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0f46ebfd-5508-426d-88f9-3ad07e6ef483.html
https://www.securityweek.com/auto-parts-giant-lkq-confirms-oracle-ebs-breach/
https://ago.vermont.gov/document/2025-12-11-rain-bird-corporation-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-12-11-rain-bird-corporation-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/e518030a-01cf-437b-a095-5e3e247b5c5b.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/e518030a-01cf-437b-a095-5e3e247b5c5b.html

Kaspersky ICS CERT

kaspersky

HydroServe MponssoacTeo / CLA YTeuka 19 nekabps 2025
LLC (Gustavo MponssoguTens nepcoHanbHbIX roga
Preston KaHanmM3auyiOHHbIX CUCTEM OAHHbIX 6 okTS6ps 2025
Company)
roga
Mclntosh DNeKTPOHMKa, CLLA OTtkas NT-cuctem, | 19 nekabpa 2025
Laboratory npownsBoACTBO / yTeuka roga
MpowssoanTenb NMepCoHanbHbIX 6 okTa6ps 2025
ayanNoOTEXHVKN OAHHbIX
roga
LLIndposanbLumkn Safepa
BTU DNEeKTPOHMKa, CLLA YTeuka 26 nekabps 2025
International npownsBoACTBO / rnepcoHarsnbHbIX ropa
MpowssoanTenb OAHHbIX 11 asrycra 2025
obopynoBaHNg ans ona
TepMunyeckom obpaboTki foas
Chiesi USA dapmaueBTrKa, CLLA YTeuka 22 nekabps 2025
NpPon3BOACTBO / MepCoHarbHbIX roga
®apmaLeBTnyeckas JaHHbIX 23 ot 2025 rofa
KOMMaH1s
Cytek MpownssoacTeo / CLUA YTeuka 22 nekabpg 2025
Biosciences [MpounssognTens nepcoHanbHbIX roga
MeOnLIHCKOro OaHHbIX 1 HosiBps 2025 roga
o6opynoBaHIs LLIndposanbLumkn
P Rhysida
Cabinets 2000 MpownssoacTso / CLUA OTkas NT-cuctem, | 30 nekabpa 2025
Mpona3BognTENb KYXOHHOM yTeuka roga
mebenm NepCcoHanbHbIX 2 oKkTsIBpsi 2025
OaHHbIX -
LLdpposanbumkm BlackShrantac
Volume JlorncTuika n TpaHcnopT / CLIA OTkas UT-cuctewm, | 8 gekabps 2025
Transportation KomnaHug, 3aHnmatoLLasacs yTeuka ropa
rpy3onepeBo3kamu NepCoHanbHbIX 18 asrycra 2025
OAHHbIX
roga
LLiIndposanbLyk Qilin
The Scharine MpownssoacTeo / CLLA YTeuka 16 nekabps 2025
Group MpowssoanTenb NepCoHanbHbIX roga
CENbCKOXO3ANCTBEHHOMO OaAHHbIX P
o6opynoBaHns =ay
LLIndposanbLyk
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https://www.mass.gov/doc/2025-2138-hydroserve-llc-dba-gustavo-preston-company/download
https://www.mass.gov/doc/2025-2138-hydroserve-llc-dba-gustavo-preston-company/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/1e92636b-0a09-4df6-be52-bcb8bab04a33.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/1e92636b-0a09-4df6-be52-bcb8bab04a33.html
https://oag.ca.gov/ecrime/databreach/reports/sb24-615917
https://oag.ca.gov/ecrime/databreach/reports/sb24-615917
https://ago.vermont.gov/document/2025-12-17-mcintosh-laboratory-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-12-17-mcintosh-laboratory-data-breach-notice-consumers
https://x.com/ecrime_ch/status/1986040971310617084
https://www.mass.gov/doc/2025-2176-btu-international/download
https://www.mass.gov/doc/2025-2176-btu-international/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/577bc65b-57fc-4b25-9f34-a636f45f3e33.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/577bc65b-57fc-4b25-9f34-a636f45f3e33.html
https://www.mass.gov/doc/2025-2144-chiesi-usa-inc/download
https://www.mass.gov/doc/2025-2144-chiesi-usa-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/f8199e2d-10d1-43c9-8767-de857ffbe8a0.html
https://www.mass.gov/doc/2025-2146-cytek-biosciences-inc/download
https://www.mass.gov/doc/2025-2146-cytek-biosciences-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/37b0bb9e-101d-4580-a543-6d58c3cd7d40.html
https://x.com/FalconFeedsio/status/2015404186415055140
https://oag.ca.gov/ecrime/databreach/reports/sb24-616428
https://oag.ca.gov/ecrime/databreach/reports/sb24-616428
https://x.com/FalconFeedsio/status/1980324331772342319
https://www.mass.gov/doc/2025-2059-volume-transportation-inc/download
https://www.mass.gov/doc/2025-2059-volume-transportation-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/aec695d9-b5cf-431b-a6e7-c4b60b7cc321.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/aec695d9-b5cf-431b-a6e7-c4b60b7cc321.html
https://x.com/FalconFeedsio/status/1967545517308817461
https://www.mass.gov/doc/2025-2105-the-scharine-group/download
https://www.mass.gov/doc/2025-2105-the-scharine-group/download
https://x.com/DailyDarkWeb/status/1955246602400002228
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American Holt [MpownssoacTeo / CLLA YTeuka 18 nekabpsa 2025
MNMocTaBLVK 3anyacTen ans NnepCcoHarnbHbIX rona
MPOMBbILLNIEHHOrO OaHHbIX 22 oKTsI6ps 2025
obopynoBaHus
rona
Southeast CTtpountenscTso CLWA YTeuka 22 nekabps 2025
Mechanical U MHXXNHNPWHT / KoMnaHna rnepcoHanbHbIX ropa
Contractors Mo YCTaHOBKe OAHHbIX 17 okTsI6ps 2025
1 OBCNY>XKMBaHNIO CUCTEM
rona
BEHTUASLMN,
KOHOVLIMIOHNPOBaHNS
1 OTOMNEHMS
Pharmaceutics dapmaueBTrKa, CLLA YTeuka 22 nekabps 2025
International npownsBoACTBO / MepcoHasnbHbIX ropa
dapmaLeBTrYecKas JaHHbIX 17 okTsI6ps 2025
KOMMaHns
LLindpoBanbluykn | roga
RansomHub
Fieldtex MNpownssoacTeo / CLLA YTeuka 23 pexkabps 2025
Products MNpownssognTenb anTevek, nepcoHarnbHbIX roga
YexJIoB 1 CYMOK 4114 OaHHbIX Akira
MEONLMHCKUX HY XL LI poBansLKH AKIra
Mercury Wire MpownssoacTeo / CLUA YTeuka 29 nekabpg 2025
Products MpownssognTens NPOBOAOB NepCcoHanbHbIX roga
1 Kabenen OaHHbIX Sinobi
LLIndposanbLumkn
Pacific Railway CTtpountenscTtso CLUA YTeuka 29 nekabpg 2025
Enterprises U MHXNHNPWHT / TloCTaBLLmMK nepcoHasnbHbIX roga
yCnyr no npoeKTUPOBaHUIO OaHHbIX Akira
1 OBCNY>XMBaAHNIO CUCTEM .
LLiIndposanbLyk
CUrHaNM3aummy Ha XXenesHblxX
Joporax
Tris Pharma ®apmaLeBTVIKa, CLLA YTeuka 5 nekabps 2025
npon3BoOACTBO / nepcoHanbHbIX roga
®apmaLeBTnyeckas OaHHbIX 24 cenTsIBps 2025
KOMMNaHus -
ECM CTtpountenscTso CLLA YTeuka 4 nekabpsa 2025
Consultants W HXXVUHNPWHS / nepcoHanbHbIX roga
CTpounTensHO-NHXeHepHas OaHHbIX 4 wions 2025 roga
KOMMaHus
LLIndposanbLyk
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https://www.mass.gov/doc/2025-2117-american-holt-llc/download
https://www.mass.gov/doc/2025-2117-american-holt-llc/download
https://www.mass.gov/doc/2025-2145-southeast-mechanical-contractors/download
https://www.mass.gov/doc/2025-2145-southeast-mechanical-contractors/download
https://www.mass.gov/doc/2025-2149-pharmaceutics-international-inc/download
https://www.mass.gov/doc/2025-2149-pharmaceutics-international-inc/download
https://x.com/FalconFeedsio/status/1818709686100934740
http://mass.gov/doc/2025-2170-fieldtex-products-inc/download
http://mass.gov/doc/2025-2170-fieldtex-products-inc/download
https://www.securityweek.com/fieldtex-data-breach-impacts-238000/
https://www.mass.gov/doc/2025-2185-mercury-wire-products-inc/download
https://www.mass.gov/doc/2025-2185-mercury-wire-products-inc/download
https://x.com/FalconFeedsio/status/2001110504132239723
https://www.mass.gov/doc/2025-2185-mercury-wire-products-inc/download
https://www.mass.gov/doc/2025-2185-mercury-wire-products-inc/download
https://x.com/TMRansomMon/status/1993659912145273008
https://www.mass.gov/doc/2025-2042-tris-pharma/download
https://www.mass.gov/doc/2025-2042-tris-pharma/download
https://www.mass.gov/doc/2025-2041-ecm-consultants-inc/download
https://www.mass.gov/doc/2025-2041-ecm-consultants-inc/download
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Sinobi
Wood, Patel & CTtpountenscTso CLA YTeuka 9 nekabps 2025
Associates W MHXXNHNPWHT / rnepcoHanbHbIX ropa
CTpounTensHO-NHXeHepHas OAHHbIX 4 wions 2025 ropa
KOMNAHIAS LLiIndposanbLykn
P t Play
CES Group CTtpountenscTso CLA YTeuka 16 nekabps 2025
Engineers Y HXXVHWPWHT / nepcoHarbHbIX roga
CTpouTenbHO-NHXEeHepHas OAHHbIX 20 asrycra 2025
KOMMaH1s rona
Thyssen Mining | TlopHopo6biBatoLLas CLLA YTeuka 5 nexkabpsa 2025
MPOMBbILLNEHHOCTb / MepCoHarbHbIX roga
opHOAOBkIBatOLLLASA OaHHbIX 13 aBrycra 2025
KOMMaH1s rona
Hanson CTtpountenscTso CLUA YTeuka 8 nexkabpsa 2025
Professional W HXXUHWPWHS / NepCcoHanbHbIX roga
Services KoHcanTuHrosas KomnaHus, OaHHbIX Chaos
CcneumannanpyoLLascs LLIdpoBanbLLKL -
VIH)XKEHEPHbIX
W CTPOUTENBHBIX paboTax
Golden Artist MpownssoacTeo / CLUA YTeuka 5 nexkabpa 2025
Colors MponsBoanTENb KPacok nepcoHanbHbIX roga
AaHHbIX 7 HosI6ps 2025 ropa
LLIndposanbLumkn Nitrogen
Pawling [NpownssoacTso / CLUA OTtkas UT-cuctewm, | 17 nekabps 2025
Corporation MponssognTenb yTeuka rona
VHTEPbEPHbIX 3aLLNTHBIX NepCcoHanbHbIX 20 asrycra 2025
peLLeHN ons ABepei OAHHbIX rona
¥ nona oT yoapos
Akira
Bleyl Interest CTtpountenscTso CLIA YTeuka 5 oekabps 2025
N HXXVHUPWHE / KoMnaHus, NepCoHanbHbIX roga
CcrneuvanmavpyoLLascs OAHHbIX Akira
Ha NPOEKTMPOBAHNM LLINdPOBaBLIKA -
MYHLWNaIbHbIX O6BEKTOB
Lydig CTtpountenscTso CLLA YTeuka 12 nekabps 2025
Construction W HXXVUHNPWHS / NnepCcoHarnbHbIX roga
CTtpouTtenbHasg KoMnaHus OaAHHbIX
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https://x.com/SaptangLabs/status/1957465667768066078
https://www.mass.gov/doc/2025-2060-wood-patel-associates/download
https://www.mass.gov/doc/2025-2060-wood-patel-associates/download
https://x.com/FalconFeedsio/status/1942631537209663813
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/16fa9da9-a0ed-4b2e-b4d9-f2cfd2a83c37.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/16fa9da9-a0ed-4b2e-b4d9-f2cfd2a83c37.html
https://dojmt.gov/wp-content/uploads/2026/01/Consumer-notification-letter-26.pdf
https://dojmt.gov/wp-content/uploads/2026/01/Consumer-notification-letter-26.pdf
https://dojmt.gov/wp-content/uploads/2026/01/Consumer-notification-letter-28.pdf
https://dojmt.gov/wp-content/uploads/2026/01/Consumer-notification-letter-28.pdf
https://www.dexpose.io/chaos-ransomware-strikes-hanson-professional-services-inc/
https://dojmt.gov/wp-content/uploads/2026/01/Consumer-notification-letter-23.pdf
https://dojmt.gov/wp-content/uploads/2026/01/Consumer-notification-letter-23.pdf
https://x.com/FalconFeedsio/status/1996248458873995701
https://ago.vermont.gov/document/2025-12-17-pawling-corporation-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-12-17-pawling-corporation-data-breach-notice-consumers
https://x.com/FalconFeedsio/status/1973031986576146763
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://x.com/ecrime_ch/status/1990812416339321190
https://www.atg.wa.gov/lydig-construction-inc
https://www.atg.wa.gov/lydig-construction-inc
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Play
Evergreen [MpownssoacTso / CLLA OTkas UT-cuctem | 23 nekabpg 2025
Printing Tunorpadws 1 CepBnCOB ropa
LLndposanblumkn | 19 nekabps 2025
roga
Qilin
Aras Kargo JlorncTuika n TpaHcnopT / Typuus Otkas UT-cnctem | 1 gekabpa 2025
Jlornctryeckas kKomnaHms 1 CEPBUNCOB roga
LLndpoBanblumky | 30 Hos6ps 2025
roga
La Poste JlorncTuka n TpaHcnopT / dpaHung OTkas UT- 22 pgekabpa 2025
Jlornctryeckas kKomnaHms CepBncoB roga
DDoS Noname(057(16)
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https://x.com/FalconFeedsio/status/1940798995099799755
https://www.theretrospect.com/news/the-retrospects-printer-a-victim-of-a-ransomware-grinch-dc8924fc
https://www.theretrospect.com/news/the-retrospects-printer-a-victim-of-a-ransomware-grinch-dc8924fc
https://x.com/FalconFeedsio/status/2008974534364528886
https://www.araskargo.com.tr/haberler/regarding-public-information
https://www.araskargo.com.tr/haberler/regarding-public-information
https://www.lapostegroupe.com/en/news/cyberattack-on-22-december
https://www.lapostegroupe.com/en/news/cyberattack-on-22-december
https://www.rescana.com/post/la-poste-and-la-banque-postale-hit-by-pro-russian-noname057-16-ddos-cyberattack-in-december-2025
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