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OTOT BOKYMEHT cofepXuT 0630p cooblyernii 06 APT- 1 prHaHCOBbIX aTakax
Ha NPOMBbILLIEHHbIE NPEANPUATUS, MHOPMaLMS O KOTOPLIX Dblna packpbiTa

B TpeTbeM kBapTane 2024 roga, a Tak>Xe O CBSA3aHHOM C 3TUM aKkTUBHOCTM rpyn,
3aMeYeHHbIX B aTakax Ha NMPOMbILLIEHHbIE OPraHM3aLM 1 06 BEKTbI KPUTUYECKON
NHPPaCTPYKTYpbl. B Kaxxaom criyyae Mbl KpaTKO U3NOXMAN OCHOBHbIE paKThl,

a TaK>Xe NpuBenn NosyYeHHble nccnegoBaTensMm pesynbTaThl U BbIBOAb,
KOTOpble MOTyT ObITb MONE3HbI CreuvanmcTam, 3aHUMaKOLLMMCS NPaKTUYECKMM
BOMpocamMmu kKnbepbe3onacHOCTM NPOMBbILLNIEHHBIX NPeANPUATUIA.

OcHoBHble cobbITuA KBapTana

B TeueHne kBapTana 6binio onybamMKkoBaHO MHOXECTBO UCCNeAoBaTENbCKMX
paboT 1 TEXHNYECKMX BronneTeHen, NoapPO6HO ONUCHIBAIOLLMX aTaky, MALLEHIMI
NN XXePTBaMU KOTOPbIX CTasv OpraHn3aumnmn NpoMbILLIeHHOro cektopa. C Hawel
TOUKM 3pEHMIS, HanMbonee MHTEePECHbIMU OJ19 UccregoBaTeneit U NonesHbIMA A5
CrneumanicToB Mo KnbepbesonacHOCTY SBASOTCS CNeayoLme:

FrostyGoop: peakuii cnyyain OGHapy>XeHUs 1 pacKpbITVS CBEAEHNI

06 VHCTPYMEHTapuK, CreumnanbHo NpeaHasHauYeHHOM AJ19 TEXHONOrMYeCcKnX
cuctem. [lpeanonoXxnTensHoO, 3TOT MHCTPYMEHT, MOAAEPXXVBAOLLNIA
B3anmogericTame no npotokony Modbus, 6bin npuMeHeH B aTake

Ha KOMMYHasbHYO KOMMNaHuio B 3anagHoi YkpanHe, B pe3ynbTaTe KOTOPOiA

600 MHOrokBapTUPHbBIX LOMOB Ha ABa [HS OCTanCb 6€3 OTOMIEHNS B XONOAHbIA
3UMHUIA Nnepuog B koHue 2023 roga.

Librarian Ghouls — elie ogHa kamnaHWs, MULLEHSMW KOTOPOW CTanm
NPOMBbILLNEHHbIE NPeanpUaTUS. XOTS B 9TOW LUNNOHCKOW KaMMnaHU
3M10YMBbILLIEHHVKI HE HaLEeNMBanncb HEMOCPEACTBEHHO Ha TEXHOOrMYeckme
CUCTEMbI, OHW NbITanNCh NONyYnNTb AaHHble 3D- 1 2D-mopennpoBaHng, a Takxe
KOHCTPYKTOPCKME U NPOEKTHbIe daitsibl pasnuuHbix CAD-cuctem, yto rosopuT 06
NX MHTepece K NPOEKTUPOBaHNIO 1 pa3paboTke HOBbIX MPOMbILLIEHHbIX
NPOAYKTOB N TEXHOMOTMIA.

Yepeb CMoon, KoTopbIii pacnpocTpaHsancs Yepes B3NIOMaHHbIA CanT
poccuiickoi aHepreTnyeckoi komnaHum, 1 ataku TIDRONE /Operation
WordDrone, npeactasnssLume coboi, no-BUANMOMY, TMOO aTakm Ha LLlenoyKy
NoCTaBOK, MO0 aKChyaTaumio ya3BMMocTH B npoaykTe ERP ang nonyueHns
nepBOHaYanbHOro 4OCTyNa K CUCTEMaM XepTBbl, BHOBb MOATBEPXAAIOT TE3NC,
YTO 3TU WMPOKO OBCY>XAaeMble BEKTOPbI aTaku, KOraa CTOPOHHUI CEPBIC
noasepraeTcy B3/IOMY C LIeNbO 3apaXeHns Apyrnx CUCTEM, H B KOEM Criyyae
He cnepyeT UCKYaTb U3 MOAeNein yrpos3 COBPEMEHHbIX

NPOMBbILLNEHHbBIX MPEANPUSATIIN.
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ATaku Ha TpaHcnopT n noructuky B CesepHoit AMepuke: B Xo4e KamnaHuii
NCMOoMb30Ban1Chb AManoroBble OkHa C ynoMuHaHuamn Samsara, AMB Logistic

n Astra TMS — nporpamMMHbIX NPOAYyKTOB ANs yNpaBneHns paboTol TpaHcnopTa
1 aBTOMNAPKOB. 310YMbILLNEHHVKN MPUMEHWIN CXEMY COLMaNbHON NHXXEHEPUM
nop, HassaHvem ClickFix, xepTBy koTopol 0O6MaHHbIM MyTem NobyxaatoT
CKOMMPOBaTb 1 3anyCTUTb BpeAoHOCHbIN PowerShell-ckpunT ans «mcnpaBneHns
TexHu4ecKkom npobnembi». IHTepecHo, YTo nccnenoBaTeNy BbISIBUNA

KaK MUHUMYM 15 CKOMNPOMETUPOBAHHBIX YYETHbIX 3anmncer a1eKTPOHHON NOYTHI,
MNCMOMb30BaHHbIX B KaMMNaHUW. 311I0HaMepPEHHOE NCMOb30BaHNe NErnTUMHbIX
KOpMnopaTMBHbIX akkayHTOB AenaeT aTaky ropasno 6onee addpekTnBHOM

MO CPaBHEHMIO C OBbIYHBIMY ClyYasiMu, KOrfa BpegoHocHas nHppacTpykTypa
NPYMEHSETCS ANs OTNPaBKM GULLNHIOBbLIX MCEM C NOAAENbHBIMU 3ar0NoBKaMU.

Ataku PhantomCore/Head Mare — ewie oguH cnyyait, koraa
3M10YMBbILLAEHHVKI OTNPaBASN BPEAOHOCHbIE MMCbMa CO B3/TOMaHHbIX akkayHTOB
3NeKTPOHHON NoYThl. Kpome Toro, oHn pasmellani spegoHocHoe 10

B MHbpPACTPYKTYpe NoABEPrLUNXCS XakepCKOW aTake opraHM3aLmii.

B oTueTax 6b1110 OnNrcaHo HECKObKO COBpEMEHHbIX TEXHUK, NPUMEHAEeMbIX
Ha HavanbHOWM CTaaMn aTaku:

e ArTaku c ucnono3zosaHnem MSC-¢aiinos/AppDomainManager
Injection. Cpenu onmncaHHbIX TEXHUK aTaku, 3aCNy XXMBaOLLMX BHAMAHUS,
eCTb HOBas TexHUKa nof HassaHnem GrimResource, ncnonbaytoLas
ya3sumMocTb Windows XSS, nHpopmaums o KoTopoli bbina nepenaHa
Microsoft nouTtu wecTb NeT Hasan 1 KoTopas O CUX NOP He YCTpaHeHa.
JTloB6onbITHO, YTO B TOI e KaMMnaHM UCMOSb3YeTCs ApYras Ysa3BUMOCTb
Microsoft, o koTopoli nccnegoBaTeny COOBLLNAN HECKOSbKO NeT Ha3apn,
1N KOTOpas C TeX Nop B OCHOBHOM MpuMeHsnach crieuyaniuctamm Red Team,
HO penKo BCTpeyvanach B ankoi cpege — AppDomainManager Injection.

e ATakm c ucnonnsosaHnem Microsoft Sway. GecnnaTHbili [ocTyn
K Ny©AnYHbIM 0BnayHbIM CepBrCcCaM MCMONb30Bascs A1 nepBoHaYanbHOM
KOMMpOMeTaLMN CUCTEM HETPUBMANbHBIM CMOCOBOM. 3M10YMbILLNEHHVKM
pasmecTunm B Microsoft Sway puLMHroBble CTpaHULbl AN KaMnaHUK
no Kpaxke y4eTHbIX faHHbix Microsoft 365. CTpaHuubl cogepxani TOnNbKo
QR-kopabl, Noby>xaas )XepTB OTKPbIBaTb BPELOHOCHbIE CTPaHWLbl BXOAa
B @aKKayHT Ha MOBWIbHbIX YCTPONCTBaX. 3M10YMbILLIEHHVKN MCMONb30Basm
Cloudflare Turnstile, 4uTo6bl 3aCcTaBUTL XEPTBY NPONTN Kanyy,

YTO NO3BONAIO UM CKPbITb BPEAOHOCHYIO CTPaHKLLYY OT aBTOMaTUYECKNX
WHCTPYMEHTOB CTaTMYECKOro aHansa, obecneunsas Takum obpasom
XOPOLLYIO penyTaumio LOMeHa, Ha KOTOPOM 3Ta CTpaHMLa Obina
pa3meLleHa. HakoHeu, oHM ncnonb3osanu 6ecnnaTtHbli Tapu@HbIA nnaH
cepsuca Cloudflare Workers B kauecTBe BpeOHOCHOro 06paTHOro
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NPOKCK ANS OPUrMHanbHbIX (NermTnMHbIX) cTpaHuy, Bxopga Microsoft,
YTO MO3BONIO UM peanM3oBaTh aTaky attacker-in-the-middle, koTopas
aBTOPW3YeT NOoNb30BaTeNs Ha NErNTUMHON CTPaHWLE, OOHOBPEMEHHO
cobupas yyeTHble faHHble, 0OHOPAa30Bble TOKEHbl BXOAa U dalinbl KyKu
ANS NocnenyoLLLEero NCrnosib3oBaHUS.

e TA415/APT41. DuumnHroBas KamMmnaHus, OCHOBaHHas Ha 3TI0HaMEPEHHOM
ncnonb3oBaHun popmata daiina .search-ms.

OTpenbHoro BHMMaHus 3acnyxusatoT atakm Flax Typhoon/Raptor Train —
CNOXHOrO TpexypoBHeBoro 60THeTa, cocToswero 13 200 000
MapLUpyTU3aTOPOB Marsbix 1 AoMaLuHux opurcos (SOHO), koTopbli

He ncnonb3oBancs ong DDoS-aTak, HO ceTeBas akTMBHOCTb KOTOPOro,

Kak oka3anochb, Oblna 3afgelicTBOBaHa B aTakax Ha KpUTUYECKN BaXKHbIe CEKTOPbI
B CLLIA n Ha TaliBaHe.

IOro-BocTtouHasa A3usa n Kopes

Ataxm Andariel

AreHTCTBO NMo KMbepbesonacHoCT N 6e3onacHocT UHPpacTpykTypsl CLUA
(CISA), AreHTcTBO HaumoHanbHol 6e3onacHocTn (NSA), ®epepanbHoe 6iopo
paccneposanuii (FBI) B coTpynHuuecTse ¢ gpyrumm asTopamm 25 nons
ony6nmkoBanu GronneTeHs kKnbepbesonacHOCTY O NOAAEPXMBAEMOV

Ha rocynapCTBEHHOM YPOBHE KMbeprpynne, M3BeCTHOW Noa nMeHamu Andariel,
Onyx Sleet (paHee PLUTONIUM), DarkSeoul, Silent Chollima n Stonefly /Clasiopa.
Mo cBepeHMsM aBTOPOB BloNNeTEHS, 3Ta rpynna OpUeHTNPOBaHa
NperMyLLECTBEHHO Ha aTakn Ha OBOPOHHbIE, a3POKOCMUYECKIE, SAEPHbIE

N HXMHUPWHroBble opranmsauun B CLUA, dnonun, FOxHon Kopee n Hgnn.
[pynna npowwna NyTb OT AECTPYKTMBHbIX aTak Ha opraHn3aumm B CLLUA

1 KOxHon Kopee fo cneumanmsnpoBaHHbIX aTak, CBA3aHHbIX C KBepLUMMOHaXem
1 BoIMOraTenbCTBOM. B BronneTeHe onvchiBaloTCS UCMOSb3yeMble Fpynmol
WHCTPYMEHTbI, TaKTUKM 1 TEXHUKN, @ TakxXe NHANKATOPbI KOMAPOMETaLUUN.

Ncecneposatenu ns Microsoft n Mandiant Toxe onybnunkoBanu oTyeTsl

06 akTmBHocTM Andariel/APT45/0Onyx Sleet, npenocTtasus nHdopmaumio

06 Ncnonb3yembix MHCTPYMeHTax, T TP (TakTukum, TexHukn n npoueaypsl), loC

1 3aTPOHYTbIX aTakamu oTpacnsx. B otueTax Takxe cogepXxuTtcs nHbopmaums
06 aTakax, o koTopbix «JlabopaTopus Kacnepckoro» nucana B 20211 2022 ropax.
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-207a
https://www.mandiant.com/resources/blog/mapping-dprk-groups-to-government
https://learn.microsoft.com/en-us/microsoft-365/security/intelligence/microsoft-threat-actor-naming?view=o365-worldwide
https://www.microsoft.com/en-us/security/blog/2024/07/25/onyx-sleet-uses-array-of-malware-to-gather-intelligence-for-north-korea/
https://cloud.google.com/blog/topics/threat-intelligence/apt45-north-korea-digital-military-machine
https://securelist.com/andariel-evolves-to-target-south-korea-with-ransomware/102811/
https://securelist.com/andariel-deploys-dtrack-and-maui-ransomware/107063/
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ATtakum Kimsuky

CornacHo nspganuio Der Spiegel, xakepckas rpynna, cBsa3aHHas C BNacTamMu
CesepHoli Kopewn, aTakoBana Hemeukoro npounssoantens opyxus Diehl Defence,
3anycTvB GULLNHIOBYIO KaMMaHMIO, OCHOBaHHYIO Ha MOAAENbHbIX MPEOSIOXKEHUSX
0 paboTe 1 NPOABUHYTbIX METOAAX CoLManbHOM NHXeHepun. ATaka, 3a KOTOPOIA
ctouT APT-rpynna Kimsuky (Takxxe nasectHas kak APT43), nicnonososana PDF-
daiinbl co cneunanbHO Co3aaHHbIMK LieneBbiMU GULLIMHIOBLIMY MPUMaHKaMU,
copepXxammmn kobbl npepnoxerHns ons cotpyaHnkos Diehl Defence o paboTe
B aMeprKaHCKNX OBOPOHHbBIX KOMMaHUsx. 1o AaHHbBIM 13haHus, ccnenoBaTenu
13 Mandiant o6Hapy>xunu, 4To nepepn nposeaeHnem GULLIMHIOBLIX aTak
3M10yMBbILLEHHVKN NPOBENM TaTenbHyto pa3senky B oTHowweHun Diehl Defence.
Der Spiegel coobLuaeT, uTo agpec cepsepa, KOTopbli xakepbl Kimsuky
ncnonb3osanu B xofe ataku, cogepxan cnoso «Uberlingen» kak ykasaHne

Ha MecTononoxeHne komnanum Diehl Defence B KO6epnmHreHe Ha tore
epmaHun. Ha cepBepe 3n10yMbILLNEHHNKOB TakXXe bbln pa3MeLLeHbI
BbI3blBalOLLME AOBEPUE CTPAHMLBI BXOAA Ha HEMELIKOM $3blKe, MOXOXME

Ha CTpaHWLbl CalriToB NpoBalifepa TENEKOMMYHMKaLMOHHBIX cepBucoB Telekom

1 noytoBoro ceparca GMX, UuTo ykasbiBaeT Ha MacCOBYIO KpaXy YYETHbIX JaHHbIX
HeMeLKNX Nonb3oBaTenel. Hackonbko ycneLuHol bbina ataka 1 CKOMbKO
nHpopmMaLmm yaanoch NONyUMTb Xxakepam, He YTOUHSETCS.

HaumoranbHbIli LeHTp knbepbesonacHocTn FOxHon Kopen (NCSC)
npenynpennn, Yyto rpynnsl Kimsuky n Andariel atakosany opraHnsaumm B CTpaHe.
NCSC cuntaet, YTo Liesbto 3M10yMbILLIEHHNKOB bblna Kpaya CBeaeHUl,
COCTaBNSIOLLMX KOMMepUecKyto TaiHy. B sHBape 2024 rona 6binn aTakoBaHbl
CTPOUTENbHbIE KOMMAHWW, FOCYAaPCTBEHHbIE YUPEXAEHWS N MECTHbBIE OpraHbi
BNacTW; B XO4€E 3TMX aTaK UCMOSIb30BanNCh MPOrpaMMbl YCTaHOBKU C TPOSHCKUM
dyHKUMOHanom, nognvcaHHble undpooii nognuckto. B anpene rpynna Andariel
ncnonb3oBana ys3BMMOCTb B toxkHokoperickor VPN ang pacnpocTtpaHerus
noAfesbHbIX OOHOBNEHWI NPOrpaMMHOro obecrneyeHs, KOTopble yCTaHaBAMBaM
DoraRAT Ha KoMMbloTepbl CTPOUTENBHBIX 1 MALLNHOCTPOUTENBbHBIX KOMMaHWUIA.
DoraRAT — 310 KOMNaKTHasa TposgHcKas nporpamma yganeHHoro goctyna (RAT)
C MUHVMasbHbIM QYHKLIMOHANOM, YTO NMO3BONSET el AeincTBoBaTb bonee
CKpPbITHO. BapuaHT, ncnonb3oBaHHbIli B 3TOM aTake, bbl CKOHPUIYprpOBaH

LN Kpaxky 60nbLumx Gpaiinos 1 OTAPaBky NX Ha KOMaHAHbI cepBep

310y MBbILLIEHHVIKOB.

ATtakn UNC2970

NccneposaTtenu ns komnanum Mandiant o6Hapy kv atakm rpynnbl,
otcnexmsaemoit kak UNC2970, Ha MmeHeokepOB BbICLLErO 3BEHA B KOMMaHNSX
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https://www.spiegel.de/netzwelt/web/diehl-defence-hacker-aus-nordkorea-zielen-auf-mitarbeiter-des-ruestungskonzerns-a-8735f440-670c-40df-9e46-06c620fe9be6
https://www.documentcloud.org/documents/25031724-240805_saibeoanbo_jeongbogongdongce_habdongboangweongomun
https://www.bleepingcomputer.com/news/security/north-korean-hackers-exploit-vpn-update-flaw-to-install-malware/
https://cloud.google.com/blog/topics/threat-intelligence/unc2970-backdoor-trojanized-pdf-reader
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SHEPreTNYECKOro 1N aspoKOCMMNYECKOro cekTopoB. B xofe aTux atak
NCMONb30BannCb GULLNHIOBbIE COOBLLEHNS Ha TEMY BakaHCUI C LIENbIO
nonyyeHns KoHPunaeHumanbHblx aHHbIX. [logsepriuvecs atake opraHnsaumm
HaxopsTcs B CLUA, Benukobputanum, Hnoepnangax, Ha Kunpe, B LLseuuw,
epmaHun, CuHranype, 'oHKoHre 1 ABCTpanuun. 310yMbILLAEHHNKN
B3aMOLENCTBYIOT C LeNsaMn Yepes anekTPoHHYo nouTy n WhatsApp,
yCTaHaBnMBas [OBEPUTENbHbIE OTHOLLEHWS, 8 3aTEM OTNPaBNSOT BPEAOHOCHbIN
ZIP-daiin nog Buaoom onmcanHus BakaHcun. ZIP-apxvB cooep>xmT 3awmndpoBaHHbIii
PDF-daiin n TposHN3npoBaHHYO BEPCUIO NPOrpamMmMbl C OTKPbITbIM MCXOAHBIM
kopom SumatraPDF, npegHasHaueHHo ong npocmoTpa PDF-pokymMmeHTOB.
Taknm 06pa3oM 3M10yMbILLIEHHVKN 3aryCcKaloT MHOrO3TanHyto aTaky, KoTopas
B KOHEYHOM MTOre yCTaHaBNMBaEeT paHee He ONMCaHHbIN 63KOoP, MOMYYNBLUMIA
HasBaHne MISTPEN. [leatensHOCTb 9TOM rpynnbl nepecekaeTcy

¢ akTmBHOCTbIO [EMP.Hermit.

Ataxm SideWinder

NceneposaTtenu na BlackBerry o6Hapy kv HOBYKO KaMmnaHWio KNGepLUNMoHaxa,
HaLeneHHYIo Ha MopTbl U MOpckMe 06beKThl B VIHOUCKOM okeaHe

n CpegnmsemHom mope, nposoammyto rpynnoii SideWinder (Takxe nssecTHol
kak Razor Tiger, Rattlesnake n T-APT-04). O6bekTbl aTak HaXoaATCS

B [NakncTtane, Ervnte, LLpn-JlaHke, Banrnagew, MesaHve, Henane n Ha ManbguBax.
ATaka HauMHanacbh ¢ QULLINMHIOBbIX MMCEM, COAEP KALLMX BPEOOHOCHbIN LOKYMEHT
C TLLaTEeNIbHO NOA0OPaHHBIMU JIOrOTUMAMU U TEMaMU, 3HaKOMbIMU OO beEKTaM
aTaku, 4YacTO CBA3aHHbIMUW C KOHKPETHOW NOPTOBOM MHPPACTPYKTYPON.
310yMbILLNEHHVKIN MCNOMb30BaNy cneunanbHO NOArOTOBNEHHbIE BPEOOHOCHbIE
LOKYMEHTbI, peanunayioLime TEXHUKY yOaneHHOro BHegpeHns WwabnoHa (remote
template injection, CVE-2017-0199). BpenoHocHas Harpy3ska nocnegHero atana,
LocTaBnsieMast OKYMeHTaMu, — 3TO BPeLOHOCHbIN kof, Ha JavaScript.

OTa KamMnaHus nepecekaeTcs C akTUBHOCTbIO, ONMNUCAHHOM B OTYeTE
«JTabopaTtopun Kacnepckoro» o Side\Winder.

ATakn SloppyLemming

Mo coobweHunto komnaHum Cloudflare, rpynna SloppyLemming (Takxxe nssecTtHas
kak Outrider Tiger) atakyeT NpaBoOXpaHUTENbHbIE OPraHbl, OpraHN3aLnm

B rOCYLaPCTBEHHbIX CTPYKTYpPaXx, 3HepreTnyeckomn, obpasoBaTesibHOM,
TENEKOMMYHUKALWMOHHOW 1 TEXHONMOrMYeckom oTpacnsx B [aknctane,
Banrnapgew, LLipn-JlaHke, Henane n Kutae. 3noyMbILLNEHHMKN C MOMOLLLbIO
OUILLMHIOBbIX 3MEKTPOHHBIX MMCEM OOMaHHbBIM NMyTEeM 3aCTaBNASIOT XXEPTB NMPONTH
Nno BPeOOHOCHOI CChINKe, BEAYLLEN Ha CTPaHWLY, NCMONMb3yeMyto ANS KPaXxu

APT- W ®NHAHCOBBIE ATAKV HA TPOMBbILLIJTEHHBIE 7
OPIAHV3ALIV B TPETBEM KBAPTAJIE 2024 TOOA © 2024 AO «JTABOPATOPUA KACTIEPCKOI O»


https://cloud.google.com/blog/topics/threat-intelligence/north-korea-cyber-structure-alignment-2023
https://blogs.blackberry.com/en/2024/07/sidewinder-targets-ports-and-maritime-facilities-in-the-mediterranean-sea
https://securelist.com/sidewinder-apt/114089/
https://securelist.com/apt-trends-report-q1-2024/112473/
https://www.cloudflare.com/de-de/threat-intelligence/research/report/unraveling-sloppylemmings-operations-across-south-asia/

Kaspersky ICS CERT kaspersky

yUYeTHbIX faHHbIX. OHY TakXKe NPUMEHSIIOT COBCTBEHHDBIN MHCTPYMEHT

nop HaseaHvem CloudPhish ons cospnaHuns BpegoHocHoro Cloudflare Worker,
pPeann3yioLLLErO XYPHaNMPOBaHNE YUYETHbBIX OaHHbIX U X OTAPaBKY

Ha KOMaHOHbI cepBep.

B HekoTopbIx aTakax rpynna SloppyLemming ncnons3oBana cxoxuve MeTofpl
ong 3axBaTta TokeHoB Google OAuth, a Takxe npumeHsna 3apa)eHHble
RAR-apxvBbl 41 akcnayaTaumm ya3BUMOCTI YAANEHHOr O BbIMOHEHNS KoAa
(CVE-2023-38831) B WinRAR. B Taknx RAR-apxmBax cogepxutcs PDF-daiin

1 ncnonHsieMblin paiin, KOTopbIA, MTOMUMO OTOBPaXKeHVS AOKYMEHTa-NMPUMaHKK,
CKPbITHO 3arpy>aeT DLL-61bamnoTeky, Cnyxallyto 3arpy34mkomM TPosiHLA
yoaneHHoro goctyna (RAT), paameLueHHoro Ha cepsuce Dropbox. Ewe B ogHol
LenoyKe 3apaxeHns, ncnonbdyemori SloppyLemming, 3agelicTBoBaHbl
bUILLMHrOBblE MPYIMaHKW, MPpUBNEKatoLLe XepTB Ha NOAAENbHbIV CalT, KOObI
npviHagnexxawmin nakmctaHckomy CoeTy No MHGOPMAaLMOHHBIM TEXHONOTNSM
MNeHp>xaba, nocne yero Te nepeHanpasnsoTcs Ha apyroin URL-agpec,

Nno KOTOPOMY pasmeLLeH dalin. 3arpy>XeHHbl daiin aBnsaeTcs nernTUMHbIM
ncnonHgemMoiM gaiinom, cnonb3yembiM ang cangnoannHra DLL-6ubnmoTteku,
B3aumogericTtaytoLeli ¢ Cloudflare Worker.

AKTMBHOCTb KUTaICKOSI3bI4HbIX Fpynn

Atakn APT41

Mo paHHbIM nccnepoBaTenel n3 komnaHu Mandiant, rpynna APT41

(Takxe nssecTtHas kak Barium, Wicked Panda, Wicked Spider, Earth Baku, Axiom,
Blackfly, Brass Typhoon, Bronze Atlas, HOODOO, Red Kelpie, TA415 n Winnti)
OCYLLECTBNSANA aTakW, CBA3aHHbIE C KPaXKei AaHHbIX Y KOMMaHUA TPaHCMOPTHO-
NOrNCTUYECKOr O, MEAUNIAHOTO, TEXHOOMMYECKOrO 1 aBBTOMOBUIbHOrO CEKTOPOB
no BCEMy MUpPY, NpenmyLLLecTBeHHo B ViTanum, Vicnanuu, Ha TaliBaHe, B TannaHge,
Typumn n Bennkobputanum. 3noymblwneHHmkn ¢ 2023 roga ncnosnb3osanu
N3BECTHbIE BPEAOHOCHbIE MPOrpaMmMbl 1 OOLLEAOCTYNHbIE MHCTPYMEHTI

ANS NPOHNKHOBEHWS B CUCTEMbI LLeNEBbIX OPraHn3aLmi 1 3aKpenneHns B HAX.
APT41 npumensina Beb-wennsl ANTSWORD 1 BLUEBEAM ponsi BbINONHEHMS
BpenoHocHoro MO DUSTPAN, koTopoe, B CBOKO oyepeb, 3anyckano 63akaop
BEACON ang cBs3m ¢ KOMaHOHbIM CepBepOM. 3aTeM rpynna ncrnonb3osana
BpenoHocHoe 10 DUSTTRAP ons akTMBHOCTW C HEMOCPEACTBEHHBIM Y4acTUEM
onepaTopos, SQLULDR? nons konmpoBaHWs AaHHbIX 13 6a3 AaHHbix 1 PINEGROVE
LS OTNPaBKW YKpaAeHHbIX AaHHbIx Ha Microsoft OneDrive. IHTepecHo,

yto BpenoHocHoe MO DUSTTRAP n ero KoMnoHeHTbl — Kak Te,

YTO 1CMNOMb30BaNNCh B 3TOW KaMnaHuK, Tak 1 HaaeHHble Ha VirusTotal — 6binu
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NOANMCaHbl NErNTUMHBIMUN cepTUdMKaTaMu, NMPEANONOXMUTENBHO YKpaaeHHbIMM
Y IOXKHOKOPENCKMX UrpoBbIX KoMMNaHuii. PaHee cneumnanucTtsl Mandiant
Habnogany NCnoib3oBaHne OgHOro U3 aTUx cepTUdLKaTOB APYroi
KnTanckossbiyHom rpynnmposkoii — UNC3914.

NceneposaTtenu na Proofpoint o6Hapyxmnm kamnaHmio KmbepLunmoHaxa

C ncnonb3osaHnem spegoHocHoro O, nonyumsliero HassaHve Voldemort.
3noymbiwneHHVKN aTakosany 6onee 70 opraHnsaumii, paccbinas nucbma

OT MMEHW HanoroBbIX OPraHoB 13 pasnnyHbix cTpaH Eeponbl, Asum n CLLA.
ATakoBaHHble opraHn3aunmn npeacTasnatoT 18 pasHbix CEKTOPOB, HO MOYTU
4eTBepPTb U3 HMX — CTPaxoBble KOMMaHUW. [1oNoBUHY O6BEKTOB aTakm COCTaBU
a3POKOCMMYECKNE N TPAHCMOPTHBIE KOMMNaHUM 1 OpraHsaummn ns cepbl
BbICLLEro 0bpa3oBaHuis, CPeam XepTB aTaky Takxe Oblv KoMnaHm

N3 aBTOMOBUIBHOr O, 3HEPTeTUYECKOrO 1 MPON3BOACTBEHHOIO CEKTOPOB.
OneKTPOHHbIE NMCbMa COAEPXKan CChiNKy, BeAyLLYO Ha MOCafoYHYIO CTpaHuLy,
npepnararoLLyto NPOCMOTPETb AOKYMeEHT. Ecnu cTpoka User Agent cogepxut
cnoBo windows, NponcxoauT nepeHanpasneHne dbpaysepa Ha UR,
TYHHenMpoBaHHbIn Yepes TryCloudflare n okanumBatowmiics Ha .search-ms,

Ha KOTOPOM XepTBe npeanaraeTcs oTkpbITb NpooaHVK Windows. [Npu cornacun
BbINOSHAETCS CKpbIThIA 3anpoc Windows Search ¢ napameTpamn novcka,
ykasaHHbIMK B .search-ms ¢aiine. B atom daline ncnonb3yetcs 0cCobeHHOCTb
dopmaTa, KoTopas NPMBOANT K 0TobpaxeHuto B nposogHuke Windows LNK

nnun ZIP-daiina-nprmMaHkun ¢ BHELLHEro pecypca, kak ecniv 6bl 3ToT daiin
HaxOoAWCS HEMOCPEACTBEHHO B Narnke «3arpysku» Ha KOMMbIOTEePe XepTBbi.
LNK/ZIP-daiin ncnonesyet nkoHky PDF, Mmackmpyscb nog cOOTBETCTBYIOLLMIA
TVN daiina, n coyeTaHne STUX ABYX MPUEMOB MOXET Y6eanTb nonyyaTens B TOM,
4yTO OH nMmeeT geno ¢ PDF-dainom Ha nokanbHOM AnCKeE, 1 MOBLICUTb
BEPOSTHOCTb 3anycka BpeAoHOCHOro darina nonb3oBaTenem.

Mpw BeinonHeHnn LNK-daiina 3anyckaetcsa PowerShell ong BeinonHeHns ckpunta
Python. CkpunT cobupaeT nHpopmaLmio o KoMMbloTepe, 3arpyXaeT AOKYMEHT-
npumaHky PDF n oTkpbiBaeT ero. 3atem OH 3arpy>aeT 3alUMLLeHHbIN naponem
ZIP-daiin n n3snekaeT CoaepXnMoe: NerMTUMHbIA CNONHAeMbI daiin,
cBasaHHbIi ¢ WebEx, n DLL Voldemort pngs caignoagmtra. Voldemort —

9T0 63KA0P C BOZMOXHOCTSAMUN cOopa MHbOopMaLmn 1 3arpy 3k LONONHUTENbHO
BpenoHoCHON Harpy3ku. OH MCNonb3yeT A CBA3U C KOMaHAHbIM CEPBEPOM
Google Sheets. SkcnepTbl Proofpoint o6Hapyxunn pperimopk Cobalt Strike,
pa3MeLLEeHHbI Ha NHPPACTPYKTYPE 310YMBILLNEHHNKOB, 1, BEPOSITHO, 3TO OAHA
N3 NOJE3HbIX Harpy3ok BpenoHocHoro MO, LocTaBNEHHOro Ha CUCTEMbI XXEPTB.

AnannTukn Proofpoint cunTatoT, 4To K 9TOM KaMnaHnM MeeT OTHOLLEHNE
cea3aHHas ¢ Kutaem rpynna TA415 (Takke nssectHas kak APT41n Brass
Typhoon). OTa yBepeHHOCTb OCHOBaHa Ha MHOXECTBE HeAaBHO OBHapPY>XEHHbIX
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N NOATBEPXAEHHbBIX C BbICOKON CTEMEHbIO AOCTOBEPHOCTU CBA3EN MeXAy
NHPPaCTPYKTYPOI, UCNONb3YEMON B KaMMaHWK, B paMKax KOTOPOIA
pacnpocTtpaHseTcsa Voldemort, n n3secTHon MHGPaCTPYKTYPO,
aTpunbyTmpyemoii TA415, Bkntoyasl cCoBnageHns C akTUBHOCTbIO, CBEAEHNS

0 KOTOpPOW BbINn paHee onybnmkoBaHbl Komnannen Mandiant. bonee Toro,

B KoHLUe aBrycTa 2024 roga Proofpoint BbisBuna LeneHanpaBneHHyto KaMnaHmio
C NOYTWN MAEHTUNYHON LIeNoYKOM aTakm ans goctaskn 6akgopa Voldemort. B aTumx
aTakax 3M10yMbILLNEHHVKN BbiaaBanm cebs 3a TaliBaHbCKYLO accoLmaumio
a3POKOCMMNYECKOWN MPOMBILLIEHHOCTN U HEOAHOKPATHO aTakoBasn OKOMO NATY
aspokocmmyeckmx komnanuin B CLLIA n Ha TaiBaHe, 4TO cooTBETCTBYET
TUnNyHoMmy npodunio uener TA415 n gpyrux rpynn, cBasaHHbix ¢ Kutaem. B aToii
kamnaHum TA415/APT41 ncnonb3osana ¢uwimnHrossle nucbma ¢ URL-agpecamum
Google AMP Cache, koTopble nepeHanpaBnsany XepTB Ha 3aLUMLLEHHbIE NAPONeM
7-Zip-dalinbl, pasmeLleHHble Ha OpenDrive. OTn apxmBbl cogep>xanu
BpenoHocHble daiinbl gpnbikoB Microsoft (LNK), koTopble nbiTannch 3arpysnTb
ckpunT Python, paameLleHHbili Ha paste[.]Jee. OTa akTMBHOCTb NpogoKanach
[0 KoHUa ceHTs6ps 2024 ropa 1 Takxke bblna HaleneHa Ha HebosbLloe
KONMMYECTBO XUMNYECKIX, CTPaxXOBbIX 1 MPOV3BOACTBEHHbIX KOMMaHWIA.

Ataxm MirrorFace

OkecnepTbl JPCERT/CC 3adukcrpoBany aTakm Ha SMOHCKME OpraHM3aumm

co cTopoHbl rpynnbl MirrorFace ¢ ncnonssoeaHvem BpegoHocHoro MO
LODEINEO n NOOPDOOR. Ecnn paHee o6bekTamu atak MirrorFace 6binn CMU,
NONNTUYECKIME OPraHN3aLMn, aHaNNTUYECKNE LEHTPbI U YHUBEPCUTETHI, TO ¢ 2023
roga vx MALLEHSMU CTanu NPON3BOACTBEHHbIE KOMMaHNW 1 CCNeaoBaTenbCKmne
MHCTUTYTbI. T TP rpynmnbl TakXXe N3MEHUNNCB: paHee OHa UCnonb3oBana
bUILLIMHroBbIE MCbMA, @ TENepb IKCMNyaTUpyeT Ya3BUMOCTU B NpoaykTax Array
AG un FortiGate. [ pynna Takxe ncnonbayeT wenn-kog NOOPDOOR, koTopbil
BHELpPSIeTCS B NEMMTUMHbIE NPUNoXeHns ¢ nomoLsto XML- nnm DLL-dalinos,
yCTaHaBMBaeT CBSA3b C KOMaHAHbIM CepBepOM Yepe3d nopT 443 1 BbiNONHIET
AEeNCTBMS NO pa3BenKe, pa3BUTUIO aTakm 1 OTNpaBKe YKPaAeHHbIX AaHHbIX.
NOOPDOOR Takxxe npuMeHsieT pasnnyHble MeTobl 06xoaa 3aLnThbl, BKloYas,
B YACTHOCTW, MaHUMYFLMIO BDEMEHHBIMI METKaMW, yaaneHne XXypHanos
cobbiTuii Windows v ¢paiinos. B HekoTopbix Criyyasx 3n0yMbiLLAEHHVKN
ncnonb3ytoT NHCTpyMeHT GO Simple Tunnel (GOST), sensowmincs
HTTP/SOCKS5 npokcn.
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ATtaxkn TIDRONE /Operation WordDrone

Mo nHbopmaumm, onybnmkoBaHHoM nccnegoBaTensamm komnaxum Trend Micro,
paHee HensBeCTHas KNbepLUNMOHcKas rpynna, nonyymslias HassaHne TIDRONE
1, BEPOSITHO, CBA3aHHAs C KUTaNCKOA3bIYHLIMU rpynnamu, aTakosana
npowussoauTeneit poHoB Ha TaliBaHe. OBLLEN YepPTON XXEePTB TUX aTakK SABNSETCS
MNCMONb30BaHNE OJHOrO 1 TOro Xe NPOorpaMMHOro obecneveHns

ANS NNaHMpoBaHng pecypcos npeanpuatung (ERP), uTo ykasbiBaeT Ha BO3MOXHYIO
aTaKy yepes Lenoyky noctaBok. KOHKpPETHbIN BEKTOP NepBOHaYanbHOro 4ocTyna,
NPVIMEHEHHbIV AN9 KOMMPOMETaLM CUCTEM XepTB, OCTaeTCs HEM3BECTHbIM,

Ho Trend Micro BbisiBUna BHeApPEHMEe cneumanbHO CO3AaHHbIX BPEOOHOCHbBIX
nporpamm, Taknx kak CXCLNT n CLNTEND, ncnonb3sylowmx MHCTPYMEHTbI

LNS yoaneHHoro goctyna k komnbtoTepy Bpoge UltraVNC. Oba nHcTpymeHTa
3anyckatotcs nytem nogmeHbl DLL yepes npunoxxenne Microsoft Word.
CXCLNT obnapaeT 6a30BbIMI BO3MOXHOCTSMM 3arpy3kiu 1 BbIrpy 3K ¢aiinos,

a Takxke QYHKUNSMU YCTpaHeHns cnepoB, cbopa nHpopmaummn o XXepTaax,
BK/tOYast cnvcku palinos 1 MMeHa KOMMbIOTEPOB, U 3arpy3ku BpefoHocHoro MO
(EXE n DLL) cnepytowmx atanos. IHcTpymeHT CLNTEND, koTopeiii Bnepsble

Ebin 0bHapy>xeH B anpene 2024 ropa, sBnseTcs CpeacTBOM yaaneHHoro 4ocTyna
(RAT), nopaep>xunBatoLLM LLNPOKWIA Habop NPOTOKOIOB A1 CETEBOMO
B3ammopencTaug, Bkntoyasa TCP, HTTP, HTTPS, TLS n SMB (nopT 445).

Komnanumsa Acronis onybnvkoBana pesynbTaTel COOCTBEHHOro aHanm3a

3TOW KaMnaHuy, KoTopoli oHa npucsonna nms Operation WordDrone, coobLums,
YTO ee aKCMNepTbl HabJann ataku ¢ anpens no monb 2024 roga. ST aTakn
OT/IYaeT UCMOSb30BaHNE TEXHUKW Mo HassaHeM Blindside, uTobbl nsbexaTb
OOHapy>XeHns cpeacTBamMm 3aLLmThl KOHeuHbIx Touvek (EDR), nepen
passepTbiBaHnem nHcTpymeHta CLNTEND (Takxe nssecTHoro kak
ClientEndPoint). Acronis Takxe coobLimna, YTo BpeaoHOCHble apTedakTbl OGbinn
OBHapy>KeHbl B Manke TanBaHbCKOro nporpamMmmMHoro obecneverus ERP

nop, HassaHveMm Digiwin, a 3To ykasbiBaeT Ha BO3MOXHOCTb MO0 aTakn Yyepes
LLenoyKy NocTaBoK, MO0 aKCNyaTaunm yS3BMMOCTM B MPOAYKTE AN1S NOSyYeHs!
nepBoHavanbHoro goctyna. Kpome Toro, 6bina obHapy>xeHa DLL-6ubnmnoTeka

C HESICHBIM QYHKLIMOHANOM, HO UCCreaoBaTenn NpeanonaratoT, YTO OHa
NCnonb3yeTcs ANs NPOKCUPOBaHNS BbINOHEHWS KOMaH, ©63kaopa
ClientEndPoint/CLNTEND Taknm o6pa3om, 4TOObl OHU BbINOIHANNCH

B KOHTeKcTe nonb3osaTens ¢ dilhost B kauecTBe poanTenbckoro npouecca,

a He B koHTekcTe SYSTEM ¢ poautensckmm npoueccom winword.exe, YTo Morno
Obl BbI3BaTb MOAO3PEHNUS.
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ATakn Flax Typhoon/Raptor Train

Ncecneposatenu Black Lotus Labs coo6Lumnm nogpobHocTn o 6oTHETE

nof HassaHvem Raptor Train, NpeanonoXmTensHO CBA3aHHOM C KMTaCKOW
KnoepwnuoHckoi rpynnoii Flax Typhoon. OT1oT 60THET cocTouT 13 6onee yem
200 000 ycTpolicTs, BKIOYas MapLUPyTU3aTOPbl MasblX 1 SOMALLHUX ODUCOB
(SOHO), ycTtpoictea NVR/DVR, NAS n IP-kamepbl. Ha gaHHbI MOMEHT

He 3adurKCMPOBaHO NCMonNb3oBaHNe 6oTHeTa Raptor Train ona nposeneHNs
DDoS-atak, n uccnegosaTteny Nogo3peBatoT, UTO 3Ta BO3MOXHOCTb
coxpaHsieTcs Ha byayliee. Tem He MeHee, B MocnedHne YeTbipe roga
perncTpupoBanach onpeeneHHas ceTeBas akTMBHOCTb BOTHETa, HanpaBneHHas
Ha KpuTudeckn BaxkHble cekTopbl CLLIA v TaliBaHg, Bkntoyas BOEHHbIe

N rOCYLapCTBEHHbIE OPraHn3aumny, BbicLLME YYebHbIe 3aBeAeHS,
TeNeKOMMYHVKALIMOHHbIE KOMMaHWK, 0OOPOHHbIE NpeanpusaTUs 1 IT-cekTop.
YnpaeneHue nHbpacTpykTypoi 6OTHETa OCYLLECTBNSETCS Yepes HECKObKO
pacnpeneneHHbIx CepBEPOB BPEAOHOCHOM Harpysku 11 KOMaHOHbIX CEPBEPOB
(C2), ueHTpannaoBaHHbI 63keHA, Ha Node.js 1 dpoHTeHa Sparrow Ha OCHoBe
KpoccnnaTdopMeHHOro npunoxeHus Electron. 3to obecneunsaeT WNPOKMii
CMEeKTP BO3MOXHOCTEN, BKNtoYas MacluTabupyemyto akcrniyaTaumio 60ToB,
ynpaBfieHe yS3BUMOCTSMN 1 SKCMOMTamMu, yaaneHHoe ynpasneHmne
NHPPaCTPYKTYPOI KOMaHOHbIX CEPBEPOB, 3arpy3Ky 1 Bbirpy3ky ¢bainnos,
yOaneHHoe BbINOSIHEHE KOMaH[, 1 BO3SMOXHOCTb MPOBEAEHMIS
winpokomaclTabHbix DDoS-aTak ¢ ncnonb3oBaHeM yCTPONCTBa MHTEPHETA
BelLen. B 6onbluMHCTBE cnyyaeB onepaTopbl OOTHETA HE BHEAPSNN MEXaHN3MbI
3aKperneHns B CMCTeMe, Bbloep kmBatoLme nepesarpysky. OCHOBHOWM UMMIaHT,
Mcnonb3yemblli Ha 6OMBbLUNMHCTBE Y3/10B NEPBOro YpoBHS, HasbiBaeTcs Nosedive
1 NpepcTaBnseT cobol KaCTOMU3NPOBaHHYto Bepcuio nvnnaHTa Mirai. C yanamum
LaHHOro BOTHETa CBA3bIBAIOTCS BO3MOXHbIE MOMbITKM 3KCMTyaTaL i CepBepoB
Atlassian Confluence 1 nporpammHo-annapaTHbIx KOMMIEKCoB lvanti

Connect Secure.

B neHb nybnukaunm otyeTta Black Lotus Labs arenTcTBa 13 ctpaH «[1atm rnas»
BbIMYCTUAV BIONNeTeHb, NOCBALWEHHbI BOTHETY, C peKOMEeHAALMAMM

Mo MUHMMM3aLMM CBA3aHHOM C HUM Yrpo3sbl. Takxe MHMCTEpCTBO oCTULIN
CLUA 06198110 0 NpOBEAEHNN CaHKLVIOHNPOBAHHOW CyA0M onepaLmm

Mo HapyLUeHMIO paboTbl OOTHETA, BKIIIOYAIOLLLEN B3ATME MO KOHTPOSIb

ero MHGPacTPyKTYpbl 1 OTNPaBKY KOMaHA, ANs OTKIoYeHNs BpeaoHocHoro MO
Ha CKOMMPOMETUPOBAaHHbIX YCTPONCTBAX.
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ATtaku ¢ ncnonbszosainem MSC-
daininos/AppDomainManager Injection

Nceneposatenn na NTT BhigBuav BonHy aTak, Haudaswmxcs B nione 2024 roga,
HaLenNeHHbIX Ha rocyAapCTBEHHbIE yupexxaeHns TaliBaHs, BOEHHbIE CTPYKTYpbl
DuannnuH n sHepreTUdeckme opraHnsaumm BobeTHama. Habnioganmch oBa
cueHapus aTak: 3arpyska ZIP-daiina ¢ noaroToBAEHHOrO 3M10yMbILLIEHHKaMM
carita n nonyyeHne ZIP-daiina B nMcbMe B XOA€ LieneHanpaBneHHOn GULLNHIOBO
aTaku. B obonx cnyvasx ZIP-daiin cogep>xan BpegoHocHbii MSC-daiin,
OTKPbITUE KOTOPOro Nosb3oBaTeNeM 3arnyckano ataky. BpegoHOoCHbIN
MSC-daiin akcnnyatmnpoBan HencnpaBneHHyto ycTaHoBkon natya Windows
XSS-yassumocTb B apds.dll ¢ ncnonbsosaHnem TexHukn GrimResource

LN BbINOSIHEHWS BCTpoeHHoro JavaScript-koaa. B koHeuHOM nTore BbINOnHANCS
kog, VBScript, KoTopbIli 3arpy>an 1 coxpaHsn yeTbipe daiina 1 3anyckan
oncesvc.exe — nerntumHbii dfsvc.exe ot Microsoft. 3arpy>xeHHblii dpainn
KoHbUrypaumm oncesvce.exe.config copepxan nHpopmaumio 4ns sarpyskum
BEpCUM COOPKM, OTNIMYHOM OT NPEAoNPEnENEHHON B MPUNOXEHNN.
310YMBbILLNEHHNKIM NCMOb30Ban 3TO, YTODbI 3acTaBUTb fernTumHbIn EXE-daiin
3arpysunTb BHelwHo DLL-6rbnnoTeky. Takoe BpeaoHOCHOE NoBeAEHVE
HasbiBaeTca AppDomainManager Injection. 9ToT meToA Ucnonb3yeTc
cneumanucTamu Red Team, Ho penko HabnogaeTcs B Avkor cpege. B aToi
KaMnaHum B KOHEYHOM UTOre ncrnosb3osanuncb masku CobaltStrike

ANs KOMMpoMeTaumm cpeabl atakyemor cuctemsl. [locne nayuenns
XapakTepUCTKK 3arpy3yrka 1 MHPPacTPYKTYpPbl 3/10YMbILLIEHHVKOB,
MNCMOMb30BaHHbIX B 9TOM aTake, ccrnenoBaTeny NPULLAn K BBIBOAY, YTO 3TOT
nogxop cxox ¢ metogamu rpynnbl APT41. Otuet AhnLab onucbiBaeT
aHanorunyHblii cnyyaii atakn. CoobLaeTcs, YTo B aTake UCMob30BaInCh
LOKYMeHTbI-NpuMaHky PDF o sinoHCcKoin 060pOHHOM MPOMBILLIIEHHOCTY

Ha Kopelickom si3bike 1 daiin readme.docx.

AKTuUBHOCTDL, cBA3aHHaa ¢ bavm>xHum BocTokom

Ataxkm Peach Sandstorm

C anpens no mionb nccnegosatenn Microsoft Habnoganu, kak rpynna Peach
Sandstorm (Takxxe nssecTHasg kak APT33, Elfin n Refined Kitten) ncnonssosana
HOBBbI HECTaHAAPTHBI MHOMOCTYMNeHYaTbI 63Kaop Nof Ha3saHneM Tickler

B @aTakax Ha CMyTHVKOBbIE, KOMMYHMKALMOHHbIE N HedTerasosble CEKTOpPbI,

a Takxe Ha depepanbHble 1 rocynapcTeeHHble opraHbl B CLUA n OAD.

[pynna Takxxe Npofosmkana aTaku ¢ pacnbifieHneM naponer Ha opraHM3aLmm
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https://jp.security.ntt/tech_blog/appdomainmanager-injection
https://www.elastic.co/security-labs/grimresource
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obpasoBaTeNbHOro cekTopa As1s NoslyYeHns [ocTyna K nHGpacTpykType,

a TaK>Xe Ha opraHM3aLnmn CrnyTHUKOBOW NHAYCTPWW, FOCYAaPCTBEHHbIE
yupexXaeHns 1 npeanpusaTg obopoOHHOro CEKTopa B KaUeCTBE OCHOBHbIX Lienel
nns cbopa passenpiBaTensHol nHbopmaumn. Kpome Toro, nccneposatenm
Habnopany ncnonb3osaHue Linkedin ang cbopa passenpiBaTenbHOM
nHpopmMaLmm 1, BOSMOXHO, aTak C MCMONb30BaHNEM COLManbHOWM NHXEHepUN

Ha opraHM3aumm B CeKTopax BbiCLLEro obpasoBaHus, CMyTHNKOBOM CBA3M

1 OBOPOHBI. VI3BECTHO, UTO NOCne NoNyYeHns AOCTyna K CMCTEMaM OpraHn3aumm
Peach Sandstorm npogsuraeTcs no ee ceT n oCcyLLecTBNSET OENCTBUS,
HanpaBfieHHble Ha OOCTWKEHME Leneri, C UCnonb3oBaHnem npoTtokona SMB.

B 6onee paHHelh aTake Ha MexayHapoaHyto dapMaLeBTUYECKYO KOMMaHNIO
rpynna Takxe 3arpy3auna un yctaHosuna AnyDesk — kommepueckunii MHCTPYMeEHT
yOaneHHoro MmoHutTopuHra n ynpasnenuns (RMM). o kpanHein mepe, B ogHoM
aTake Ha 6IMXXHEBOCTOYHOIO onepaTopa CryTHUKOBOWN CBSA3M 3/10YMbILLNTEHHNKI
Peach Sandstorm ckomnpomeTpoBanu cuctemy nonb3oBaTens, OTNpPaBMB
BpenoHocHbIl ZIP-daiin yepes coobuieHne B Microsoft Teams, nocne yero
yctaHoBunm Ha cuctemy AD Explorer u caenann cHumok Active Directory.

AKTMBHOCTb UCNAHOA3bIYMHDbIX rpynn

Atakm BlindEagle

NccneposaTtenu «Jlabopatopum Kacnepckoro» onybnvkosann otyet

06 APT-rpynne nop Ha3saHunem Blind Eagle (APT-C-36). ['pynna peiicteyeT

kak MuHUMyM ¢ 2018 roga 1 aTakyeT opraHusaumm 1 OTAENbHbIX Ntoael

B Konymbun, SkBagope, Ynnu, MaHame v opyrix ctpaHax JlatnHckolh AMepuki,
OPWEHTMPYSCb Ha Pa3Hble CEKTOPA, BKIItoUasi rOCYAapCTBEHHBIE YUPEXOEHNS,
¢drHaHCOBbIE OpraHM3aLmK, SHepreTnyeckmne n HepTerasoBble KOMMAHNM.

Blind Eagle nbemoHcTpupyeT apanTBHOCTb 1 r’MOKOCTL B BHIOOPE Lieneli CBOMX
aTak, NepeksoYascb MeXay YNCTO GUHAHCOBLIMM KaMMaHUSaMn

1 knbepLunmoHaxem. APT-rpynna nssectHa atakamu C UCMoSIb30BaHNEM
LeneHanpaBneHHoro GULLINHIa, B KOTOPbIX OHa, BblaaBasi cebs

3a rocyfapCTBEHHbIE OpraHbl NN GaHKOBCKME YUPEXOEHNS, pacnpocTpaHaeT
pas3nnyYHble OBLLLEAOCTYMHbIE TPOSHCKME NporpamMmbl, Takme kak AsyncRAT,
BitRAT, Lime RAT, NjRAT, Quasar RAT nRemcos RAT. Paccbinaemble rpynnot
bULLIMHroBblE MCbMa COAEpPXaT CChIfKY, 9KOObl BeAyLLyto Ha obuumanbHbliA canT
opraHusaumu. [Tncbma Takxe BknovatoT B cebs dainn PDF nnmn Microsoft Word,
copep>xawmin ToT xe URL-agpec, a B HEKOTOPbIX CNyYasix [ONOMHUTENbHbIE
AeTanu, Npu3BaHHble NPUAaTb COOBLLEHMIO OTTEHKN CPOYHOCTU U NErUTUMHOCTW.
MNepsbii Habop URL nepeHanpaBnseT nonb3oBaTeneli Ha KOHTPONMPYyeMble
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CyH6BEKTOM CailTbl, HA KOTOPbIX Pa3MELLLEH 3arpy34nk NepBoro atana, Ho TOJbKO
nocne Toro, Kak XepTsa Obina naeHTPULUMPOBaHa Kak NpuHaanexatias

K LlenleBoVi CTpaHe; B MPOTUBHOM Clly4ae Nonb30BaTe b NepeHanpaBnsgeTcs

Ha NernTMHbIA CainT. 3arpys3yrK NepBoro aTana AOCTaBNSeTCs B BUAE CXaToro
ZIP-apxuBa, KOTOpbIA, B CBOIO O4epeb, coaepuT cueHapuin Visual Basic,
OTBEYaloLLMI 38 N3BNEYeHNe BPEAOHOCHON HarpysKki CneaytoLwero atana

C XEeCTKO 3aKOANPOBaHHOIO YAANeHHOro CepBepa, B Ka4eCTBE KOTOPOro MOXeT
MNCMONb30BaTbCS, HaNPUMeP, XOCTUHI n30bpaxkeHwnii, cepeep Pastebin, Discord
nnn GitHub. BpepoHocHoe 10 BToporo atana, 3a4acTyto 3amMackmpoBaHHOe

C NOMOLLBIO CTeraHorpadpuyeckmnx TeXHUK, npeacTasnseT coboi DLL nnn
NET-nHxekTOp, KOTOpPHLI 3aTEM CBA3bIBAETCYH C eLLe OOHVM CEPBEPOM

AN NOyYeHUs TPOSIHCKOWM NporpamMmbl mocnegHero atana. [ pynna yacto
NCMonb3yeT TEXHNKM BHEAPEHMS B MPOLIECChI 415 BbINOMHEHNS CPeACTBa
yoanenHoro goctyna (RAT) B namsatu nermtumHoro npouecca. BlindEagle
ncnonb3yeT RAT ¢ OTKPbITbIM MCXOAHBIM KOOOM B Ka4eCTBe NOCNEeAHEro 3BeHa
B CBOEI Lienoyke aTtaku, MoanduUmpys nx aas GOCTUXEHWS Leneii KaMnaHum.
Xota TTP rpynnbl kaxxyTcs npocTbiMuy, nx 3ddekTnBHOCTL NossonseT BlindEagle
NOALAEPXXMNBATb BbICOKMIA YPOBEHb akTUBHOCTN.

AKTUBHOCTb M LLe/IN PYCCKOSI3bIYHbIX FPYNN B
Poccun

ATtaxm BlackJack

pynna BlackJack atakyeT rocynapCcTBeHHblE yUpexxaeHus,
TENEKOMMYHUKALWMOHHBIE 1 MPOMBbILLNIEHHbIE KOMMaHWK B Poccum, ncnonb3ys
WHCTPYMEHTbI C OTKPbITbIM UCXOOHBIM KOoaoM v BpenoHocHoe 0. Viccneposarus
«JlabopaTopun Kacnepckoro» nokasanu, YTo rpynna npuMeHseT NporpamMmmy-
BoiMoraTtenb LockBit n Balinep Shamoon, HanncarHbIM Ha Go, 419 HaHeceHWs
cepbesHoro yuepba cBomM xepTaaM. [1ns nogaep xaHns NoCTOSHHOro 4OCTYyna
K CKOMMPOMETNPOBaHHbBIM pecypcamM XEpPTB 3/10YMbILLNEHHKM NCMOMNb3YIOT
TYHHenupoBaHe ¢ nomoLbto yTunntbl ngrok. BlackJack yctaHaBsnvsaeT
pasnnyHble cpencTsa yaaneHHoro goctyna (RAT), Takune kak Radmin, AnyDesk

n SSH-knmeHT PUTTY. TenemeTtpus «JlabopaTtopum Kacnepckoro» n TeXHONorum
OBHapYy>XEeHNS CXOACTBA BbIBUIV MEPECEYEHNS C APYTMU Fpynnamm
XaKTUBUCTOB, TaKUMW Kak Twelve 1 noka He aTpnbyTUPOBaHHbIM KnacTep
aKTUBHOCTW, C OBLLMMUN BPEAOHOCHBIMU MHCTPYMEHTaMU 1

cneunduryeckumn TTP.
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ATtakun ReaverBits

Nceneposatenn F.A.C.C.T. cooblumnm o HoBol rpynne ReaverBits, aTakytoLeit
POCCUINCKME KOMMaHN BPEAOHOCHBIMU PacChlikammy OT MMEHN PasNYHbIX
KOMMaHWiA 1 MuHUCTepCTB. [pynna ocylecTsnsna ataku Ha depepanbHblii GoHA,
a TaKXXe Ha pocCuncKme KoMnaHum n3 cep PO3HNYHOM TOProBw,
TeNeKOMMYHMKaLWI, MPOLECCUHIOBYIO KOMMaHMIO 1 arponpoOMbILLIEHHOE
ob6benmnHeHne. bbino 3adrkcnpoBaHoO OKOMO NATY PACCHINOK FPYNMbI:

nse B nekabpe 2023 ropa, oBe B sHBape 2024 ropga v nocnegHss B Mae.

[pynna akTUBHO NpMeHseT cnyduHr, ncnonb3ysa MetaStealer B kauecTse
BPEeOOHOCHOW Harpy3ku. B ogHoOM n3 aTak rpynna ncnonb3osarna 3arpy3umk
LuckyDownloader, npeanonoxmnTensHo BOCNONb30BaBLUNCH YCYTrOi CTOPOHHETO
aKTopa, oTcnexmsaemoro no nmeHn LuckyBogdan.

ATakm c ncnonbszosaHuem ckpuntoB Unicorn

B Hauane ceHTa6ps nccneposatenu «Jlabopatopumn Kacnepckoro»
3adrKCpOoBany BPeOOHOCHYIO PacChinKy, HanpaBieHHYIO Ha Kpaxy
KOHPUAeHUManbHbIX aHHbIX. ATake noaBeprinch POCCUNCKNE SHEPreTUYeCKne
KOMMaHWKW, 3aBObl, @ Tak>Ke MOCTaBLUUKN 1 pa3paboTUnKm SNEKTPOHHbIX
komMnoHeHToB. BpegoHocHoe 1O pacnpocTpaHaeTcs B BUAE MOYTOBbIX BIIOXEHWN
nnu dainnos Ha «AHpekc [Inckex», Ha KOTopble BeAeT CChlfika 13 MCbMA.
Paccbinaemblii Takum obpasom daiin npenctasnset cobori RAR-apxus,

BHYTPM KOTOPOro copepxuntcs ¢arin ¢ asoiHbiM pacumpennem PDF + LNK.
BpenoHocHbIN 9pnbik 3anyckaeT npunoxeHne mshta, koTopoe ckaumBaeT

v BbinonHseT gain HTML Application (HTA). IMpu 3anycke HTA BbinonHseTcs
BpenoHocHbIi VBS-ckpunT, KOTOpbI co3aaeT Ha Ancke Asa CKpunTa.

OHu aBTOMaTMYECKN 3aMnyCcKaloTCs Yepes ABe 3a4aun, CO3haHHble

B MNaHMPOBLUVIKE, 1 OnpeaeneHHble Koy peecTtpa. [epBbii ckpunT nweT
LOKYMEHTbI, apXMBbl 1 n306paxkeHns pasmepom meHee 50 MB, a Takxe konnpyeT
cogepxumoe nanku Telegram Desktop. BTopoli ckpunT oTnpaenseT cobpaHHble
daiinbl Ha cepBep 3M0YMbILLNEHHNKOB, UCMOMb3Ys pacLuMdpPOBaHHbI KOL,

13 peecTpa. PeweHns «JlabopaTopumn Kacnepckoro» oeTekTUpyoT 3TV CKPUMTbI
c BepamkTom Trojan-Spy.VBS.Unicorn. CBs3u ¢ n3BecTHbIMI rpynnamm

He yCTaHOBIEHBI.

Atakun PhantomCore/Head Mare

Ncecneposatenn F.A.C.C.T. oTcnexuvsaoT HOBYIO akTUBHOCTb U KnbepaTakm
rpynnbl PhantomCore, koTopas aTakyeT poCCUICKE OpraHn3aumm ¢ Havana
2024 ropa. B mapte F.A.C.C.T. BnepBble coobLumna 0 AEATENBHOCTI 9TOW rpynmbl
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KNOEPLLNMOHOB, Ha3BaHHOW MO VX YHUKaNbHOMY TPOSIHLY YAaneHHOro gocTyna
PhantomRAT. 3noymbiwnerHnkn nepenncann PhantomRAT ¢ C# Ha Go,
n06aBVB HOBble KOMaHbl. Kpome Toro, oHu paspaboTtanu 3arpy3unk PhantomDL
Bepcun 3 (v.3), a 3aTem BbiNyCTUAM eLLe OAaHY Bepcuio (V.4), YaCTUYHO JOMONHNB
ee Bo3MoXHocTamm PhantomRAT. icnonb3ys aTn MHCTPYMEHTbI, rpynna
npoBefa HoBble aTaky Ha PasnnyYHble POCCUNCKE NPEeanpUITUS:
NPMBOPOCTPOUTENBHBIV 3aBOA, 3aBOL, MONMMEPHbBIX MaTepranoB, MeXaHNYeCKIi
3aBof, TeXHoMapK, MM3NHroByto, HedTerasosyto 1 N T-komnannm. AHanusmpys atn
aTaku, nccnegoBaTteny OTMETUAN, YTO 3M10YMbILLNIEHHVKN CHaYana BHegpstoTCs

B CTOPOHHME OpraHn3aummn 1 3aTem UCMOSb3YIOT VX AN aTak Ha OCHOBHbIE Lienw,
OTNpPaBNgas BPEAOHOCHbIE MMCbMa CO CKOMMPOMETUPOBaHHbIX aApeCcoB

1 pasmeLyas spegoHocHoe O B MHPpacTpyKkType B3NOMaHHbIX KOMMaHWM.

B yacTHOCTW, M yAanocb CKOMNPOMETMPOBATL AN MOCNEAYIOLLMX aTak
npon3BoanTens 6ITOBOM 1 MPOMBILLIIEHHON XMW, pa3paboTumrka
NpPOrpaMmMHOro obecneyeHns, HTerpaTopa MeaNUMHCKNX TEXHOMOMIA,
ANCTPUOBbIOTOPA MEeTanNypruyecko NpoAyKUMM U CTPOUTENbHYIO KOMMaHWIO.

Nceneposatenn F.A.C.C.T. sadumkcnposany 5 ceHTa0ps HOBble aTaky rpynmbl
PhantomCore Ha ' T-koMnaHuntio, KOHCTPYKTOPCKOe BIopo 1 MPOon3BOANTENS
BbICOKOTEXHOJIOrMYHOro 060pynoBaHNsa GecnposogHol ces3un B Poccun.
BecHoii n netom PhantomCore atakoBana poccuiickne opraHn3saumm

B pa3nyYHbIX CEKTOpaXx, MPENMYLLECTBEHHO B MPOMBbILLIEHHOCTN.
OTnnunTenbHOM YepTOo AeATENbHOCTU 3/10YMbILLNIEHHVKOB BNSETCS
nepBoHavasnbHas KOMMPOMETaLMs CTOPOHHNX OpraHN3aLInii A5 NpoBeaeHNs
bUILLIMHIOBbIX aTak.

NccnepoBaTenn oTMETUNN HECKOMBbKO PacChiTIOK C BEPOSATHO
CKOMMPOMETUPOBaAHHOIO agpeca KOMMaHuy, CneumanismpyoLeincs

Ha CTPOUTENbCTBE N aBTOMATN3aLUMN OO BEKTOB 3NEKTPOIHEPrETUKN

1 TpaHcnopTa. ATakytoLme oTnPaBAsIv GULLVMHIOBbIE MCbMAa C BIIOXEHHBIM
apX1BOM, 3aLLMLLEHHbBIM MaponieM, CoaepXXaLLMM NermMTUMHbIA fokymeHT PDF,
BbIMONHSOLLNIA POSb MPUMAaHKI, 1 BPEOOHOCHbIV NCMONHAEMbI daiirn.

MNpw oTKpbITUM apxmBa ncnonb3osanack ya3smumocTs CVE-2023-38831

AN9 aBTOMaTU4EeCKOro 3anycka nporpamMmmbl. B kauecTBe OCHOBHOMO
NHCTPYMeHTa npumeHsinock BpegoHocHoe O PhantomCore.KscDL _trim —
ypesaHHas Bepcus 3arpyaumka PhantomCore KscDL, HanncarHas Ha C++

1 ynakoBaHHas HcTpymeHTom UPX. Sarpy3unk obnagaeT cnenyowmmm
BO3MOXHOCTSAMU: 3arpy3ka v 3anyck ¢aiinos ¢ C2-agpeca, BbINOMHEHNE
MPOn3BOSIbHBIX KOMaHA, B komaHaHol cTpoke Windows. B xope aHannsa
nccnegoBaTeny NoAyYNIN HECKObKO KOMaH[, C cepBepa yrnpaBneHns

N YCTaAHOBWN, YTO 3/10YMBbILLIEHHVKN NPEABaPUTENBHO NPODUINPYIOT XEPTBY,
peLuas, MHTepeCHa N oHa ANg JanbHenwero pas3suTs aTaku.
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NccnepoBaTtenn «JlabopaTopum Kacnepckoro» cuMTaroT, YTo 3a atakamm

¢ ucnonb3osaHnem PhantomDL n PhantomRAT cTouT rpynna xakTMB1cToB
Head Mare, nossuBliascs B 2023 rony. B xone paccnenoBaHms atak

Ha opraHunsauum B Poccum nccnegosateny onpenenvng Metogbl U MUHCTPYMEHTHI,
ncnonb3dyemble Head Mare, 1 ycTaHOBUAM CBA3b C BPEAOHOCHOM aKTUBHOCTbIO,
n3yyenHol akcneptamu F.A.C.C.T. [Ing nonyyeHns nepBoHayanbHOro ooctyna
rpynna npoBOAUT PasnnyHble GULLMHIOBbIE KAMMaHWK, PacnpoCTpaHss
RAR-apxuBebl, akcnnyaTupytowme yassumocTts CVE-2023-388318 WInRAR,
KOTOpas NO3BONSET BbIMOMHATb B CUCTEME NPOU3BOSbHLIN Kog, ['pynna
Ncnosnb3yeT COOCTBEHHbIE BPeAOHOCHbIE Nporpammbl PhantomDL

n PhantomCore pns nepBoHavanbHOro focTyna n akennyataumu. [1na opyrimx
3agay Head Mare npevmMyLLecTBEHHO NPUMEHSIET ODLLLEAOCTYNHOE
nporpamMmHoe obecrneverne, Takoe kak Sliver (ocHoBHol C2-dpelimBopk), ngrok,
rsockstun (o6a ncnonbsytoTtcs ons nusoTuHra), XenAllPasswordPro 1 Mimikatz.
Kpome Toro, Head Mare npumeHsieT nporpammbl-seimoraTtenn LockBit n Babuk
(creHeprpoBaHHbIE C MOMOLLBIO OOLLLEAOCTYNHOrO bunaepa). 3NoyMbILLNEHHVKN
CO3[aloT 3a4a4n NIaHNPOBLLIMIKA N 3HaYEHNS peecTpa C MMeHaMu
MicrosoftUpdateCore n MicrosoftUpdateCoree, macknpys cBoto [edTeNbHOCTb
nof 3afayn, CBg3aHHble C NporpamMmMHbeiM obecneveHem Microsoft. MHorune
WNHCTPYMEHTbI, ncnonbdyemble Head Mare, nmetoT Ha3BaHWS, TUMNYHbIE

ANS NErNTUMHBIX MPOrpaMmM, 1 PacrnosioXeHbl MO CTaHAAPTHLIM U MOXOXMM

Ha cTaHgapTHble NyTaIM. AHannanpyemble obpasubl BpenoHocHoro 10
NperMyLLEeCTBEHHO OBHaPYXX1BaNNCh B OpraHn3aumsx, Haxoasawmxcs B Poccun,
Ho B Benapycu Toxe 6bino 3adPpukcnpoBaHo Heckobko obpa3suos. KomnaHuuy,
SBNSIOLLMECS MULLEHSIMI aTaK 3TOW rpymnnbl, B OCHOBHOM paboTaloT B CEKTOPAX,
CB$13a@HHbIX C FOCYAaPCTBEHHbIM YNpaBieHeM, MPOVN3BOACTBOM, TEXHONOTMSIMU,
9HEPreTUKON, TPaHCMOPTOM 1 chepoi pa3BneyeHuii.

ATtakm noppaspeneHus 29155

ArenTtcTtBo CLUA no knbepbesonacHocTu 1 HPPacTPyKTypHOM 6e3onacHoCTH
(CISA), ®epepanbHoe btopo paccnenosaHuii (FBI), AreHTCTBO HaUMOHaNbHOM
BesonacHocTn (AHB) 1 cnyx6bl besonacHOCTY OEBATU APYTX CTPaH 5 ceHTa6ps
onyb1KOBan COBMECTHbIV bBionneTeHb No knbepbesonacHocTn (CSA),
MOCBSILLEHHbI akTUBHOCTY nogpasaenenns 29155, npeanonoxumrensHo
cBs3aHHOro ¢ [(naBHbIM ynpasneHnem ['eHepanbHoro wrabta Boopy>keHHbIx cun
Poccuiickon @epepaumm (paHee nssecTtHbiM kak [ PY). CuntaeTcs,

yTO NopgpasnenerHne 29155 HeceT OTBETCTBEHHOCTb 3a aTaku Ha YKpanHCKme
BNACTU N KPUTUYECKM BaXHYIO MHOPACTPYKTYPY, @ TakKe Ha KITloUYeBbIE CEKTOPHI,
BKJIOYAs NPaBUTENbCTBEHHBIE CTPYKTYPbI, UHAHCOBbIE CEPBUCHI, TPAHCTOPTHbIE
CUCTEMbI, SHEPTreTUKY 1 3apaBooxpaHeHne ctpaH-uneHos HATO, EC,
LlenTpansHoi Amepukun 1 Asun. C geatenbHoCTbio noapasaeneHns 29155
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CBS3bIBAIOT aTaku ¢ npumeHeHnem Barinepa WhisperGate. B pokymeHTe
npuBeaeHbl TEXHUYECKME NOAPOOHOCTN, BKIKOUAs YSI3BUMOCTU, KOTOPbIE
3M0YMBbILLMIEHHNKN UCMOMb30Ban A NnepBoHavansHOro 4OCTyna, MHAKaTopbl
KOMMpomeTaumK, a TakxXe TakTUKW, TEXHVKW 1 NPoLeaypbl. 3M10YMbILLNEHHVKM
13 nopgpasgeneHns 29155 npumeHsioT xapakTepHble Ang Red Team meToabl

1 OBLLEAOCTYMHbIE MHCTPYMEHTbI 4S9 NPOBEAEHNS Knbeponepaumii. IssecTHo,
yTO OHM ncnonb3ytoT VPN ang aHoHMmn3aumm cBoen 4eaTeNbHOCTY U NblTaloTCS
3KCnyaTMpoBaTb Cnabble MecTa B CUCTEMaX, AOCTYMHbIX U3 MHTEPHEeTA.
MNaTepbim oduuepam nogpasneneHns 29155 n ogHoMy rpaxkaaHcKoMy Ly

B CLUA 6binv npenbasneHs 0OBMHEHS B NpeanonaraeMblx atakax Ha YkpanHy
n 26 ctpan HATO.

ATtaxm Librarian Ghouls

B Hauane unions nccneposateny ns «Jlabopatopum Kacnepckoro» coobLumm
O HOBOV BOJIHE LieN1eBbIX aTak, B XOA4e KOTOPbIX 310YMbILLNEHHNKM paccbinan
BPeOOHOCHble dalinbl, 3aMacknMpoBaHHbIE NOA, AOKYMEHTbI, Ang coopa
KOHPUaeHUmanbHom MHopMaLmm ¢ KOMMbIOTEPOB Pa3NYHBIX KOMMaHWIA.

C Tex nop «JlabopaTtopus Kacnepckoro» nponoskmnia OTCnexmnsaTb akTMBHOCTb
rpynnbl, nonyynBLLen HassaHve Librarian Ghouls, n BbisiBUna nameHeHns

B UX TakTuke. HoBbIMU MULLEHSIMW @TaK CTanm KOMMaHWK, 3aHMaloLLEeCS
NPOEKTNPOBaHNEM 1 Pa3pabOoTKON B pasnnyHbIX OTPAaCsX, Hay4YHO-
nccnepoBaTenbCkne MHCTUTYThI, MPeanpUdTUS PakeTHO-KOCMUYECKON

1 @aBMaLMOHHON NPOMBILLNIEHHOCTH, @ TakXXe opraHMsaumnm, paboTatoLme

B obnacTsx razonepepaboTku, HedpTexmmmm n o6opoHsl. Kpome Toro,

nof NpvLenoM okasan1cb NPON3BOANTENN BOLOA3HOro 060pyaoBaHMS,
CUCTEM CBS31 1 pagmMonokaumm, aBTOMOBUIbHBIX KOMIOHEHTOB,
aBTOMaTU3NPOBAHHbIX CUCTEM YNPaBAEeHNS TEXHONOMMYECKMIM NpoLieccamm
1 NOYNPOBOAHNKOBbIX YCTPOICTB.

MeTopn npoBefeHns aTak OCTancs NPeXHUM: BpedoHOCHbIe dalinbl
pacnpocTpaHsioTcs B Buae RAR-apx1BoB ¢ noaaenbHbIMN AOKYMEHTaMM

B dopmaTe .SCR. lNMocne 3anycka Takol dbaiin 3arpy>aeT Ha KOMMbloTep
LOMOSHNTENbHbIE BPEAOHOCHbIE KOMMOHEHTbI, COBMpaeT NHTEpecytoLme

310y MBbILLIEHHNKOB JaHHble 1 OTNPaBnsgeT Ha ux cepaep. OQHaKo Lenv rpynmnsi
n dopmaT cobupaemMbix 4aHHbIX USMEHUTNCH: MOMUMO OPUCHBIX JOKYMEHTOB

1 faHHbIX 13 MecceHpkepa Telegram, 3n10yMbILLIEHHVKOB TENEPb MHTEPECYIOT
daiinbl, CBA3aHHbIE C MPOrpaMMHbIM obecneveHemM ansg MoaeMpoBaHNS

1 pa3paboTKM NPOMbILLNEHHBIX cucTem. B cnvcok daiinos, cobnpaembix
BpenoHocHbIM MO ans oTnpasku, 6bino 4OOaBNEHO HECKONBbKO PacLUMPEHNIA,
XapakTepHbIX Ang y3kocneumanmampoaHHoro O, Takune kak palinbl

LS aBTOMaTU3NPOBaHHOM cucTembl npoekTupoBaHns SolidWorks, poccuiickor
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CATP KOMPAS-3D, daiinbl . m3d, ncnonb3yemble pasnnyHbiMy nporpaMmmamm
LS CO3[aHNS TPEXMEPHbIX Mogenei 06 bekToB, 1 dalinbl .dwg, npuMeHseMble
B Takmx CAIP, kak AutoCAD, CorelCAD n gpyrue. Kpome Toro,
BpenoHocHoe 10 Havano noxmwaTtb 4oKyMeHTbl B dopmaTe *.pdf.

ATtakm c npumeHeHmnem areHTa Loki

NceneposaTtenn na «JlabopaTtopum Kacnepckoro» obHapyxunv paHee
Hens3BeCTHbIV 6akaop Loki, KoTopbI MCnonb3oBancs B Cepui LeneBbix aTak

B utone. bonee pecaTtka poCCUNCKNX KOMMaHNIA N3 pasfnnYHbIX OTpacen, BKoYag
MaLLMHOCTPOEHME 1 30PaBOOXPaHEHNE, Y>XXe CTONKHYINCh C 3TOM YrpO30I,
0HaKO YNCO NOTEHLMANBHBIX XXEPTB MOXET ObiTb Bbille. AHaNN3npys
BPEOOHOCHbIV dalin 1 OTKPbITbIE UICTOUYHUKI, UCCNeaoBaTen yCTaHOBUN,

yTo Loki aBnseTcsa npmBaTHOW Bepcueli areHTa ans GpeiMBopka C OTKPbITbIM
ncxofHbiM kogom Mythic. O6Hapy»eHHbIl areHT Loki coBmecTm ¢ Mythic

N NpencTaBnseT cobor Bepcuto areHTa ans gpyroro ¢pelimBopka — Havoc.
OpHako, B oTnnume oT areHTa ans Havoc, Loki 6bin pasgeneH Ha 3arpysumk

1 DLL-61bnnoTeky, peannayoLLyto OCHOBHYIO GYHKLIMOHANBHOCTb
BpenoHocHoro [10. O6e Bepcum areHTa NCMosb3yoT anropuTM XELLUNPOBaHKS
djb2 png ckpbiTna GyHkumin n APl-KomaHa, ¢ HE3HAYNTENBHBIMW OTAINYNSMMU.
MNocne 3anycka Ha BbiNonHeHWe 3arpy34mk Loki reHepupyeT nakeT

C nHpopmaumel 0 3apaxeHHO CUCTEME 1 OTMPaBNSET ero B 3awmdpoBaHHOM
BMAe Ha koMaHHbIN cepep (C2). B otBeT cepep otnpasngeT DLL, koTopas
BbINONHAETCS B NamMaT. B xoae aetanbHOro aHanvMsa nccnenoBarten
obHapyxunu okono 15 Bepcuii 3arpysunka 1 asa akTnBHbIx C2, a Takxke nonyymnnm
obpaszey ocHoBHoro DLL-moayns Bepcuu, patupyemoin maem. OCHOBHO
MOAY/b, KaK 1 3arpys4mK, OCHOBaH Ha Bepcun areHTa ansg Havoc, ogHako cnmcok
noaaepXmnBaeMblx KOMaHg, YaCTUYHO NO3aMMCTBOBaH 13 apyrux areHtos Mythic.
OH He xpaHnTCs B Buae obbluHoro TekcTa B DLL; BMecTo aToro B kofe
BnBnNMoTeKN ykasaHbl HECKObKO xeLueit. [pu nofyyYeHnn komaHasl OT cepBepa
ee 1M XeLUNPYEeTCS 1 CpaBHMBaeTCs € xelem, xpaHsawmmes B DLL. Cam areHT
He Nopaep>XmBaeT TyHHeNnMpoBaHme Tpadurka, MO3ITOMY 3/10YMbILLNEHHNKI
NCMOMb3YylOT OBLLEAOCTYMHbIE CTOPOHHME yTUnUThl — ngrok n gTunnel — ang
LOCTYMa K YaCTHbIM CerMeHTam ceTu. V13-3a HeLOCTaTOUHOCTU AaHHbIX

He ypanocb oTHecTu Loki k kakon-nnbo 13BeCTHOW rpynne

BPEAOHOCHbIX MPOrpamMm.

ATtaxkm Stone Wolf

NceneposaTtenn BI.ZONE obHapyximnn HOBYIO XakepCKyto rpynmny, NOayUYnBLLYIO
nms Stone Wolf, koTopas ncnonbsyet kommepyeckuin uHpocTunep Meduza
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ANs aTak Ha POCCUINCKME OpraHn3aumnin. 3n0yMbILLIEHHNKN paccbinaloT
bULIMHrOBbIE MCbMa OT MEHW NErMTUMHOI OpraHn3aLmnn, 3aHMatoLLENCs
MPOMBILLNIEHHOW aBTOMaTU3aumen, ang noctasku ctunepa Meduza. B pamkax
BbigBNeHHOW kamnaHun Stone Wolf pacnpocTparsana apxus nog HasBaHEM
Dostavka_Promautomatic.zip, conoep>xawmii Tpu daina: umdpoByto NOANUCH
(dpaiin .p7s), NErMTUMHBIN BOKYMEHT-NPUMaHKy (.docx) 1 BPeAOHOCHYIO CChIKY,
3amackmpoBaHHyto nog PDF-gokymeHT (Scan_127-
05_24_dostavka_13.05.2024.pdf.url). [Mocne nepexona no BpegoHOCHOW CCbinke
¢ yaaneHHoro SMB-cepBepa 3arpy>xancs darin, KoTopbli 3aTeM BbIMNONHSANCS,
YTO B KOHEYHOM UTOre NPMBOAMNO K ycTaHoBke cTunepa Meduza. [1o gaHHbIM
pa3paboTunkoB Meduza, ncnonHsemblii Gaiin cooep>XXnT Moay b,
OrpaHNYMBatoLLIA BO3MOXHOCTb NpoBeaeHns atak B cTpaHax CHI', ogHako

B MCCNnefoBaHHOM obpasLie Takas npoBepka oTcyTcTBoBana. Ctunep cobupaeT
nHdopmaumio o cucteme, Bkntovas Bepcumio OC, nms yCTponcTBa, Bpems, aHHbIe
O npoLeccope, onepaTmMBHO NamMsaT 1 rpadryeckomM aganTtepe, paspeLleHne
aKpaHa 1 BHelwHul IP-agpec ycTpolicTea. Kpome Toro, oH cnocobeH noxuiiaTtb
yJyeTHble aaHHble 13 Outlook, Bpay3epoB, kprnTokoLlenbkos, ceccuii Telegram

n Steam, TokeHbl Discord, naHHble n3 meHenxepos naponei, Windows Credential
Manager n Windows Vault, a Takxxe cunTbiBaTb CMNCOK akTUBHbIX MPOLLECCOB

N YCTaHOBNEHHbIX NpunoxeHuii. CobpaHHble faHHble OTNPaBSOTCS

Ha KOMaHaHbI cepaep no npoTtokony TCP.

ATtakn yepea CMoon

B koHLe niong nccneposatenu «Jlabopatopum Kacnepckoro» obHapyxumnm
paHee HensBecTHoe BpepoHocHoe [0, pacnpocTpaHsemoe Yepes caiiT ofHow
N3 POCCUINCKNX BHEPTETUNYECKINX KOMMAHNIA. 3N0YMBbILLNEHHVKI 3aMEHWN CChINKM
Ha 3arpy3Ky HOpMaTMBHbIX 4OKYMEHTOB B HECKOJIbKUX pasfenax pecypca

Ha opyrve, BefyLume K BpeAOHOCHbBIM UCMoNHseMbIM daiinam. Becero Ha caiite
9HEePreTNYEeCKOon KOMMaHNM BbIO 3aMEHEHO OKOJIO ABYX AECATKOB CChIIOK,
Kakaas N3 KOTOPbIX 3arpy>ana caMmopacnakoBbIBalOLLNIACS apxumB. Bce apxuBbl
cofep>kanu COOTBETCTBYIOLLME AOKYMEHTbI U OANH 1 TOT XK€ NCMNOMHAEMbIA daiin
— HoBoe BpegoHocHoe 10, koTopoe akcnepThl «JTlabopaTopun Kacnepckoro»
Hassanm CMoon no cooTBETCTBYIOLLMM CTPOKaM B koae daiina. Y poBeHb
CNOXHOCTM aTakuy ykasblBaeT Ha TO, UTO OHa bbina paccumTaHa Ha noceTuTenen
KOHKPETHOro caiiTa n TwaTenbHO NoaroToBneHa.

CMoon cnocobeH 3arpyxaTtb KOHPUAEHUMAaNbHblE N NaTeXHbIe AaHHbIe

C 3apaXeHHOro yCTponcTBaa, 3anyckatb DDoS-aTaku, a Takxe
pacnpoCTpaHATbLCS Ha Jpyrue yCTponcTaa. HYepBb MOXET UCKaTb U OTNPaBAATb
Ha cepBep 3/10YMbILLNEHHKOB daiisibl U3 NoNb30BaTeNbCKUX Nanok «Pabounii
cTon», «[JokymeHTbI», «DOoTO», «3arpy3Kun» 1 C BHELLHNX HOCUTENEN,
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cogepxalime nogcTpoku secret, service, password 1 gpyrme knoyeBsble cnosa
B TEKCTE, UTO CBUAETENbCTBYET O LiefleHanpaBieHHOM XapakTepe aTaku.

Takxe 3noBpen MOXET 3arpy>aTb daiinbl ¢ UHPOPMaLIMEN O 3aLLNTE CUCTEMDI,
LENCTBMSAX NOMb30BaTENS U €ro yYeTHbIX AaHHbIX. Kpome Toro, BpegoHocHoe 10
CNOCOBHO AenaTb CHUMKIM aKpaHa. Paiinbl, cogep kalume CoxpaHeHHbIe Naposu,
cookies, 3aknagku, ucToputo bpaysepa, a Takxe MHopMaLmIo

LS aBTO3arnoNHeHns GopM, BKOUas AaHHbIE KPeOUTHbIX KapT, cobmpanmcb

13 Be6-bpay3epoB. YepBb TakXe OTCrnexmBaeT NoAKIOYEHHbIe
USB-HakonuTenu. lNocne yBepomneHns KoMmnaHum 0 KoMnpomeTaumm,
BPELOHOCHbIe dalinbl 1 CCbiNKK Bbinn yaaneHsl ¢ cainTta 25 nons.

Atakm OldGremlin

Apyroe

Ncecneposatenu F.A.C.C.T. coobuumam o BO3BpaLLEHNM FPYNMbl-BbIMOraTenei
OldGremlin, koTopas aTakoBana poccuickune komnarHum B 2020-2022 ropax.
[pynna 6bina HeakTyBHa ¢ ceHTabps 2022 rofa, HO NOYTK ABa roda CrycTs

310y MBbILLIEHHVK BO3OOHOBUAN AESTENBHOCTL, CAENaB HOBYIO PaCcChIfKy,

B KOTOPOW ncnonb3osanu HoBbl MHCTPYMeHT — OldGremlin.JsDownloader.
OkcnepTobl F.A.C.C.T. 0BHapyXnnmn anekTPOHHOE NMCbMO, 3arpy>KeHHOoe

Ha AnyRun oT nmenun cotpyaHuka «dnanok» c agpeca makarova@diadok[.]net,
nosyyaTenem KOToporo Obin COTPYAHUK KPYMHOW POCCUIACKON
HedTexnMmmnyeckor komnaHun. lNinceMo Bbino oTnpasneHo 12 aBrycta, a AOMeH
diadok[.]Jnet, ¢ koToporo GbINO OTNPaBNEHO BPEAOHOCHOE MUCBbMO, UMUTUPYET
opuvrnHanbHbli gomeH komnanum «KoHTtyp.dnanok» — diadoc[.Jru. B nucbme
cofepykanach ccbinika Ha 3arpy3ky invoice.xlsx. [Mpu HaxaTnm Ha ccbinky
sarpyxancs apxme ¢ LNK-daiinom, kotopesih nogkntovancs k cepsepy WebDav,
BbINONHAS KOMaHAy ANns 3arpy3kn JavaScript-daiina ong cnegytouero atana
aTaku 1 nerntumHoro nHtepnpetatopa Node. js, KOTOpbIN MCnonb3oBancs

Lons 3anycka atoro JavaScript-daiina. 3anyck aToro ckpunTta oTkpbiBaeT daiin-
npumaHky XLS, nocTynHbii no WebDav-nyTu, a Takxke oekoampyeT 1 3anyckaeT
BpenoHocHbI 3arpy3urk (OldGremlin.JsDownloader) B popmaTte Baseb4.

O1oT 3arpy3unk OldGremlin.JsDownloader nonyyaeT ¢ komaHOHOrO cepBepa,
paclndpoBbIBaET 1 BbINOMHIET cnefyowmin JavaScript-kop,

Atakn UAC-0180

CERT-UA ony6nvkoBan npenynpexneHne o BPeAOHOCHOM akTUBHOCTM Py b
UAC-0180, HanpaBneHHO NPOTMB YKPaNHCKNX OOOPOHHbIX MPeanpUsTUii.
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3N0YMBbILLNEHHNKM PaCcnpOCTPaHSAOT NOAAENbHbIE 3NEKTPOHHbIE MUCbMa

C TemMaMmu, CBA3aHHbIMM C 3aKyrnkamu, MbiITasicb 0OMaHOM 3acTaBUTb Nony4vaTeneil
OTKPbITb BNOXeHHbI ZIP-daiin, cogep>xawumin PDF-pokymeHT. [Npu HaxkaTum

Ha BnoxeHue 3anyckaeTtcs BpegoHocHoe MO GLUEEGG,

KoTopoe paclndposbiBaeT 1 BbinonHgeT 3arpy3unk DROPCLUE. OT1o 3anyckaeT
LLerouYKy 3apakeHns, MPMBOASLLYIO K YCTaHOBKE NIErMTUMHOrO NPOrpaMmMHOro
obecneyeHns gns yonaneHHoro ynpasneHns ATERA.

ATtaku FrostyGoop

PaHee HeunsBecTHoe BpenoHocHoe 10, nonyunsLuee Ha3saHne FrostyGoop,
NpPeanonoXMTENbHO BbINO VCMOb30BaHO B LIENIEBOIN aTake Ha MyHULMNanbHYO
palioHHYIO SHEPreTMYECKYIO KOMMaHWo B YkparHe, koTopas obecneunsana
LUeHTpanbHoe oTonneHne 6onee yem 600 MHOrokBapTUPHbBIX AOMOB BO J1bBOBE.
ATaka ocyuiecTBngnacb Ha KoHTponnepbl TemnepaTtypbl ENCO noctaslymka
SHEepruun: CHavana ycTaHaBAMBanachb Bepcus NpoLUMBKIY, He OTNpasnsoLwas
TenemeTpuio, @ 3aTeM Ha KOHTPOJIEPbI OTNPAaBASANMCh KOMaHabl, 3aCTaBngloLme
NX COODLLLaTb HEBEPHbIE AaHHble n3MepeHuii. o gaHHbIM komnaHum Dragos, aT1o
«MPVBENO K HApPYLLEHNIO MOAAUM 3NEKTPOSHEPI UM K OTOMUTENbHBIM Cy>XOam».

FrostyGoop — aTo cneunansHo npegHasHayeHHbli ons ACY Tl nHCTpymeHT,
HanuncaHHbIM Ha 93bike Golang, Bnepsble ncnonb3yowmin npotokon Modbus
LANS NPSIMOro BO3AeNCTBUS Ha cucTembl. OH MOXET unTaTbh U 3anncbiBaTb

B perucTtpbl ycTponcTts ACY T, copep>xalume BxogHble AaHHble, BbIXOOHbIE
LaHHble 1 fAaHHble KoHurypaumn. BpenoHocHoe MO npuHumaeT
Heobs3aTenbHbIE apryMeHTbl KOMaHAHOW CTPOKU, UCMOMb3yeT OTAENbHbIE
KOHUrypaumoHHble Gainnsl Ang onpeneneHns Lenesbix IP-agpecos n komaHg
Modbus, a Takxxe 3anucbiBaeT BbIBOA B KOHconb 1/unn JSSON-daiin.
PaccnepoBaHue aTaku B YKpavHe nokasano, YTo 3M10YMbILLIEHHUKIN, BOSMOXHO,
NONyYNnN QOCTYN K CETU XXEPTBbl Yepes HeonpeneneHHyo ya3B1MMOCTb

BO BHelwHeM MapLupyTrsaTope Mikrotik. CeTeBble akTuBbI, BKlOYas poyTep
Mikrotik, yeTblpe cepBepa ynpaBneHns 1 KOHTPONIEePbl CUCTEMbI LIEHTPAaSIbHOrO
OTOMNEHS, He ObINN afeKBaTHO CErMEHTUPOBAaHbI, YTO CNMOCOBCTBOBAO
ycrexy aTaku.

ATaka Ha TpaHcnopTHo-noructTuveckuii cektop B CesepHoin

Amepuke
Komnanus Proofpoint o6Hapyxunia kamnaHuio, HaLeneHHyo Ha TPaHCNOPTHO-
noructunyeckuin cektop B CeepHoii Amepuke. Proofpoint oTcnexnsaeT aTy
aKTMBHOCTb C KOHUa Masd N CYUTaeT, UTO rpynna, BEpOo4aTHO, UMeeT CI)VIHaHCOB)/lO
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https://hub.dragos.com/hubfs/Reports/Dragos-FrostyGoop-ICS-Malware-Intel-Brief-0724_.pdf
https://web.archive.org/web/20240723192157/https:/hub.dragos.com/hubfs/Reports/Dragos-FrostyGoop-ICS-Malware-Intel-Brief-0724_.pdf
https://www.proofpoint.com/us/blog/threat-insight/security-brief-actor-uses-compromised-accounts-customized-social-engineering
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MOTMBALMIO, XOTS HE CMOTa NPUNMCaTh e KOHKPETHOMY 3/10YMbILLAEHHWKY.
Xakepbl ICMOMb3YIOT CKOMMPOMETUPOBaHHbIE NErMTUMHbIE YYETHbIE 3anncu
9NEKTPOHHOI MOYTbI, MPUHaANeXaLume TPaHCMOPTHLIM 1 CYAOXOOHbIM
komMnaHusam, 1 3atem BHegpstoT URL-agpeca Google Drive, Benywime

K BHyTpeHHemy URL-dainny, nnn npukpennaiot URL-daiin B cyLecTByoLLYIO
nepenucky. Npun HaxxaTun ycTaHaBnmeaeTcs BpenoHocHoe 10, Takoe kak Lumma,
StealC, NetSupport, DanaBot, Arechclient2, npegHasHaueHHoOe ons Kpaxu
NHPOpMaLMKM C YCTPONCTB xepTB. Proofpoint BbisiBLN NoO KpaiHel mepe

15 ckoOMNPOMETUPOBaHHbBIX YYETHbBIX 3anMCen aIEKTPOHHON MNOYTbI,
NCMNOMb30BaHHbIX B KAMMAHNW, HO OCTaeTCH HESCHbIM, Kak Xakepbl MOayYnn
AOCTYN K 3TUM YYeTHbIM 3anncam. B aTnx kamnaHmnsx Takxe ncnonb3oBanmcb
AVanoroeble okHa ¢ ynomMmuHaHuamm Samsara, AMB Logistic n Astra TMS —
nporpamMmMHoro obecneyeHns, MPYMEHSIEMOro B YNpaBieHn TPaHCNOPTOM

1 aBTOMAPKOM, — KOTOPbIE NCMOMNb30BaNNCh /15 peanisaumm TEXHNKN

nop HaseaHnem ClickFix. [lnanorosble okHa Noby>xaanv nonb3oBaTenen
KOMMpoBaTb, BCTaBAATb 1 3anycKaTb 3aKoAMpoBaHHbI B Baseb4 ckpunt
PowerShell, conepxxawmiica B HTML. Ckpuntel PowerShell Benn k MSI-dariny,
KOTOpbIV ncnonb3osancy ang 3arpy3ku DanaBot.

Atakxmn RansomHub

AreHTCTBO Mo KnbepbeszonacHOCTUN U NHPPaCTPYKTYpHON 6esonacHocTn CLLUA
(CISA), ®epepanbHoe btopo paccnegnosaHuii (FBI), LleHTp obmeHa nHdopmaumeit
mMexay wratamm n ee aHannsa (MS-ISAC) n MuHUCTepCTBO 3apaBOOXpaHEHS

1 coumnanbHbix cnyx6 (HHS) 29 asrycta ony6nvkosan/ COBMECTHbIN BronneTeHb
knbepbesonacHocTn (CSA), copepkalumii nHpopmaumto o rpynne RansomHub,
npenocTaBnsaoLLEN yCnyrn «nporpamMmmMa-BeiMoraTenb kak cepsucy (RaaS), paHee

n3secTtHoli kak Cyclops and Knight. C momeHTa cBoero nosisneHus B pespane
2024 ropna RansomHub 3awumndpoBana 1 oTnpasuna 3noyMblLLNEHHKAM AaHHbIE
kak MuHUMYM 210 xepTB, NPeacTaBNSIoLLMX Takne KPUTUYECKIN BaXKHblEe CEKTOPbI
NHPPaCTPYKTYpbI, Kak BOGOCHabXeHWe 1 BOAOOTBeAeHNE, NHPOPMaLMOHHbIE
TEXHONOr W, FOCYAapPCTBEHHbIE YCIYT N OO BEKTbI, 30PaBOOXPaHEHNE

1 OBLLLECTBEHHOE 300POBbE, SKCTPEHHbIE CNY>KObI, MPOAOBOBCTBUE U CENbCKOE
X039CTBO, GMHAHCOBbIE YCIYTr, KOMMEPYECKNE OO BEKTDI, KOUTUUYECKN BaXKHOE
MPOn3BOACTBO, TPAHCMOPT U CBA3b. [IOKYMEHT COOEpXUT TEXHNYECKME aeTanu,
BKJItOYAs YS3BUMOCTU, KOTOPbIE SKCMYyaTUPYIOT 3M10YMbILLNEHHMKN RansomHub
LS NepBOHaYaribHOro AOCTYMNa, @ TakXke NHAMKATOPbl KOMMPOMETaLMN 1N TaKTUKW,
MeTodbl 1 npoLeaypsl. [locne nonyyeHns nepeBoHayanbHOro 4OcTyna niua,
cBa3aHHble ¢ RansomHub, cosgaBanu yyeTHble 3anvcy nonb3oBaTenei

AN19 3aKpenieHns B CUCTEMe, MOBTOPHO aKTUBMPOBAN OTKIIIOYEHHbIE YYETHbIE
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https://www.proofpoint.com/us/blog/threat-insight/clipboard-compromise-powershell-self-pwn
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-242a
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3anucu n ncnonbsosann Mimikatz. 3atem oHv nepemelLanncs No ceTn

C nomoLpio Takmx metonos, kak RDP, PsExec, AnyDesk, Connectwise, N-Able,
Cobalt Strike, Metasploit n gpyrux. beina sadukcnpoBaHa oTnpasBka AaHHbIX
3/10YMbILLIEHHNKAM C UCMOJIb30BaHNEM TakX MHCTPYMEHTOB, kak PuTTY,
Amazon AWS S3 buckets/tools, HTTP POST-3anpocsl, WinSCP, Rclone, Cobalt
Strike, Metasploit n gpyrux metonos. Kpome Toro, areHTCTBa YNOMSHY M Cpeau
ncnonbsyembix MHCTpymeHToB BITSAdmin, Sliver, SMBExec, CrackMapExec,
Kerberoast n AngrylPScanner.

ATakn, ncnonb3symwouwme Microsoft Sway

CornacHo gaHHbiM Netskope Threat Labs, maclutabHas GuLIMHroBas kamnaHust
¢ ucnonb3osaHneM QR-koaoB 3noHamepeHHo rcnonb3osana Microsoft Sway —
0BNaYHbI UHCTPYMEHT A9 CO3AaHVS OHNaMH-Npe3eHTaunin — Ans pa3mMeLLeHns
MocafoYHbIX CTPaHWL, C Lienblo obMaHa nonb3osaTteneit Microsoft 365

1 MONYYEHMS NX YYeTHbIX AaHHbIX. ViccnenoBaTen obHapyXunm 3Ty aTaku B none
2024 ropa nocne ¢pukcaumm 2000-kpaTHOro yBenmueHns Tpadpuika

Ha PULIMHIrOBbIE CTPaHWLbI, focTaBnsemble Yeped Microsoft Sway. OToT Bcnneck
PEe3KO KOHTPaCTMPYET C MUHMMaIbHOWN aKTUBHOCTbIO, 3aUKCUPOBAHHOW

B MepBOI MONOBMHE rofa, YTO CBUAETENbCTBYET O MacluTabax 3Tol KaMnaHuu.
OCHOBHbIMN MUILLIEHSMI Bbinv nonb3osaTenu B Asum n CesepHoit AMepuike,
OCODEHHO B CEKTOPAax TEXHOMOMIA, MPOMN3BOACTBa N GMHAHCOB. ONEKTPOHHbIE
nMCbMa HanpPaBNSN NOTEHUMAabHbBIX XXEPTB Ha GULLNHIOBbIE MOCaA0YHbIE
CTpaHuUbl, rae UM Npegnaranoch ckaHnposaTb QR-koabl, KOTopbie
nepeHanpaBnsnm Ux Ha Apyrue BpeaoHOCHbIE BEG-CaTbl. 3N10YMbILLNEHHNKM
ncnonb3oBanu TeXHKKY transparent phishing, 3noynotpebnsas 6ecnnaTHbim
cepaucom Cloudflare Workers, koTopblli ncnonb3oBancs B kayecTse
BPEAOHOCHbIX OBpaTHbIX MPOKCU-CEPBEPOB AJ19 NEMMTUMHbBIX CTPaHWL, BXOAa.
Taknm 06pa3om, OHM MOXULLAIN Y XXEPTB YYETHbIE AaHHbIE 1 KOAb
MHOrodakTOPHOM ayTeHTUPUKaLmMm y4eTHbIx 3annceli Microsoft, nokasbiBas nm
Npw 3TOM NErNTUMHYIO CTPaHWLLY BXOAA. 3M0YMbILLNEHHVKN TakXXe NCMob30Banm
Cloudflare Turnstile — nHcTpymeHT, NnpegHasHaveHHbIN ANg 3aWwmTel BE6-canToB
OT 6OTOB, YTOObI CKPbITb GULLNHIOBbIV KOHTEHT CBOMX LIeNIEBbIX CTPaHWL,

OT CTaTUYECKMX CKAHEPOB, YTO MOMOrano Noaaep>X1BaTbh XOPOLLYO penyTaLmio
bULIMHroBOro gomeHa 1 nsderaTb 6G1OKMPOBKN BEG-PunbTpamum.
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https://www.netskope.com/blog/phishing-in-style-microsoft-sway-abused-to-deliver-quishing-attacks
https://www.netskope.com/blog/phishing-with-cloudflare-workers-transparent-phishing-and-html-smuggling
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LleHTp pearnpoBaHusi Ha MHUMAEHTbI MHPOPMALMOHHOW 6€30MacHOCTU NPOMbILIEHHbIX
nHPpacTpykTyp «JlabopaTtopumu Kacnepckoro» (Kaspersky ICS CERT) — rnobanbHbiii npoekT
«JTabopaTopum Kacrnepckoro», HaLeneHHbI Ha KOOPAHALUMIO AEACTBUI NPON3BOANTENEN CUCTEM
aBTOMaTU3aUMM, BradenbLEeB U OMNepaToOpOB MPOMbILMEHHbIX O6OBEKTOB, WccnegoBaTeneit
NHPOPMaLIMOHHOM 6e30MacHOCTX MPW PeLleHnN 3adad 3aWwnTbl NMPOMbILAEHHBIX NPeanpusa T
N 06 BEKTOB KPUTUYECKN BaXKHbIX MHPPACTPYKTYP.

Kaspersky ICS CERT ics-cert@kaspersky.com
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