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OTOT BOKYMEHT coaepXuT 063op nybavkaumin o6 APT- n ¢pnHaHcoBbIX aTakax Ha
NPOMBbILLNEHHbIE MPEANPUSTIS, PE3Y bTaTbl UCCNEO0BaHNS KOTOPbIX Obiny
packpbITbl B YeTBepTOM kBapTane 2024 ropa. B kaxaom cryyae Mbl KpaTKo
N3MOXWN OCHOBHblE daKTbl, @ Tak)Xe NPUBEeNN NonyYeHHble NCcrnenoBaTensmMm
pe3ynbTaTbl 1 BbIBOAbI, KOTOPbIE MOTYT BbITb MONE3HbI CreLanicTam,
3aHVMaIOLLMMCS NPaKTUYECKUMM BONPOcaMm kKnbepbesonacHoCTH
MPOMBbILLEHHbIX MPEANPUATHUIA.

NHTepecHble pakTbl

ATakun, 0 KOTOpbIX CTano N3BeCcTHO B YeTBepTOoM kBapTane 2024 roga,
NANOCTPUPYIOT HEKOTOPbIE N3 MHOMOUMCIIEHHBIX MPOBem knbepbesonacHOCTH
NPOMBbILLNEHHBIX NPEANPUATUA 1 TEXHONOTMYECKON NHPPaCTPYKTYPbI.
[Nepeuncnm oCHOBHbIE MOMEHTbI, Ha KOTOPbIE Mbl XOTENN Obl 0B6PaTUTL
BHVYIMaHWe untaTenei.

pynna TIDRONE B ouepepnHoii pas bbina ynmyeHa B pacnpocTpaHeHnm
BpenoHocHoro O yepes nporpammHoe obecneveHne ERP, cogepkaluee
6aknop. Ckopee BCero, aTo CTano pesynbTaToM aTaki Ha HALLEBbIX KOPENCKIMX
pa3paboTunkos ERP, npepnaratomx cBou pelleHns orpaHnyeHHOMY YniCITy
KNIMEHTOB. OTa KamMnaHns CBUAETENbCTBYET O TOM, YTO aTaku Ha LLenoyKun
MOCTaBOK SBNSAOTCS BaXXHENLWNM GakTOPOM prcKa A5 MPOMBbILLIEHHbIX
npeanpusTUiA, OCOBEHHO, KOrAa OHN UMEIOT AENO C MENKVMMM NOCTaBLLMKaMU.

OpraCrab — cnoxHbiii 6akgop Ha 6a3e Linux, HaueneHHbIn Ha CUCTEMbI
aBTO3anpaBOYHbIX CTaHUWIA, Bbln OBHapPYXeH B OAHOWN N3 CUCTEM YNpaBrieHns
TOMMMBOM, KOTOpPas paHee, Cysi Mo COODLLEHNIO ccnepoBaTenel, boina
B3/I0MaHa N3BECTHOW rpynmnor XakTMBMCTOB. ELLe oanH npumep Toro, 4to B
ueneBblx atakax Ha OT-cuctembl MOXeT BOOOLLE HE MCMOb30BaTLCS Kakas-
nnbo cneumnanbHas OT-dyHKUMOHANBHOCTL (€AMHCTBEHHOE creumndunyeckoe, YTo
chenanu aTakylowme B JaHHOM Clyyae, — OHU peann3oBan B3anMoaencTBuS C
KoMaHaHbIM cepBepoM Yepes npotokon MQTT ong cokpbITUS KOMMYHMKaLUWI B
OObIYHOM ANS aTakOBaHHbIX CUCTEM Tpaduke).

pynna RomCom B cBoux aTakax Ha 06OPOHHbIE, SHEPTrETUYECKNE,
npaBUTENbCTBEHHbIE, PapMaLeBTUYECKME, CTPAXOBbIE U IOPUANYECKNE
opraHusaumm eBponenckix cTpaH, YkpanHol 1 CLLUA ncnonb3osana uenouky 13
[BYX YSI3BUMOCTEN HYNneBOro aHs (ogHa B bpaysepe, opyras B onepaLoHHON
CUCTEME), YTO NMPUBENO K YAANEHHOMY BbINOIHEHWNIO KoAa 6e3 kaknx-nnbo
LENCTBWI NONb30BaTeNs. OTOT KeC NoavYepkmBaeT, HACKOIbKO BaXXHO 0byyaTb
COTPYAHVKOB KMBEeprurmeHe 1 noBbILaTh YPOBEHb VX KNOEpPrpamMoTHOCTH.
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MHorodakTopHas ayTeHTUPUKaLmMs — nonesHas npakTuka obecrneveHmns
©e30nacHOCTH, HO NCMOSb30BaTb €€ HY>KHO NMpaBubHO. B npoTreHoM cnyyae
3M10YMbILLNEHHVKM MOTYT €€ 0DOITI, Kak 9TO NPOAEMOHCTpUpPOBana
npovpaHckag rpynna xakepos B XOAe KaMrnaHuy, HaLeNeHHOM Ha NPOMbILLNIEHHbIE
OpraHn3aummn B pasnnyHbix cekTopax. [1ockonbky Ans ganbHenwero
pacnpoCTpaHEHNs MO CETYN CBOUX XXEPTB 3/T0YMbILLIEHHNKN Monb3oBanucb RDP,
9TOT KEWC TakXe CMY>XUT HanOMVHaHMEM O TOM, Kak BaXX€H MOHUTOPVUHT U
KOHTPO/b NCMONb30BaHNSA MHCTPYMEHTOB YAANEHHOro AocTyna BHYTpu T-u
OT-nepumeTpoB.

Heckonbko MHTEpEeCHbIX TEXHUK NPoaeMOHCTpupoBana rpynna Shadow/Twelve
(NpennonoXnTenbHO 3a 3TVMM Ha3BaHNSIMI CKPbIBAETCS OAHa rpynna, KoTopast
MeHsIeT HasBaHe, NepektoYasce Mexay GMHaHCOBO MOTVBMPOBaHHLIMM aTakamMu
N XaKTVBU3MOM). DTOT KeliC MOATBEPXKAAET, YTO MPOMBbILLIEHHBIM NMPEANPUATUSIM
CTOWT BHMMAaTENlbHEE OTHOCUTBCS K 3aLumTe cUCTeM Ha 6a3e Linux 1 k 3awwmTe
BUPTYasnbHbIX cpef. YuUacTHUKM rpynbl ucrionb3osanu Telegram, Utobbl cnegnThb 3a
COTPYAHVKaMU KOMMaHWIA-XXEePTB 1 OKa3blBaTb AABNEHNE Ha HVX OJ15 MOSTyYeH S
BblKyna. OTO [OKa3bIBaeT, YTO NINYHbIE MECCEHOXKEPDI HE CneayeT BOCNPUHMATb
Kak HeYTO He noanexatiee MOHUTOPUHIY 1 KOHTPOJIIO CO CTOPOHbI
KOPMOpaTUBHON CNy6bl MHGOPMaLMOHHOM 6e30MacHOCTM.

pynna Akira/Howling Scorpius B cBOMX aTakax Ha opraHM3aumm cpegHero
pa3mepa B chepe CTPoUTENbCTBA, TPAHCNOPTa, NOrNCTUKN, FOCYAaPCTBEHHOMO
ynpaBneHns, TENeKOMMYHMKaLWIA, TEXHONOT i 1 dapmaLeBTVKN obxoamna
3aLUMTHbIE PELLEHNs C MOMOLLbIO KOMBMHALMM KaK AaBHO N3BECTHBIX TEXHUK,
Hanpumep Bring Your Own Vulnerable Driver, Tak n HoBoro metoga, HaueneHHoro
Ha 3aLumLLeHHble EDR-pelueHnamim BupTyanbHble MHGPacTpyKTypbl. OTO eLle
OOVIH @apryMEHT B MOMb3Yy TOrO, YTO NMPOMBILLIIEHHBIM NMPEANPUSTSIM HEOBXOANMO
NHBECTNPOBAaTb PeCcypchl B cOop 1 aHanna nHbopmaumm ob yrposax, Ytobel
3abnaroBpeMeHHO paspabaTbiBaTb aaeKkBaTHbIE Mepbl 6€30MacHOCTN.

B xone kamnaHum NpOMBbILLNEHHOT O LLUMNOHAaXa C MCMNOb30BaHNEM 3apaXkEHHbIX
USB-HakonuTeneii, HanpaBneHHoN NpPoTUB NPON3BOACTBEHHbBIX U NOMUCTUYECKINX
npeanpusaTuii Asmatcko-TrxookeaHCKoro pervoHa, Turla (no Bepcumn koMnaHuii
Mandiant n Cybereason), unu Tomiris (no Bepcun «JlabopaTopum Kacnepckoroy),
ncnonb3oBarna AOBOJIbHO PEAKYIO TaKTUKY NepBOHaYvanbHOro NpodunpoBaHns
xepTB. [119 9TOoro oHn 3axBaTim KOMaHAHbIN cepBep HeakTUBHOMO BOTHETA,
NNKBUOMPOBAHHOIO HECKOJIbKO NET Ha3af, B XOA4Ee OnepaLmm MexayHapoaHbIX
NPaBOOXPaHNTENbHbIX OPraHOB. XOpoLluee HanoMuHaHe coTpyaHukam Vb-
OTAEN0B NPOMBILLNEHHbIX MPEANPUSATUIA, YTO NOMbITKA 3apaXKeHns
pacnpocTpaHeHHbIM BpeaoHOCHbIM 10 MoxeT ObiTb nuLwb nepBbiM aTanom APT-
aTaku, pa3BopavnBaloLLEeiCs BHY TPU CETU OpraHn3aLmu.
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NHTepecHyto TeXHUKY YBEAOMIIEHNS CBOVIX XEPTB 00 aTake MCrosib3oBasnm
BbiIMoraTenu BianLian — oHn ocTaBngnm coobLLeHns, nevaTas nx Ha NpuHTepax,
NOAKMOYEHHBIX K CKOMMPOMeTUpoBaHHoM ceTn. CoTpyaHukam cnyxo Vb Ha
3aMeTKy — MMeEeT CMbIC/ Nepuoamnyeck MPOBEPSTb, YTO NeyaTaloT Balum
NPVIHTEPBI.

Bcnepn 3a LockBit ewe oamH wndpoBanblumk Tenepb nogaepxmsaeT FreeBSD.
Hosbin windposanbLumk Interlock, nmetowmii BapmaHT nog aty OC, 3ameyeH B
aTakax Ha NpoMblILLNeHHble NpeanpuaTug B Vinann, itanum, Anornn, I'epmannm,
MNepy, KOxHom Kopee, Typumm n CLLUA — HapedaTbcs, UTO cepBepbl MOA
yrnpaBneHnem aTol nnaTtPopmMbl HAXOAATCS B 6€30MacHOCTM N3-3a OTCYTCTBUS
paboTatoLLero Ha Hell BpeaOHOCHOrO MHCTPYMeEHTapus 6osblue Henb3s.

lOro-BocTouHas Asus n Kopes

ATtaku PhantomNet

PhantomNet — a1o RAT, Bnepsble onvicaHHbIi cneupannctamm ESET B koHue
2020 ropa. B 2021 ropy nccneposatenu «Jlabopatopum Kacnepckoro»
onybnunkoBanu cobcTBeHHbI aHann3 3noBpena PhantomNet, koTopblii B TO
BPEMS UCMOSIb30BasCs A5 aTak Ha NpaBUTENbCTBEHHbIN cekTop BeeTHama. B
otyeTe «JlabopaTopum Kacnepckoro» 6binv nogpobHO onncaHbl nnariHbl 1
KOMaH[bl, KOTOPbIE NOAAEPXKMBaN 310Bped. OKCnepTbl CHOBa OBHaPY XM
PhantomNet B xone nccnepnoBarus knbepaTtaku Ha roCyUYpeXxXaeHs 1
obpasoBaTesbHble opraHn3aumnn B bpasunum B anpene 2024 roga. OHu BbiSBAIN
MHOFOUMCIIEHHBIE CKPUMTbI 1 KOMaHbl, KOTOPbIE BbIMOMHANN aTakyloLme, a Takxe
ounaep PhantomNet. 3n10yMbILLAEHHNKN U3MEHWIN MEXaH3M 3aKpeneHs
TakM 06pas3om, YTO BpeOHOCHAas Harpy3Kka Tenepb XPaHUTCS B
sawmndposaHHoM Buae B peectpe Windows 1 nasnekaetcs oTTyna C MOMOLLbIO
cneupmanbHoro 3arpysuymka. CTaTncTika nNo XXepTBam TakxXe AEMOHCTPUPYET
N3MEHeHNs: eCcnn paHblue cnyyan 3apaxeHns PhantomNet pernctpuposanmce
TONbKO B A31K, TO TENEPb aKTUBHOCTb 3/10YMbILLIEHHVKOB OXBaTbiBaeT
MHOXECTBO PErMOHOB MO BCEMY MUPY 1 3aTparnBaeT LeNblli CNeKTP oTpacnei,
BKJIOYas MPOMBbILLIEHHOE NMPON3BOACTBO, CTPOUTENBCTBO U CEMbCKOE XO3ANCTBO.

ATtaku SideWinder

SideWinder — a1o APT-rpynna, koTopas akTvBHa kak MuHumMym ¢ 2012 roga n
HaLeneHa B OCHOBHOM Ha KpynHble opraHunaaumnm B KOxHon Asun. B xone ogHoro
13 paccnenosann akenepTbl «JlabopaTtopumn Kacnepckoro» obHapyXxunm, 4to
3noymbliuneHHnkn ns SideWinder ncnonbsoBanu paHee HeNM3BECTHbIN
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WHCTPYMEHT nocnepHero aTana ataku StealerBot. 910 npoasuHY THI MOAY NbHbIN
WUMMNMaHT, cneunanbHO pa3paboTaHHbIn Ans wnnoHaxa. Ero OCHOBHOM KOMMOHEHT
CKPbIT HECKOMBbKMMU YPOBHSAMUN 06dYyCKaLmm 1 MEXaHM3MOM 3aLUmTbl OT aHanmsa.
Hn oovH KOMNOHEHT, B TOM YMCE 1 OCHOBHOW, KOTOPbIN MCMONb3YEeTCS TOMbKO
A5 CBSA3M C yAaNeHHbIMY CepBepamMim 1 3arpy3Ku AOMONMHUTENbHbIX MOAYNEN, He
XpaHuTCcs B GainoBoi CUCTEME B OTKPBITOM BUae. Bce KOMNOHEHTL HaXoaaTCS
BHYTpU 3awmndpoBaHHbIX GalinoB 1 3arpy>atoTcs B NamMsTb C MOMOLLBIO APYroro
BpenoHocHoro 10O, Takoro kak Backdoor Loader Module. Moaynu BeibopoyHo
yCTaHaBMBaOTCH 3/10YMbILLNEHHNKOM Ha KOHKPETHYIO CUCTEMY, MCXOAs N3
noTpebHocTel. Bcero 66110 obHapyXeHO BOCEMb MOAYEN, C MOMOLLBIO
KOTOPbIX COBEpLUannCb aTtaku Ha uenu B banrnapew, [xndyTn, Nopaanun,
Manarisum, MbsHme, Henane, [NakucTtaHe, Caynosckori Apasun, LLpn-JlaHke,
Typuunn, OAD n Ha ManbamBax. Cpeam nocTpagaBLUMX OpraHn3aumnin —
rOCyAapCTBEHHBIE 1 BOEHHbIE CTPYKTYPbI, TOrMCTUYECKME KOMMaHUN 1
NHPPaCTPYKTYpa, YHUBEPCUTETHI 1 PUHAHCOBBIE YUPEXAEHNS,
TEeNeKOMMYHMKaLUMOHHbIE 1 HedTaHbIe KoMnaHun. ATakam Takxxe NoaBeprimch
avnnomatunyeckme yupexaeHuns B AbranHnctare, @paqHumn, Kutae, Vingun,
NHooHesnn n Mapokko.

ATtakn DONOT /Origami Elephant

CornacHo otyeTty natopartopum Cyble Research and Intelligence Labs, APT-
rpynna DONOT (Takxxe nssectHas kak APT-C-35, Origami Elephant, Brainworm)
aTakoBana npeanpusTus CyaoCTPOUTENbHO 1 OBOPOHHOW NPOMBILLIEHHOCTN B
MakuncTare. [pynna cywecTteyeT ¢ 2016 roga. Ee nedrenbHOCTb C camMoro Havana
Oblna HaLeneHa Ha NPaBUTENbCTBEHHBIE YUPEXAEHWS, BOEHHbIE CTPYKTYPbI U
AvnnoMaTnyeckme MMCCum, B OCHOBHOM PacnofioXeHHble B cTpaHax KOXHO
Aszun. Panee rpynna DONOT aTakoBana opraHusaumn, aKCrinyaTmpys
YSI3BUMOCTU 1 UCMNOMb3Y$ GULLVMHIOBbIE MCbMa 1 BPEAOHOCHbIE BIOXKEHNS B
KayeCcTBe HayanbHOro BeKTopa 3apaxkeHus. B HoBon kamnanum rpynna
ncnonb3osana GULLMHIoBbIE MMCbMa, CofepkalLme BpeaoHocHbIn darin LNK nog
Buoom fokymeHta RTF. Mpu oTkpbiTun daiina 3anyckanmcb HECKObKO KOMaHL,
PowerShell, koTopeblie 3arpyxann DLL n pokymeHT-npumanky RTF. JokymeHT-
npvManka otcbinan k Karachi Shipyard & Engineering Works — kpynHomy
0bopOoHHOMY nogpsaunKky 13 NakmncTtana. [Nocne 3anycka BpenoHocHbI DLL
NHULMMPYET npoLecc nasnedeHns na sctpoerHoro darina JSON gaHHbIX
KOHpUrypauumm, BKIloYas agpeca CepBepoB, Koy WdpoBaHns 1 apyrne
napameTpbl. 3aTem BpegoHocHoe 10 ncnonbayeT aTy MHPOpMaLmIo 419 CBA3U C
KOMaHAHbIM CEPBEPOM U 3anpalumBaeT AanbHelne NHCTPYKLMN MO Ppa3BUTUO
aTaku. [Ing pe3epBHOro KOMaHgHOro cepsepa UCMOoNb3yeTCH Cy4YaHbIM
06pa3om creHepunpoBaHHOE JOMEHHOE VM.
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ATtaku P8

NccnepoBaTtenu «JlabopaTtopum Kacnepckoro» noeHtnbuuposany HoBbIM
dpeliMBOpK aTak, Nony4mBLLNA Ha3BaHMe P8. ATakam noaseprance NpeanpusaTs
B cdepe drHaHCOB 1 HeaBMXMMOCTUN BbeTHama Bo BTopor nonosuHe 2022 roga.
B 2023 rony komnaHus Elastic Security Labs coobuumna o6 atake APT-rpynnbl
Oceanlotus (oHa xxe APT32) c ncnonb3oBaHnem Habopa MHCTPYMEHTOB Mog,
HasBaHvem Spectral Viper. XoTg aT1 kKaMnaHny UAEHTWYHbI, CCnepoBaTenm
«JlabopaTopun Kacnepckoro» He MoryT ofiHO3Ha4HoO aTpubyTmposaTh P8 K
rpynne OceanlLotus.

DpeiivBopk P8 conep>XunT 3arpy3umk 1 HECKONbKMX NNarMHOB, KOTOPbIE
3arpy»aroTcs C KOMaHAHOro cepBepa B NaMsTb, HE OCTaBNgs CNefoB Ha AnckKe.
NccneposaTtenu cuntatoT, uTo P8 cosnaH Ha OCHOBE NpoeKTa C OTKPbIThIM
ncxopHbiM kogom C2Ilmplant, koTopblii MognduUMpoBan Ang LWNMOHaXxa 1
OCHaCTWN pacLUMPEHHbIM HaBOPOM PYHKLMIM 1 NPOoTOoKoNoB. Liensbio,
npennonoXmTenbHo, bbina peannsaums elle ogHol nnaTdopMbl
nocTtakcnnyaTaunn, nogobHoli Cobalt Strike. C Tolh nnm nHow cTeneHbto
YBEPEHHOCTU MOXHO MPEANONOXNTb, YTO HauasibHbIM BEKTOPOM 3apaxeHus
aBnseTcs uenesol duwmHr. [ns caipnoagmHra maska P8 atakytowme
NCMonb30Bann ycTapeBLwyto yTunuTy «Jlabopatopumn Kacnepckoroy.
ccnepoBaTtenun Takxke 0BHapYXuUnn, YTO NepeMeLLEHE Mo CETU
OCYLLECTBNANOCH MNyTeM akcnayaTaumm yassmmocTtein SMB v gpainsepoB ang
npvHTEpa.

«JTabopaTopus Kacnepckoro» onybnvkosana [ONONHUTENbHbBIA OTYET C
NoApPOBHLIM onncaHrem 12 NnarnHoB AN NepemMeLLeHNs Nno ceTu, akChUnbTpaLmm
LaHHbBIX, KPaXkn yY4eTHbIX AaHHbIX, CO3AAHNS CKPVHLLOTOB, 3arpy3Kku U ynpaBieHns
daiinamn. HoBble aTakm nokasanu, YTo TaKTUKMW, TEXHUKM 1 NPoLeaypb
3/10YMBbILLIEHHNKOB N3MEHUIVICb, HO M1aBHOM MULLEHBLIO NO-MPEXHEMY OCTannChb
¢durHaHcoBble yupexaeHns BbeTHama. Cpeam nocTpaaaBLUMx OKa3anoch Takxe
O[HO NPON3BOACTBEHHOE NpeanpusTie. HauanbHblii BEKTOP 3apaXkeHns no-
NpeXHeMy OCTaeTCs HEM3BECTHbIM, 1 NpsMoli cBasm ¢ Oceanlotus ycTaHOBNEHO
He bbino.

AKTUNBHOCTb KUTAACKOS3bIYHBIX FPY

ATaku Estries/Salt Typhoon

B xone paccnenoBaHus aTak Ha TeNEKOMMYHMKaLMOHHble KoMmnaHum Koro-
BocTouHoln Asum cneumnanncTsl Trend Micro obHapy>ximnv HoBbIi 63KA0P,
nonyunBwnii HassaHne GHOSTSPIDER. ViccnepnoBaTenn cBA3bIBaOT 3TW aTaku C
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KuTanckossbiuHom rpynnoit Earth Estries (oHa xe Salt Typhoon, FamousSparrow,
GhostEmperor n UNC2286). [1ns opraHnsaumm CNoXHbIX MHOFOCTYMEHYaTbiX aTak
rpynna, nomumo GHOSTSPIDER, ncnonbsyet Habop cOBCTBEHHbIX U
obwenocTynHbix HcTpyMeHToB: SNAPPYBEE (oH xe Deed RAT), SparrowDoor,
CrowDoor n MASOL RAT gnga Linux, pytknt DEMODEX, NeoReGeorg, frpc n
Cobalt Strike. MNo gaHHbIM komnaHum Trend Micro, rpynna Salt Typhoon
OCYLLECTBNSNa aTaku Ha TENEKOMMYHVKALIMOHHbIE, TEXHONOrMYeCcKme,
KOHCaNTVHroBble 1 TPAHCMOPTHbIE KOMMaHUW, MPaBUTENbCTBEHHBIE YUPEXAEHNS
N NPeanpusaTsg XMMNUYeCKon NpoMblLneHHoCcTy AdraHmcTaHa, bpasunuu,
SceatuHn, NHonn, hooHesun, Manainauw, [Naknctana, @unmnnuH, KOxHon
Adpwkn, TaliaHs, Tannanga, CLUA n BeeTtHama. Ocoboe BHMMaHMe B 0TYeTE
yoensetcsa aosym kamnaHnam: Alpha (aTakv Ha rocyaapCTBEHHbIE CTPYKTYPbI 1
nNpeanpuaTUS XMMUYECKON MPOMbILLIEHHOCTU TaBaHs C NCMOSIb30BaHEM
DEMODEX n SNAPPYBEE) n Beta (npooomkutensHag kKamnaHns
KnbepLUNMoHaxa B CETIX TENEKOMMYHNKALMOHHbIX 1 MPaBUTENbCTBEHHbIX
oprannzaumnii lOro-BocTouHoli Asnm ¢ ncnonbsosaHnem GHOSTSPIDER v
DEMODEX). [epBuyHOE NPOHNKHOBEHNE NPOUCXOANIIO C UCMOb30BaHNEM
ysi3BUMOCTel nyonnyHbix cepauco: CVE-2023-46805, CVE-2024-21887
(cepsuc Ivanti Connect VPN), CVE-2023-48788 (FortiClient EMS), CVE-2022-
3236 (Pparipson Sophos), CVE-2021-26855, CVE-2021-26857-6858 n CVE-2021-
27065 (ProxyLogon). [1na cb6opa passennaHHbIX 1 nepemMeLLeHns no cetn Salt
Typhoon ncnonesyet LOLbin-noaxop (Living-off-the-Land Binaries).

ATtaku TIDRONE

KuTtaiickosasbiuHas rpynna TIDRONE 6bina Bnepsble noeHTUgUumpoBaHa
nccneposatenamm ns Trend Micro, a B ceHTs6pe 2024 ropa onvcaHa
aKcnepTaMu KomnaHum Acronis. B 6nore komnanum 6binm onvcaxsl ataku
TIDRONE Ha npoussoauTeneii BpoHOB 1 060POHHbIE NpeanpuaTus TaliBaHs.
NceneposaTtenu ueHtpa ASEC oGHapyxumnm, 4To NpuHagnexatllee rpynne
BpenoHocHoe 1O CLINTEND 6bino ncnonb3oBaHo B XOfe aTaku Ha Kopenckume
KoMnaHun B nepoii nonosuHe 2024 roga. SkcnepTbl Trend Micro
NPEANONOXWIN, YTO B ONMMCAHHbIX UMW CITyYasix rpynna pacnpocTpaHsna
BpenoHocHoe [0 uepes copepxallee 6akaop nporpammHoe obecneyeHne ERP,
YTO, CKOpEE BCErO, SBMMOCH Pe3ynbTaTOM aTakm Ha LLenoYky noctasok. B
cnyyasx, onucaHHbix ASEC, BpepoHocHoe 10 Takxxe pacnpocTpaHsanoch Yyepes
cogepkallee TPosHLUa nporpammHoe obecneyeHne ERP, koTopoe
akcnnyaTuposanock ¢ nonsa 2024 ropa. Ho Ha aT1oT pas O 6bino nponsseneHo
MeNKUMN KOPENCKMM KOMMAHVSIMU, faXe He MEIOLLMU opurLmanbHbIxX BE6-
cainToB. B otueTax Trend Micro 1 Acronis 66110 OTMEYEHO, YTO ANg
caingnoaguHra spegoHocHoro 10O ncnonb3osancs nermTUMHbIN daiin
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winword.exe. iccnenosaTteny ASEC obHapyxunm, 4To osis 9TOW Lenn TakxKe
ncnonb3osanuch nermtumHble ¢parinsl VsGraphicsDesktopEngine.exe i rc.exe.

AKTMBHOCTb, CBsi3aHHas ¢ bamyxHum BocTtokom

MNpenynpexaeHue areHTcTBa CISA 06 aKTUBHOCTU MpaHCKMX
KnGeprpymnn

depepansHoe 6opo paccnenosaHuii CLLUA, AreHTCcTBO No knbepbesonacHoCTU
3awmTe HPpacTpykTypbl (CISA), AreHTCTBO HaumoHanbHo 6esonacHocTy CLUA,
LleHTp 6e3onacHocTn kommyHuKaumii KaHagbl, @epepanbHas nonums ABCTpanim
1 ABCTpanuincknin LeHTp knbepbesonacHOCT Npy ABCTPanMinckomM ynpaBneHnm
CBSI31 Ony6MKoBanM COBMECTHbIV BIoNIeTEHb M0 KnbepbesonacHoCTy,
KacaloLMnCcs AeaTeNbHOCTN MPOVPAHCKMX KMGeprpynn. STW rpynbl C OKTS6ps
2023 rofa aKTMBHO aTaKyloT NPEANPUATUS KPUTNYECKON NHPPACTPYKTYPbI B TaKMX
oTpacnsx, Kak MeanuyHa 1 34paBOOXpPaHeHe, roCyAapCTBEHHOE YrpaBeHye,
NHGOPMALMOHHBIE TEXHONOT W, MALLMHOCTPOEHME N SHEpreTyKa.
3NOYMBILLAEHHNKM MOYYaoT HECaHKLMOHNPOBAHHbIA JOCTYM K CETSAM C NMOMOLLbIO
BpyTdopc-aTak, Takux kak password spraying, 1 6GombapanNpPOBKK 3anpocamm
(push bombing 1 MFA fatigue) nonb3oBaTeneli cuctem ¢ MHOrodakTOPHO
ayTeHTudvkaumen (MDA). YcTaHOBMB LOCTYM, 3M10YMbILLNEHHVKN ObICTPO
perncTpupytoT B cucteme MDA cBon yCTpONCTBa, OTK/IIOUAIOT NErMTUMHBIX
nonb3oBaTenen N yCTaHaBNMBaloT KOHTPOb Hag, B3/TIOMaHHBIMI YYETHBIMM
3anncsmun. B ogHOM 13 onmcaHHbIx Cryyvaes 3M10YMbILLAEHHNKN Yeped PYHKLIMIO
camocTosTenbHoro copoca napons (SSPR) B LOCTYNHOM 13 MHTEpPHETa
nHTepodeiice Active Directory Federation Service (ADFS) c6pocunm ctapble
naposnu, a 3aTem 3aperncTprpoBaIn HOBbIE YCTPOMCTBA Yepes peLleHns ANs
envHoro Bxofa Okta ong Tex yueTHbIX 3anmcel, KoTopble BnagesbLibl He ycrnenn
3awmTnTb. OKasaBLWNCh BHYTPW CETU, 3M10YMBILLNEHHVIK Pa3BMBatOT aTaky,
nepemeLlasich no nHdpacTpykType no RDP. B 6ionneteHe yTouHseTcs, 4To Ans
MPOHNKHOBEHMS 3MT0YMBbILLIEHHNKM cnonb3oBany cuctemsl Citrix, a 3atem ¢
nomoLubto Microsoft Word oTkpbisanu PowerShell ons 3anycka mstsc.exe ¢ uenbto
LanbHewero npoapuxeHns no RDP. B HekoTopbIx cnyyasix OHW BbINOIHSAIN
nepebop Kerberos Service Principal Name (SPN) HeCkonbkix CEPBUCHbBIX YYETHbIX
3anucei, 4Tobbl NonyunTb TUKeTbl Kerberos, paclumpsas [ocTyn K cuctemam
XepTBb.

Baknop OrpaCrab/IOCONTROL

NceneposaTtenu komnaHum QiAnXin XLab ony6nvkoBanu pesynbTaThl aHanmsa
OrpaCrab — Linux-63akaopa, HaueneHHOro Ha CMCTEMbl MPOM3BOACTBA
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komMmnaHuen ORPAK, koTopas cneumnanmsmpyeTcs Ha pelennsax angd A3C n
TpaHcnopTupoBkn HebTenpoaykToB. BpenooHocHas nporpamma Gbina 3arpy>keHa
Ha nopTan VirusTotal B aHBape 2024 ropa ns CLLA. XapakTepHas yepTa
OrpaCrab — ncnonbsosanne npotokona MQTT (Message Queuing Telemetry
Transport) ansa cBa3u ¢ KoMaHaHbIM cepaepom. [locne ycTaHoskm OrpaCrab
3aKpennAeTCs C MOMOLLLIO CKPUMNTA, KOTOPLINA OOMKEH 3anyCKaTbCs
aBTOMaTuyeckun ns katanora /etc/rc3.d/. OrpaCrab ncnonb3yeT pexim
windposaHns AES-256-CBC ans ob6dyckaumm cBoeli KOHPUrypauoHHOM
nHpopmaumm n npotokon DNS no HTTPS (DoH) ona paspelueHns LoOMeHHOro
nmeHn C2, yto nossonseT adPekTUBHO OOXOANTbL B HEKOTOPbIX ClyYasix
moHuTopuHr DNS. Bakaop B3anmopencTeyeT C KOMaHAHbIM CEPBEPOM MpU
noMoLLM Tpex rnaBHbix Torvkos MQTT ans 3arpysku nepBuyHoi nHdopmaummn oo
YCTPOICTBE, MONYYEHNS NHCTPYKLMIA 1 BO3BPALLEHMS pe3ybTaToB UCMONMHEHNS
KoMaHg,. 3noBpep NoanepXnBaeT BOSMOXHOCTb YAaNEHHOrO BbINOHEHNS Ha
C/CTEeME NPON3BOJIbHBLIX KOMaH[, caMoydaneHne N n3MeHeHre KoHdUrypaumm
MQTT-6pokepa.

Komnanuns Claroty npucsownna BpegoHocy nms IOCONTROL. Mo cnosam
nccnepoBaTeneil, oH bbin 0bHapyXeH Ha 3anpaBoyHoli cTaHumm Gasboy, koTopas
[0 3TOro 6bina B3noMaHa xakepckol rpynnoii CyberAvangers. 9Ty rpynny paHee
CBS3blBaNN C KMbepaTakamm Ha CUCTEMbI BOLOCHAOXEHNS, B KOTOPbIX
9KCMNJyaTUpPOBanMCh YS3BMMOCTI B MPOrPaMMMpPYEMbIX TOrMYECKX
koHTponnepax Unitronics. [No gaHHeim Claroty, BpegoHocHoe O BHegpunv B
nnaTexHbl TepmuHan Gasboy OrPT. o oueHke cneumanncTos,

310y MBbILLAEHHVKN, UMESt BO3MOXHOCTb KOHTPONMMPOBaTb NiaTeXHbIi TepMUHan,
MOT N HapyLaTb PaboTy TOMAVMBHOW KOMMaHUM 1, NOTEHUMAaNbHO, MOXULLATb
LaHHble BaHKOBCKMX KapT €€ KIIMEHTOB.

AKTUBHOCTb PYCCKOSI3bIYHbIX FPYnn v uenm B Poccun

ATakm Crypt Ghouls

B nexkabpe 2023 rona 6bina obHapy>xeHa HoBasl BPeAOHOCHast akTUBHOCTb,
CBsi3aHHas C aTakami WidpoBanbLLMKOB Ha POCCUICKIE KOMMaHN 1
rocynapcTBeHHble CTPYKTYpbl. [anbHelilee nccnefosaHe NPMBENO 3KCNepTOB
«JTabopaTopum Kacnepckoro» k rpynne, nonyunsLueii HassaHne Crypt Ghouls, n
MO3BOJINIIO BbISBUTL €€ CBSA3b ¢ apyrumu rpynnamu. Crypt Ghouls ncnonbsosanu
wndposanswmkm LockBit 3.0 n Babuk. HoBas BpegoHocHas akTMBHOCTb rpynnbl
nepecekaeTcs ¢ gesatenbHocTbio Morlock, BlackJack, Twelve /ExCobalt n
Shedding Zmiy. B apcenane Crypt Ghouls nmetoTcs Takme pacnpocTpaHeHHbIe
NHCTPYMeHTbI, kak Mimikatz, XenAllPasswordPro, PingCastle, Localtonet,
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Resocks, AnyDesk, PsExec. BonbLUMHCTBO pyCcCKOroBOpSLLMX rpynm, HaLeneHHbIX
Ha POCCUINCKMNIA BU3HEC N TOCYAAPCTBEHHBIE CTPYKTYPbI, ICMONb3YET OOLLMIA
WHCTPYMEHTapUIN 1 CXOXWEe TaKTVKW, TEXHVKW 1 npoueaypsbl. XKepTBamu aTak
CTaHOBATCS UCKIIOUMTENbHO POCCUIACKME KOMMaHWWN: ropHOL06bIBatoLLME,
aHepreTnyeckmne, PUHaHCOBbIE 1 TOProBbIe.

ATtakn Awaken Likho/Core Werewolf

NccneposaTtenu «JlabopaTtopum Kacnepckoro» obHapyXuim HoBYo KamraHuio
APT-rpynnbl Awaken Likho (Tak »xe nssectHoi kak Core Werewolf),
HanpaBneHHYIo Ha POCCUIACKNE FOCYAAPCTBEHHBIE YUPEXAEHNS, NX NOOPAOYNKOB
1 psg NPOMbILLNEHHbIX Npeanpuatui. KamnaHns Havanack B nioHe 2024 roga n
nponomkanach Kak MUHUMYM A0 aBrycTa. 3M10yMbILUNEHHUKN CYLLLECTBEHHO
MoanbULMPOBan MHCTPYMEHTapUIA. Tenepb OHW NPeanoYnTaloT UCNONb30BaTb
areHT ang nerutumHor nnatdopmel MeshCentral BMecTo mogyns UltraVNC, npun
MOMOLLM KOTOPOrO OHW MOoyYanu yaaneHHbln fOCcTyn k cuctemam paHee. Cyns
No AaHHbIM TenieMeTpun, UMMNaHT 3arpyxancs ¢ BpegoHocHoro URL-agpeca Ha
YyCTPOICTBa XepTB NPeanonoXnTeNbHO Yepes pulnHrosblie nucbma. Camm
nMcbMa OTCNeANTb He YAANoCh, OAHAKO B MPEAbIAYLLMX KaMMaHNSX BO BIIOXEHMUSIX
COoAep>Kanncb camopacnakoBbiBatoLmecd apxumsbl (SFX) n ccbinkm Ha
BPeAOHOCHbIE Mogynn. Kak 1 B MPOLUSIbIX KaMMaHKSX, UMMNaHT pacnpoCTPaHNICS
B CaMOpacnakoBbIBaOLLEMCS apxmBe, CO30aHHOM Npu nomMoLum 7-Zip. Apxms
cooepXuT NaTb Galinos, YeTblpe N3 KOTOPbIX 3aMackMpPOBaHbl MOA, NErNTUMHblE
CUCTEMHbIE CNyX0bl 1 KOMaHaHble daiinbl. [MNaTeii — areHT MeshAgent.
3N0YMBbILLNEHHNKM CO30at0T 3a4a4uy NMNaHMPOBLLMKA, 3amnyCKatoLLLyO KOMaHAHbIN
¢dalin, KoTopbI, B CBOKO ouepenb, 3anyckaeT MeshAgent ona yctaHoBkm
coenunHeHuns ¢ cepeepoM MeshCentral. iccneposatenu «J/labopaTtopum
Kacnepckoro» yBepeHbl, UTo HOBag Bepcus aToro BpegoHocHoro 10 Bce ele
HaxogmMTCs B CTagmm paspaboTku.

Mo paxHbiv nccnenosaTtenein F6, Core Werewolf B Hauana ncnonb3osaTb
uenouky VBS-ckpunTtos ang UltraVNC. ['pynna Takxxe nobasuna B CBOWM apceHan
HOBbIi SSH-63KA0pP. 3N0YMbILLNEHHNKM MPOAOMIKAOT aTakoBaTb POCCUNCKME
npombIneHHble NpeanpuaTus. B oktabpe Core Werewolf mackmnpoana ceou
LOKYMEHTbI-NpUMaHKK nog, odpuLManbHoe NMMCbMO OT 3aMeCTUTENS MUHUCTPA
060poHbl PP 1 coobueHre ot DenepanbHon Cry>KObl MO TEXHUYECKOMY U
akcnopTHomy koHTpomo PO (PCTOK). MNocnenHss npumaHka, Cyas no
KOHTEKCTY, NpefHasHa4Yanach Ans NpeanpusTiii 91eKTPOIHEPT eTYKM,
OOOPOHHON NPOMBILLIEHHOCTU 1N PaKeTHO-KOCMUYECKOro KOMIeKca.
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ATtakn Shadow/Twelve

OkcnepTbl koMnaHum F6 onybnnkosan nogpobHoe nccnenosaHme rpynmbl
Shadow/Twelve, koTopas aTakyeT KpynHbliA 1 CPEeLHUIA POCCUNCKMA BrsHec,
MPOMbILLNEHHbIE NPEANPUITUS N NPaBUTENbCTBEHHBIE OPraHn3aLmm.
lccnepoBaTenu npuwnm K BelIBOAY, YTO ABE IPYyMMbl, KOTOPbIE paHee CUNTanmChb
He3aBNCKMbIMW OpYr OT Apyra, Ha CaMoM Jerne SBNSoTCS NpoeKTaMn eaUHOro
xaKkepckoro cuHavkaTa. Llenbto Shadow aBnsieTcs BbiIMoratenscTso, B TO BPeMS
kak Twelve pokycrpyeTcs Ha xakTUBU3Me, CTPEMUTCS HaHeCTU ywepo UT-
NHPpacTpykType cBoux XxepTB. K nonto 2024 roaa 3n0yMbILLNEHHNKN aTakoBanu
Kak MuH1UMYM 50 Lener Ha poccuinckon TepputTopun. [10 aHHbIM
nccnepoBaTenei, B NpoLecce rpynna MeHsna ceov HassaHus Ha Comet n
DARKSTAR. B kauecTBe HavanbHbIX BEKTOPOB aTakyl OHa MCMOJb3YET KyMeHHble
Ha 3aKpbITbIX MapKeTnencax y4eTHble AaHHble, CePBUCH yaaneHHOoro 4ocTyna,
Takne kak RDP 1 VPN, a Takxe duwmHr. B HekoTopbix cnyyasx 3n0yMblLIEHHVKN
noKynanu 4OCTyN K KOPNopaTMBHbIM MOYTOBbLIM SLLIMKaM U paccblianu
nepcoHann3npoBaHHble PULLVHIOBbIE COOBLLEHNS KOHTaKTaM 13 B3NIOMaHHbIX
aKkKkayHTOB. 13BeCTHbI cnyyan, Korga rpynna atakoBana pa3paboTumkos
NPOrpaMMHOro 06ecneyYeHns 1 CUCTEMHbBIX MHTErPaToOPOB, YTODbI Yepes HINX
NoNy4YnTb BOCTYN K CUCTEMaM UX KnneHToB. Kpome Toro, aTakytoLme
ncnonbsoBanu RCE-yassumocTs B Atlassian Confluence (CVE-2023-22515,
CVE-2023-22518), uenouky ysssumocTeii B Zimbra (CVE-2019-9670, CVE-2019-
9621), uenouky ysassumocTteli B MS Exchange (CVE-2021-34473, CVE-2021-
34523, CVE-2021-31207) n RCE-ys3sumocTs B JetBrains TeamCity (CVE-2024-
27198). B kauecTBe nepBoii TOUKM KOMMPOMETaLMW ANS AanbHELLEro pa3BmTus
aTaku 3M10YMbILLNEHHVKN OBbIYHO BbIGUPAIOT BUPTYasbHblE CUCTEMbI, K KOTOPBIM
penKo NoakoYaTCs COTPYAHUKM KOMMNaHWiA. Ha drHanbHOM aTane aTtaku
daiinbl BUPTYyanbHOM CUCTEMbI LUINPPYIOTCS Ha CKOMMPOMETUPOBAHHOM
rvnepsu3sope. B kauecTBe pesepBHOro kaHana gocTtyna (Yepe3 SSH) rpynna
4acTO UCMONb3YyeT B3MIOMaHHble cUCTeMbl Ha 6ase Linux. IHTepecHo, uTo B
npouecce cbopa KOHPUAEHUMANBHBIX AaHHBIX 3T0YMbILLNEHHKN B TOM YnCne
BOCCTaHaBIMBaM X C XXECTKMX ANCKOB C MOMOLLbIO MHCTPYMEHTOB
BOCCTaHOB/EHNS JaHHbIX.

B aTtakax Shadow, Twelve, Comet, DARKSTAR ncnonb3oBanicb OgHN 1 TE Xe
NHCTPYMeHTHI, Takme kak Cobint n gpo.psl, oanHakoBble CTPOKM B 3apayax
Windows ans 3anycka BpegoHocHoro 10O, a Takxxe ngrok B kauecTBe OfHOMo 13
pe3epBHbIX KaHaNoB A1 4OCTYNa U BbINMOMHEHNS APYTX BPEAOHOCHbIX AeACTBUIA.
[ng cozpanns WindpoBanbLUMKOB 3/10YMBbILLNEHHKM MPUMEHSIIOT YTeKLne B
nyoGnnuHbIA gocTyn bungepsbl n ncxogHble koabl LockBit 3.0 (Black) n Babuk ans
ESXi. OgHyM 13 drpMeHHbIX MPUEMOB rpynibl CTan AOCTYN K ceccuam Telegram
COTPYAHVKOB KOMMaHWIA, YTO NO3BOSIO LWMNOHUTL 3@ HMW 11 OKa3blBaTb Ha HNX
LOMOSHNTENbHOE AaBNeHue.
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Atakm RomCom

NccneposaTtenu komnanum ESET BeiscHMNW, 4To n3BECTHas CBOMMU
KNBEPLLNMOHCKUMIM onepaumsamn ceadaHHas ¢ Poccueli rpynna RomCom (oHa e
Storm-0978, Tropical Scorpius, UNC2596) npuryacTtHa k knbepatakam ¢
NCMoMb30BaHNEM ABYX YS3BUMOCTEN HyneBoro aHs — B 6paysepe Mozilla Firefox
(CVE-2024-9680) n B Microsoft Windows (CVE-2024-49039). Ecnn xepTBa,
NCnonb3ys ys3BMMbIli Bpay3sep, nonagaeT Ha KOHTPONMPYEMbIIA
3M0yMblLLIEHHKaMK GeinkoBbIi BeD-CaiiT, ee nepeHanpaBnsioT Ha cepBep,
cogepxxawmii zero click-akcnnonT (He Tpebylowmii AeincTBUA Nonb3oBaTeNs),
MO3BONSIOLLMNIA 3M0YMbILLIIEHHVKAM 3aMyCTUTb MPOV3BOSbHbIV koa,. Lenn-kog,
3arpy>aeT BCTPOEHHYIO BUBNMOTEKY, KOTOpas peannayeT «nober 13
necouYHuLbI», ncnonbays yassumocTb B Windows Task Scheduler pns nonyyeruns
MOBbILLEHHbBIX NpuBUAernii. BubnnoTeka Ncnonb3yeT He[OKYMEHTUPOBAHHYIO
KOHeuHyto Touky RPC, nocTyn K KOTOpOW [omKeH 6bin BblTb OFpaHNYeH CMMCKOM
LLOBEPEHHbIX MPOLLECCOB, /15 3anycka ckpblToro npouecca PowerShell. OToT
npoLuecc 3arpy>aeT 1 UCMONHSeT TposHua yaaneHHoro goctyna RomCom RAT
Ha B3nomaHHol cucteme. CobpaHHble ESET paHHble TenemeTpun nokasbiBatoT,
YTO DONBLUMHCTBO XEPTB, KOTOPbIE MOCELLLANM 3apPaXKeHHbIN CaliT, HAXOANCH B
Espone n CesepHoin AMepuike. B ToM ke nccnegoBaHm coobLaeTcs, YTo B
2024 ropy rpynna RomCom wnunoHmnna 3a npeanpusaTsaMm rocy4apCTBEHHOrO,
OOOPOHHOIO 1 BHEPreTUYECKOro CEKTOPOB YKPauHbl 1 €BPOMNENCKMM
roCyLapCTBEHHBIMM CTPYKTYpamu, a Takxxe atakosana dpapmMaLleBTnyeckme un
cTpaxosble komnaHum CLLA v topunamnyeckme komnanum 'epmaHmn.

ATtaku Cloud Atlas

OkenepT «JlabopaTopum Kacnepckoro» onybnmkoan OT4YET O paHee
HeonmncaHHOM Habope MHCTPYMeHTOB, koTopble Cloud Atlas akTBHO
ncnonb3osanu B 2024 rogy. [Ins nepBMYHOro NPOHNKHOBEHNS 3/T0YMbILLNEHHNKIA
NPOLOIXAIOT NCMOSIb30BaTb GULLNHIOBbIE MMCbMa C BPELOHOCHBIMM
BNOXEHMAMU, HaLeneHHbIMU Ha ya3BmocTb CVE-2018-0802. MNpw oTkpbITUNX
BNIOXXEHNS 3arpy>kaeTcs BpeaoHOCHbIV WwabnoH RTF. OH coaep>XunT aKCnnonT ang
penakTopa GopmMy, KOTOPbIM ckaunBaeT v BbinonHsgeT daiin HTA. CkaunsaHne
wabnoHoB RTF n daiinos HTA orpaHunyeHo kak no BpemeHu, Tak 1 no IP-agpecam
XEepTB: paspeLLaloTCs 3anpocChl TOMbKO 13 3aaHHbIX PerMoHoB. BpegoHoCH®bIN
dainn HT A nssnekaet ns cebs 1 3anmcbiBaeT Ha ANCK HECKObKO dalinos,
aBnsoLmxcs yactamm 6akgopa VBShower. B HoBoit kamnanumn VBShower
cKauvBaeT 1 yCTaHaBnmBaeT apyroi 6aknop, PowerShower, koTopelii rpynna
Hayana ncnonb3osath B 2019 rony Ans kpaxu yu4eTHbIX AaHHbIX Bpay3sepa, a Takxke
HoBbIli MnnaHT VBCloud, noxoxwii Ha PowerShower. Kpome Toro, 6bino
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3ameueHo ncnonb3oBaHne PowerShell Inveigh — yTunutel ana Machine-in-the-
Middle-aTak ¢ noaMeHOl AaHHbIX, @ TakXXe Ansg cbopa X3LeN 1 yYeTHbIX AaHHbIX.

YTO KacaeTcs CTaTUCTUKM MO XepTBaM, TO AaHHble TenemeTpum «JlabopaTopun
Kacnepckoro» ykasbiBatoT Ha NOBbILLEHHOE BHMMaHWe K pernoHy CHI™ —
aKTUBHOCTb 3/10YMbILLNEHHNKOB Obina 3adurkcupoaHa B Poccun, benapycw,
KasaxcTtaHe, KbiproiacTaHe, Monnose, a Takxe B Cnosakum 1 Typumn. Crincok
CEKTOPOB, MHTEPECYIOLLMNX 3M0YMbILLIIEHHVKOB, CYLLECTBEHHO He N3MeHuncs. Vx
rNaBHLIMU MULLEHSIMI OCTatOTCS NPaBUTENbCTBEHHBIE N BOEHHbIE CTPYKTYPbI,
MPOMBbILLNEHHbBIE NPEANPUSATUS, TENEKOM N SHEPreTKa, a TakxKe
HeKOMMepYecke opraHM3aumm.

ATtaku Venture Wolf

Ncecneposatenu BLZONE o6Hapyxunnm paHee HEM3BECTHbINV KnacTep, KOTOPbIN
oHu HasBanun Venture Wolf, akTuBHbIl Kak MUHUMYM ¢ HOSI6pst 2023 ropa u
HaLLeNeHHbI Ha NPOMBILLNEHHOCTb, CTpouTenbcTBo, T, Tenekom n gpyrve
CeKTopa POCCUNCKOM S3KOHOMUKN. 3MOYMBILLNEHHNKM UCMOSb3YIOT pasfnyHble
3arpysurku, YToObl LOCTaBAATb B LIENEBblE CUCTEMbI BpedoHocHoe 10
MetaStealer. Venture Wolf pacnpocTpaHseT apxuBbl, cogep>xalume 3arpy3umk ¢
pacLUMpeHnem .com (pexe .exe), a Takxxe OauH UM HECKObKO GULLIMHIOBbIX
LLOKYMEHTOB, KOTOpble NpeAcTaBnstoT coboli nsobpaxenus (JPG nnm PNG) nnm
¢arinel PDF, DOC/DOCX 1 ODT. Nocne 3anycka 3arpys4nk nnbo cospaeT daiin-
nycToiwky .NET, B kOTOpbI BHEOpPSETCS BpefoHOCHas Harpy3ka MetaStealer,
nnbo BHegpseT ee B npouecc RegAsm.exe. 3arpy3unkin SBASIKOTCS
ncnonHsemoimun dparinammn popmata PE. Vix kog 06dycumposaH. MetaStealer
peannsoBaH Ha C# 1 aBngeTcsa popkom gpyroro ctunepa — RedLine. BaxxHoe
otnnune MetaStealer ot RedLine 3akniouyaeTcs B Tom, uto MetaStealer moxHo
npumeHaTb B Poccumn n ctpanax CHI. B npouecce BbinonHeHns MetaStealer
cobupaeT nHdopmaLmio O CUCTEME, NOSTyYaeT AaHHble N3 bpay3epos,
KPUMTOKOLLENBbKOB, KTMEHTOB 3NEKTPOHHOM MOYTbI 1 Pa3NYHBIX MPUIOXEHW,
Taknx kak Steam u FileZilla. Ona o6¢yckaumm kopa MetaStealer ncnonssyetcsa
npoTtekTop .NET Reactor.

ATaku Unicorn

AxTmBHOCTb rpynnbl Unicorn 6bina Bnepsble 3adrkcrpoBaHa NCCneaoBaTensaMmm
«JTabopaTopum Kacnepckoro» B ceHTsabpe. C MOMOLLbIO BPEeAOHOCHbIX CKPUNTOB
Trojan-Spy.VBS.Unicorn rpynna atakyeT poccuiickmne aHepreTnyeckmne
KOMMaHWW, NPOMbILLNIEHHBIE NPEANPUSTIS, MOCTAaBLLMKOB 1 pas3paboTunKoB
9NEKTPOHHbIX KOMMOHEHTOB. [o3Xe nccnepgosatenu F6 BoigcHWAN, UTO
3M0YMbILUNEHHVKM PaCnpPOCTPaHSNM BapuaHTbl KACTOMU3MPOBAHHOIO
BpenoHocHoro MO noa BMAoM KOMMEPUYECKOro NPeAIoXeHNs Ha MOKYMKY CO
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ckmpkoli obopynosaHusa ans CBO gns ero 6e3sosmesnHoin nepenayn B GoHa ans
HYy>[, BOeHHOCNy>aLLmx. B xone paccnepoBaHuns gesrensHocTu rpynnel Unicorn
y4anocb 0bHapy>X1Tb AOMONHUTENbHYIO MHGPACTPYKTYPY 1 CBA3aHHbIe dalinbl, B
Tom uncne Hosble VBS-ckpunTbl, dann HTA, duwmnHrosbie darinel LNK v daiinbi-
npumarkn PDF. Oagunn n3 dainnos LNK u dann-npumanka PDF oTcbinanm k
POCCUINCKOMY paspaboTunKy 3N1eKTPOHHbIX KOMMOHEHTOB.

ATaku Sticky Werewolf /Angry Likho

Mo paHHbIM F6, 3noymbiwneHHnkn na Sticky Werewolf nponomxunnv csoto
kamnaHuo MimiStick ¢ ncnonssosaruem Sliver Implant n Quasar RAT,
HaLeNEeHHYIO Ha NPEeAnPUITUS POCCUNCKON MPOMBILLIEHHOCTH. [ToMrMo
npopomkatoLencs kamnaHum MimiStick, akcnepTbl BbISBUAN BPeAOHOCHbIE
paccbiikm B agpec ogHoro 13 HAW, a Takxxe npeanpuatng-nocTasLLmKa
MaTepranoB, 000pyaoBaHNS 1 KapPbePHON TEXHUKI, Fae B kayecTBe PpuHanbHoM
Harpy3ku ycTaHaBnvsancs TposHel, Darktrack RAT. BpegoHocHble nucbma
copep>kanu 3awpieHHble naponem RAR-apxuBbl, OTKPbITUE KOTOPbIX MPUBOANIO
K ncnonHeHuo yctanoslmka NSIS, BAT-daiina, 3arpysunka PowerShell n mogyns
downloader/injector. B utore B cucteme yctaHasnmsaeTcs Darktrack RAT.

NceneposaTtenn «JlabopaTtopum Kacnepckoro» onybnmnkosan CO6CTBEHHbIE
pe3ybTaThl aHaan3sa TakTUK, TEXHUK 1 Npouenyp rpynnbl. B gononHeHve k
WNHCTPYMEHTapUIo, onncaHHoMy Fé, OHM 0BHapy>Xnnm Ncrnosnb3oBaHne B LIENoYke
aTaku ZIP-apxuBos, ¢parinos VBS u 3arpysunka Ande Loader, uto B dpuHane
Takxxe npueoanno k 3arpyske Darktrack RAT. Mo gaHHbIM «JlabopaTopun
Kacnepckoro», rpynna HaLeneHa Ha opraHnsaumm He Tonbko B Poccun, Ho 1 B
Benapycu. 3noymblLNeHHNKN NCMOSb3YIOT CTOPOHHNE CEPBIUCHI A1
pa3MeLLEHNS 1 3arpy3Kun BpeaoHOCHbIX dainnos. ViccneposaHuve
NHPPACTPYKTYPbI 3M10YMbILLNEHHUKOB NOKa3aso, YTO B UX apceHane nMeeTcs
MHOXECTBO APYriX BPEAOHOCHbBIX UHCTPYMEHTOB, B TOM Y/CHe CTUNEPbI
TPOSHLbI YAaneHHOro ocTyna.

ATtakm Andromeda/Gamarue

Cybereason ob6Hapyxuiv HOBbIN knacTep KOMaHAHbIX CEPBEPOB,
accoummpytoLmxcs ¢ BpegoHocHbiM 10 Andromeda/Gamarue, ¢ nomMmoLbto
KOTOPOro OCYLLECTBNSIOTCS aTakn Ha NPON3BOACTBEHHbIE N IOTUCTUNYECKNE
KoMnaHun B A3naTcko-TNXOOKEaHCKOM pernoHe, NpeanonoXmTenbHO C Lienbto
MPOMBILLIEHHOO LUNNOHaxa. Ha ocHoBe [OCTYMNHbIX AaHHbIX TENeMeTpumn
nccnepoBaTeny NPeanonoXUIN, YTO HauasbHbI BEKTOP aTaky — 3apaXKeHHble
USB-HakonuTenu. 3noymbiwneHHvkmn cospasanuy daiinsl LNK ¢ Tnosbivm
NMEeHaMW, IMUTUPYOLWLMMI nonynspHele nmeHa USB-HakonuTeneli n daiinos,
4YTOObLl OOMaHYTb XepTBY 1 NODYANTL ee 3anyCcTUTb BpeaoHoc. B ogHoli n3 cpes
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nccnenoBaTenn obHapyXXUIM MHOXECTBEHHbIE Cllyyan 3anycka npolecca
rundll32.exe ong 3arpysku pasnmuHbix ¢ainos DLL ¢ nmeHamun B popmate
~$W* USBDrv unn ~$W* FAT32. Bckope nocne aToro npouecc yctaHaBnisaeT
coeauHeHne C KOMaHaHbIM cepBepoM. B KoHeUYHOM nTore 3arpyaeTcs u
BHeppsieTcs B svchost.exe 6aknop Andromeda/Gamarue. lNMpoponas
nccneposaHve paHHbix VirusTotal, cneumnanncTsl ngeHTdMUMpOBan KnacTep
IP-appecoB, KOTOpblE NCMOMb30BANMCh B KAaYeCTBE KOMaHAHbIX CePBEPOB.

Bbino obHapyxeHo, uto Ha nnatdopme AlienVault Open Threat Exchange (OTX)
OAVH N3 BPeOOHOCHbBIX AoMeHoB Andromeda 6bin accoumnmposaH ¢ rpynnoii Turla
(oHa xe UNC4210). CornacHo nccrienosaHnio komnadum Mandiant,
Turla/UNC4210 6bina 3ameuyeHa B aganTaumm cTaporo obpasua 6aknopa
Andromeda o519 MICNob30BaHMS C 3aXBa4Y€HHbIM rPYMNMNO KOMaHAHbIM CEPBEPOM.
OT0T 0b6paseL Briepsble 6bin 3arpyxeH Ha VirusTotal B 2013 rogy. OH
pacnpocTpaHsaeTcs Yyepes nHbrumpoBaHHble USB-HakonuTenn. C yueTom Bcex
nmetoLmxcs aaHHbix Cybereason ¢ HEKOTOPOW CTEMEHBIO YBEPEHHOCTM
npegnonaraeT, YTo 3TOT obpaseL, CBA3aH ¢ kamnaHmen rpynnbl Turla. OgHako, no
MHeHuIo nccneposaTeneli «Jlabopatopum Kacnepckoro», Hencrnonb3yemble
cepepa unm gomeHsl Andromeda morna Ha camom fiene 3axsaTuTb He Turla, a
Lpyrasi pyccKossbluHas rpynna — Tomiris. HecMoTps Ha TO YTO aKCMnepThl
«JlabopaTopun Kacnepckoro» npocnexmsaroT cBa3b Mexay Turla n Tomiris, oHn
NPOAOMKAIOT CUMTATb X ABYMS PasHbIMU rpyrnnamm,

(DVIHaHCOBO—MOTI/IBI/IpOBaHHbIe aTakm n npoyee

MNpenynpexpaeHue areHTcTBa CISA o BbiMmoraTensix BianLian

depepanbHoe 6topo paccnenosaHuii CLUA, AreHTCcTBO No knbepbesonacHOCTH
1 3awmTe nHdpacTpykTypbl (CISA) n ABCTpanuincknii LeHTp
KnoepbezonacHoCTU Npu ABCTPanNMIACKOM YNpaBneHn CBA3n onyonvKoBanm
COBMECTHBbI BronneTeHb No kKnbepbe3onacHOCTH, KacatoLMIAC OeFTENbHOCTH
rpynnbl BeiIMoraTenel BianLian, ee TakTuk, TEXHUK, NpoLuenyp 1 MHANKaTOPOB
KOMMpOMeTauum, BbisSiBNEHHbIX B Xoae paccnefnoBanus. C vioHs 2022 ropa ot
AencTeui rpynnbl BianLian nocTpagan HECKONbKO OpraHn3aLumii KpUTUYECKOmn
nHppacTpykTypbl CLLA, BKNtOUas KPUTUYECKIN BaXKHbIE MPEANPUATUS
nNpon3BoACTBEHHOro cekTopa. Kpome Toro, rpynna atakoana 06bekThl
KpUTUYECKO NHPPaCTPYKTYpPbl M NPeanpuaTs chepbl YCRyr 1 XUILLHOMO
cTpouTenbcTBa B ABCTpanuu. [ pynna nony4yaeT 4OCTYN K CUCTEMaM CBOUX
XXEPTB C MOMOLLbIO AENCTBUTENbHbIX YYeTHbIX AaHHbIXx RDP, ncnonbayet
WHCTPYMEHTbI C OTKPbITbIM MCXOAHBIM KOOOM Y CLEHapUi KOMaHOHOW CTPOKM 14
OOHapy>XeHNs 1 coopa y4eTHbIX AaHHbIX. [ns akchunbTpaumm gaHHbIX
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ncnonbsyetca FTP, Rclone nnn Mega. IsHavanbHo 3noymbineHHnkn na BianLian
NPUAEPXNBANUChb CTpaTernm ABOMNHOrO BbIMOraTenbCTBa: Crnepsa n3snekanm
LaHHble, a 3aTem WwndpoBanu daiinbl Ha cucTeme xepTebl. OgHaKO NPUMEPHO B
aHBape 2024 roga oHM NepeLuny K BbIMOraTenbCTBY TOMbKO Ha OCHOBE
aKchunbTpaumm 1 nepectany wWndposaTb Paibl. 3N10YMbILLAEHHNKN NOMyYaloT
NepBUYHbIN AOCTYN NyTeM aTaku Ha nHdpacTtpyktypy Windows n ESXi,
BO3MOXHO, C MOMOLLbIO Lienoukmn akennonTos ProxyShell (CVE-2021-34473,
CVE-2021-34523, CVE-2021-31207). Onn ncnonbaytoT Ngrok u
MoanduumpoBaHHbIi Rsocks ong mackmnpoBku HanpasneHns Tpaduka C MOMOLLbIO
TyHHene SOCKS, akcnnyaTtumpytoT yas3sumocTs CVE-2022-37969 ong
nosbiweHns npusunernii B Windows 10 1 11, a utobbl n3dexaTtb 0bHapy>XeHus
neperMeHoBbIBalOT B1HapHble dalinbl 1 3afaHns, NprcBarBas UM NMeHa
NernTUMHbIX Cryx6 1 npodykTos 6esonacHocT Windows. 'pynna ncnonbsyet
PowerShell onga cxxatns cobpaHHbix AaHHbIX Nepes akchunbTpaumen n HoBbI Tox
ID pns cB93M CO CBOMMU XXepTBaMKU 1 OTNPAaBKU MM 3anmncok ¢ TpeboBaHrem
Bblkyna. [lpyMeyaTenbHO, YTO 3anMcKm NeYaTalTCs Ha NPUHTEpPaX,
NOAKMOYEHHbIX K B3/IOMaHHOM CeTW.

ATtaku Interlock

ViccneposaTenu komnaHum Fortinet onybavkoBany oTyeT, KacaloLmincs HOBOro
windposanbLmka nog HassaHneM Interlock. LLindposanbLumk 6bin Bnepsbie
HailOeH Ha ObLLLEAOCTYNHOM caliTe Ang CKkaHNpPoBaHns Galinos B Ha4yane okTaops
2024 ropa, Ho, Cyais MO BCEMY, ero pacnpocTpaHsny 1 paHbLue. Interlock
noctyneH B AByx Bepcugx: ang Windows (Vista, 7, 8, 811 10) n FreeBSD.
HauanbHbIli BEKTOpP 3apaXkeHns noka Henm3BeCTeH, HO nccnegosatens CuHa
Xeipxa coobLLs1, YUTO OBHAPY>XWN Ha KOMMbIOTEPE XEepPTBbl PaHee HEN3BECTHBIN
©3kgop Supper, Yepes KOTOPbIN 1 MOT ObiTb pa3BepHyT WindposanbLuvk. Interlock
windpyeT daiinbl Ha KOMMbIOTEPE NPV MOMOLLM anropuTma WwindposaHnsg AES-
CBC. Ha momeHT nybnukaummn Ha canTe ytedek Interlock sHaunnocsk wecTb
NOCTPagaBLUMX, NATb U3 KOTOpbIX HaxoaaTcs B CLLUA v oguH B Tanun. [na
KaX[oW XepTBbl 3M10YMbILLIEHHVK CO30al0T Ha CBOEM caliTe yTeuek B ceTu Tor
OTAENbHYIO CTPaHKLLY C ONMCaHNEM OpPraHn3aLmm 1 CMIMCKOM YKPaOEHHbIX
dainnos. OgHako faHHble TenemMeTpun ykasbiBatoT Ha ropasno bornbluee Yncno
xepTB. Obpasubl wWrdposanbluvka bl 3ameueHbl B VIHaonm, Utanuum, dnonnn,
["'epmannn, MNepy, KOxHo Kopee, Typumn n CLUA. lNMocTpapanv opraHnsaumn B
chepax obpasoBaHUs, UHAHCOB, FOCYAaPCTBEHHOMO YNpaBieHus,
30paBOOXPaHEHS 1 MPOMBILLNIEHHOMO MPOV3BOACTBA.
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ATtaku TA866/Asylum Ambuscade

NccneposaTtenu ns komangbl Cisco Talos noeHTrduLpoBany akTMBHOCTb
drHaHcoBO MoTMBMpPOBaHHOM rpynnbl TA866 (oHa xxe Asylum Ambuscade),
KOTOpas BOBieYeHa BO BPELOHOCHbIE 1, BO3MOXHO, KNGEPLUMMOHCKIME KaMMnaHM
kak MuHumyM ¢ 2020 ropa. ns ceonx atak TA866 ncnonb3yet kKoMOGUHaLMIO N3
CTaHOAPTHbIX 1 KACTOMMU3NPOBAHHbBIX MNHCTPYMEHTOB, YaCTO B COTPYOHMNYECTBE C
ApYrMn knbepnpecTynHeiMuy rpynnamn. C Hauyana 2023 roga 310yMbILLAEHHUKIA
N3MEHMNN Cnocob pacnpocTpaHeHns BpefoHocHoro MO 1 Havann ncnonb3osaTb
cnam-pacchbiniky U BPEAOHOCHYIO pekamy Ans NepeHanpaBneHns XepTs B
cuctembl pacnpepeneHus Tpaduka (TDS), Takme kak 404 TDS, ¢ nomoLbto
KOTOpPbIX MPONCXOANT AOCTaBKa BPeOOHOCHbIX Mporpamm. beino sameyeHo, 4to
rpynna ncrnonb3yeT B TOM YNCE TakTKKY nepexsaTa SN1eKTPOHHOM NePEnnCKin
(email thread hijacking). Llenouka 3apaeHuns 0bblYHO HaUMHAEeTCS C
BpenoHoCcHoro JavaScript-3arpy3aurka v nprvBoauT K pasBepTbiBaHUIO
BpenoHocHoro MO WasabiSeed, koTopoe B cBOO ovepenp 4OCTaBNIeT
LOMONHNTENBHYIO NOME3HYIO Harpy3ky, B ToM uncne ScreenShotter n AHK Bot.
ApceHan BpeoHOCHbIX MHCTPYMEHTOB BktouaeT 6akanop Resident, masku
Cobalt Strike, CSharp-Streamer-RAT n Rhadamanthys, koTopble ncnonbaytoTcs
Ha cTagun noctkoMmnpomeTaumn. Hepenko TA866 ycTaHaBnMBaeT Ha
B3/TOMaHHbIE CUCTEMbI MHCTPYMEHTbI YAaneHHoro gocTyna, Takue kak AnyDesk n
Remote Utilities. BonblunmHcTBO Cnyyaes pa3BepTbiBaHMS NONE3HON Harpy3Ku
6bino 3ameyeHo B CLLIA, ocTanbHble — Ha TeppuTopumn KaHaabl, Bennkobputanun,
['epmannn, Ntanun, Asctpumn n HnoepnaHgos. Hale Bcero xepteamu
CTaHOBWUIVCh NPEANPUSATIS NPON3BOACTBEHHOrO CEKTOPA, 32 HAMU CNEAYIOT
NpaBMTENbCTBEHHBIE U PUHAHCOBbIE OpraHn3aumn. HepasHo nccneposatenm
OOHapyXnnn cBA3b Mexay aestenbHocTbio TA866 1 apyrx KnbepnpecTynHbIX
rpynn, Takmx kak ShadowSyndicate, a Takxe ¢ kKamMnaHNSIMK, OpraHN30BaHHbIMY
BoiMoratenamm ns ALPHV n lcedID.

ATakun Akira/Howling Scorpius

Komanpa Unit 42 komnanum Palo Alto Networks ony6nunkoBana ctatsio o rpynne
Howling Scorpius, koTopas ncnonbayet wndpoanbLumk Akira gis onepaumoHHbIX
cuctem Windows n Linux/ESXi. 3noymblLUneHHNKN NOCTOSIHHO OBHOBASIIOT
MeToApl aTak. [lo nHbopmaumm nccnepoBaTenei, rpynna HaueneHa Ha Masble 1
CpenHvne NpeanpuaTus B PasinyHbix CEKTOpax 9KOHOMUKW Ha TeppUTopuin
CesepHoli Amepuki, EBponbl n ABCTpanuu, BKtouas: obpasoBaHme,
CTPOUTENBCTBO, KOHCANTUHI, TPAHCMOPT N NOMMCTUKY, FOCYAAPCTBEHHOE
ynpasneHune, TeNeKoOMMYHUKaLMK, TEXHONOTMYECKII CeKTop 1 dapMaLeBTUKY.
YalLe Bcero uenbio CTaHOBATCS NMPOMBbILLNIEHHbIE MPOon3BOACTBa. [11s nepBnYHOro
npoHvkHoBeHMs Howling Scorpius nokynatoT B AapkHeTe yyeTHble 3anucu VPN-
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CEpPBUCOB, HE 3aLLMLLLEHHbIE MHOrOPaKTOPHON ayTeHTudMKaumen, atakyoT
CepBUChI yOaneHHoro gocTyna, Takne kak RDP n ncnonb3aytoT Leneso GuLLmnHr.
OCHOBHbIE MHCTPYMEHTbI ANS U3BEYEHNS YYETHBIX AAaHHBIX C LIEMbIO MOBbILLEHNS
npvsunernii, — at1o Mimikatz n LaZagne. 3noyMbILLNEHHMKM MONy4YaloT KOHTPOb
Hapf y4YeTHBIMU 3anmncsMmn Cy>o 1 BOCTYN K XPaHALLMMCS B MaMsITH yYETHbIM
LaHHbIM ¢ nomoLLbto aTakm Kerberoasting. OHn konmpytoT kycT peectpa SYSTEM
n parn NTDS.dit ¢ koHTponnepa AoMeHa, YTOObI MONYYNTb MNOMHbIA CAMCOK
y4YeTHbIX 3anmceli nonb3oBaTenen 1 COOTBETCTBYIOLLME MM X3l naponei. [1na
3aKpenneHns rpynna cosgasna HoBble LOMEHHbIE YYeTHble 3anvcy. [lepemelleHne
BHYTPM B3/IOMaHHbIX CEeTEl B OCHOBHOM MPOUCXOANT Yepes aKCnnyaTaumio
YSI3BMMOCTEWN CEePBMCOB YAANEHHOro AocTyna, Taknx kak RDP n SMB.
3N0YMBILLNEHHNKI, CBA3AHHBIE C rPYMMO, UCMONMb3YIOT MHCTPYMEHTHI
CKaHnpoBaHug ceTu, Takme Kak NetScan n Advanced IP Scanner, n ¢ nOMOLLbIO
komaHg, PowerShell 1 Windows Net cobupatoT nHdopmaumio o nonb3oBaTensx u
agMmuHncTpaTopax B Active Directory. Onn npumenstoT metog BYOVD (Bring
Your Own Vulnerable Driver), ncnonb3ys gparisep aHTvBMpyca Zemana s
oTkMoueHns 3awmtHoro NO. B npouecce aTaku Ha BUpTYyasbHble CUCTEMbI
3M10YMBILLIEHHUKN CO30al0T COBCTBEHHbIE HOBbIE BUPTYasbHbIE MaLLUWHbI, Ha
koTopbix oTktovaoT Windows Defender, nogknouatoT K HUM XeCTKe ANCKY,
OoCcTaHaBnMBaloT (OTKOYaLOT) paboTatoLme C HUMK BUPTYasbHbIe MaLLNHDI,
4yTObbI BbICBOOOANTL 3abM0OKMPOBaHHbIE dalinbl, @ 3aTeM 3anycKatoT Ha
CO3[aHHbIX BUPTYarbHbIX MalUMHax WppoBanbLmK, 0OXoas Takum obpasom
NHCTPyMeHTbl EDR.

ATtakmn Water Makara

CTano n3BecTHO O HOBOW KaMnaHun LeneBoro GULLNHIA, HanpaBieHHOM Ha
npeanpusaTUs B cTpaHax JlatuHekor Amepukin, ocobeHHo B bpasunun.
3n0yMbILLNEHHNKM JOCTaBnstoT 6aHkoBckoe BpegoHocHoe O nop Ha3BaHnem
Astaroth (Takxxe nssectHoe kak Guildma) ¢ nomoLubio 06dycUMPOBaHHOrO Koaa
JavaScript. Trend Micro oTcnexmnsaeT 3Ty akTuBHOCTb Kak Water Makara. o
LaHHbIM KOMMaHWW, 3Ta aKkTUBHOCTb HaLleneHa B OCHOBHOM Ha
NPON3BOACTBEHHbIE OPraHN3aLK, NPEANPUATAS PO3HNYHON TOProBn
rocyfoapCTBEHHbIE yupexaeHns. CTponTenbCcTBo, aBTOMOBUNECTPOEHME 1
CenbCKOE XO39MCTBO TakxXe 3aHMMatoT BEPXHNE CTPOYKM B CMINCKE aTakOBaHHbIX
cekTopoB. Mandiant nprcBounna noxoxel KaMmnaHuy ¢ LOCTaBKOW TOro xe
camoro BpepoHocHoro O nonb3osatensam B bpasunnum HassaHne PINEAPPLE.
O6e aT1 KaMNaHNM CXOXM B TOM, YTO HAUMHAIOTCS C PACChINKN GULLMHIOBbIX
COODBLLEHN OT UMEHN FOCYAAaPCTBEHHBIX CTPYKTYP, HAaNPUMEp OT HanoroBo
cny>x6bl bpasunun Receita Federal, uToObl 06MaHOM BbIHYAUTE NonyYaTenei
3arpy3nTb BNOXeHHbIV ZIP-apXxu1B No4 BUAOM HanoroBbiX JOKYMEHTOB.
BpenoHocHbiin ZIP-daiin copepxunt gpnbik Windows (dparin LNK), koTopebiii
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ncnonb3yeT npolecc mshta.exe 1 BbiNnonHseT 06dycLmMpoBaHHbI kog, JavaScript
LJ151 YCTaHOBKY COEVIHEHNS C KOMaHIHbIM CEPBEPOM.

Onepaumsa Cobalt Whisper

Nceneposateny SEQRITE Labs o6Hapy»xunm kamnaHuio KnbepLunmoHaxa,
nonyumsLyto Ha3aHne Operation Cobalt Whisper. OHa 3aTpoHyna MHOXeCTBO
CEKTOPOB 3KOHOMUKM B [[OHKOHre 1 [akncTaHe, Bkntovas 060poHy, obpasoBaHue,
9KOSOMMYECKYIO NHXEHEPWIIO, SNTEKTPOTEXHIKY, SHEPreTuKY,
KnbepbesonacHOCTb, aBraLVio 1 30paBOOXPaHEHNE.

SEQRITE naeHTndumumposana 6onee 20 Lenoyek 3apaxeHus, B KOTOPbIX
ncnonb3osanucbk RAR- n ZIP-apxuBbl, cogepxalume OKYMEHTbI-NPUMaHK/ B
dopmaTe PDF n daiinel LNK. [MNpouecc 3apaxeHns cocTouT 13 AByx 3Tarnos:
cHavana daiin LNK BbinonHseT VBSript, 4ToObl 3aKpennTbCs 1 CKPbITb
aKTUBHOCTb, a 3aTeM Masgk Cobalt Strike, 3amacknpoBaHHbIi o4 NErNTUMHbIN
ncnonHgembln gaiin, yctaHaBnmeaeT cB43b ¢ aTakytowmm. SEQRITE oTHocuT
pasHble knacTepbl akTUBHOCTU K kamnaHum Operation Cobalt Whisper Ha
OCHOBaHWK NyTW K dparinam, ID KoMMNbIOTEPOB 1 TOMY NOAOOHbBIX apTedaKToB.
Kpome Toro, B aTux knactepax NpoCnexmBatoTCs MOXOXMe NaTTEPHbI CBA3M C
KOMaHAHbIMY CepBepamMu, 3aperncTpupoBaHHbIMU B MHPpacTpykType Tencent.

ATtakn UAC-0185

YKpauHCKNiA LLEHTP pearnpoBaHns Ha KOMMboTepHble nHUMAeHTbl CERT-UA
ony6nmkoBan nHGOPMAaLMIO O BDeOHOCHOW KaMraHuu, HanpaBneHHOM Ha
NPeAnPUATUS 060POHHO-MPOMBILLIEHHOrO KOMMekca YKpanHbi.
310yMbILLNEHHNKIM paccbinany NoOAAeNbHOE NMMCbMO OT UMEHN YKPanHCKOro
CO03a NPOMBILLIIEHHVKOB 1 NpeanpuHnmaTenein, cogepxawee URL-agpec, no
koTopomy 3arpy>xancs daiin LNK. B pesynbTaTe ero BbinonHeHNs 3arpy>kancs
LOKYMEHT-MNpUMaHKa 1 BbiNoNHaNcs ko, JavaScript, KoTopeblil B CBOIO oyepenb
3anyckan ase komanabl PowerShell. B dunHane uenoukun 3arpyxancs ZIP-apxvs n
ycTtanasnmeancsa MeshAgent RAT. [No mHeruto CERT-UA, 3a aTakor ctonTt
rpynna UAC-0185 (oHa »xe UNC4221), koTopas akTuBHa Kak MUHUMYM C

2022 ropa. Llenn rpynnbl — Kpaxa yUYeTHbIX AaHHbIX Meccenaxepos Signal n
Telegram, a Takxxe cncTem BOeHHOro HasHauveHus, Takmx kak DELTA n TENETA.

ATtakun Smokel.oader

B ceHTa6pe 2024 rona nccneposatenu FortiGuard Labs BoisiBunm aTtaky ¢
ncnonb3oBaHneM BpeaoHOCHOM nporpammel Smokel oader Ha TaliBaHe. [Nog
yZdap nonanv KomnaHum n3 cepbl NPor3BOACTBa, 3apaBooxpaHeHus, AT n
npyrux otpacnei. Kak BoiscHunm FortiGuard Labs, aTaka HaumHanach ¢
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OULLNHIOBOro NCbMa ¢ BnoxeHHbliM dannom Microsoft Excel. OtkpbiTne aToro
daiina nprBoaMno K aKkcnyaTaumm ctapbix yassmmocTei (Bkntovas CVE-2017-
0199 n CVE-2017-11882). B peaynbTtaTe yepes VBS ycTaHaBnmBancs sarpysumk
Ande Loader, koToptlili B CBOIO o4epenb NCMONb30BaNcs Ang passepThiBaHNS
Smokeloader Ha ckomnpomeTrpoBaHHOM xocTe. Smokel.oader cocTouT 13 aByx
KOMIMOHEHTOB: CTENAXEP N OCHOBHOM MoAyb. 3agava cTengxepa — obecneunTb
3aKpernneHne B cucteme n gelwmndpoBaTb, pacnakoBaTb U BHEAPUTb OCHOBHOM
Moaynb B npouecc explorer.exe. OCHOBHOM MOAy b OTBEYaeT 3a KOMMYHMKALMIO
C KOMaHAHbIM CEPBEPOM U 3arpys3Ky nnarnHoB. 3N0BPeL, NOAAepPXKMBaeT
HECKOJIbKO NarnHoB, KOTOPblE MOMYT MOXULLATb YUYEeTHbIE AaHHble 0719 BXOAA B
cuctemy n FTP, appeca anekTpOHHOM NoYThl, KyKU-daitbl 1 Opyryo
nHdpopmaumio ns bpaysepos, Outlook, Thunderbird, FileZilla n WinSCP.

ATaku ¢ ncnonb3osaHnem ctunepa Lumma n Amadey Bot

Cyble Research and Intelligence Labs noentnduivposan BpegoHOCHYo
KamnaHuto ¢ ncnosnb3oaHnem darina-npumankm LNK, HaueneHHyto Ha
NpeanpuaTUS NPon3BoacTBeHHOro cekTopa. Pain macknpyetcsa nog PDF n
pa3melleH Ha yaoaneHHoM cepaepe WebDAV. Ccbinka Ha Hero, kak npasusio,
NpUXoAnT B GULLMHroBoM nrucbme. BpenoHocHbi LNK-dalin pasveltaeTtcs no
URL-agpecy, koTopsbln MackupyeTcs nog LogicalDOC — obnayHyto cuctemy
ynpaBfeHns [OKYMEHTaLUMeR, KOTOPOM YaCTo MOMb3YIOTCH B MPON3BOACTBEHHbIX
N MHXXWHVPUVHIOBbIX OpraHmsauumsx. B xoge kamnaHum ncnonb3yeTcsd HECKONbKO
nsonyHbix dparinos Living-off-the-Land Binaries (LOLBIn), Hanpumep ssh.exe,
powershell.exe n mshta.exe. B uenouky ataku BxoguT cangnoaguHr DLL npwu
nomoLy nermTumMHoro daina syncagentsrv.exe n 3arpy3auvka [IDAT Loader, yto
NpVBOOUT K pa3BepTbiBaHuio cTunepa Lumma v s3nospena Amadey Bot. OT1o naet
BO3MO>XHOCTb aTakyloLeMy yCTaHOBUTb KOHTPOb Haf, KOMMbIOTEPOM XEPTBbI U
noxumuaTh KoHPUAeHUManbHyto nHbopmaumio. HenmssecTHble 3M10yMbILLIEHHVKN,
cTosLWMe 3a 3TON BPeAOHOCHOM KamnaHvei, ncnonb3ytot URL-agpec AMP-
cTpaHnubl Google n cokpatueHHbin URL-agpec, 4Tobbl n3bexxaTb 0bHapyXeHns
06bIuHbIMK URL -ckaHepamun. YTobbl obecrneunTs 3akpenneHve B
CKOMMPOMETUPOBaAHHOM CUCTEME, aTakytoLLme ncnonbaytoT Task Scheduler.

APT- U ®NHAHCOBBIE ATAK/ HA TPOMBbILLITEHHBIE 21
OPTIAHV3ALIMM B YHETBEPTOM KBAPTAJIE 2024 TOOA © 2025 AO «JTABOPATOPUA KACTIEPCKOI O»
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https://www.rapid7.com/blog/post/2023/08/31/fake-update-utilizes-new-idat-loader-to-execute-stealc-and-lumma-infostealers/
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Kaspersky Industrial Control Systems Cyber Emergency Response Team (Kaspersky ICS CERT)
is a global Kaspersky project aimed at coordinating the efforts of automation system vendors,
industrial facility owners and operators, and IT security researchers to protect industrial enterprises
from cyberattacks. Kaspersky ICS CERT devotes its efforts primarily to identifying potential
and existing threats that target industrial automation systems and the industrial internet of things.
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