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Bnv>xHu BocTok

OcHoBHble npo6nembl KNb6epbesonacHoCTH B permoHe

Bbicokumii puck uenesbix aTak

Ha BnvxxHem BocToke 3HaunTenbHO Boille CpeaHEMUPOBbBIX 3HAaYEHNIA [ONS
komnbtoTepoB ACY, Ha KOTOpPbIX BblV 3a0NOKNPOBaHbI YTPO3bl N3 MOYTOBbIX
knneHToB, — B 1.8 pasa.

Bbicokne nokasaTenu yrpos, pacnpoCTPaHSIOLMXCS Yepes MOYTOBbIE KITNEHTbI
(PuwmHr), — wnunonckoro MO 1 nporpamm-BbiIMOraTenein — sBHble NPU3HaKn
BbICOKOV AOCTYMNHOCTW TEXHONOMMYECKMX CUCTEM B PErMOHE O/19 MPOABMHY TbIX
KaTeropui 3n10yMbILLNIEHHNKOB.

O BbICOKOM puCKe LieNneBblx aTak Ha TEXHONMornyeckmne NHPpPacTpyKTypsbl
MPOMBILLNEHHbIX MPEANPUATU B PErMOHE CBUAETENbCTBYET, B TOM YnChe,
BbICOKMI MOKa3aTe b BPeOOHOCHbIX CKPUNTOB Y GULLMHIOBbLIX CTPaHUL, MHOTe
N3 KOTOPbIX HaLeNeHbl Ha Kpaxky AaHHbIX ay TEHTUdUKaLMN.

HepocTaTouHas cermeHTauunsa cetn

Ha BnvxxHem BocToke 3HaunTenbHO Bhile CpeaHEeMUPOBbIX 3HAYEHNIA 4O
komMnbtoTepoB ACY, Ha KOTOPbIX OblN 3aBNOKMPOBaHbI YrPO3bl Ha CbeMHbIX
HocuTensx, — B 19 pasa.

OTHOCUTENBHO BBICOKME NOKa3aTenm camopacnpocTpaHstolerocs 10
CBUOETENbCTBYIOT O HANNYNWN 3HAYNTENBHOM YacT MHPPACTPYKTYpPbI, HE
3aLmLLeHHon oT BpegoHocHoro 10, n HegoCTaTOUHOM CEerMmeHTaumnmn ceTu.

[NlokasaTenb BUpPYCOB B permoHe npesbillaeT cpeaHemMmpoBoil B 1,4 pasa,
nokasatenb yepsern — B 1,/ pasa.

Bbicokuii nokasaTenb WWNMOHCKUX Nporpamm

Honga komnbloTepoB ACY, Ha KOTOpPbIX 6IOKMPYIOTCS LLMMOHCKME NPOrpaMMbl, Ha
BnvxHem BocToke B 1,5 pasa, a y BpeaoHOCHbIX AOKYyMeHTOB — B 1,4 pa3a Bbilwe,
4YeMm B cpedHeM B Mupe.

LLInnoHckne nporpamMmmbl NCNONb3YIOTCHA 3JTOYMbILLNEHHNKaMWN 014 KpaXXu
KOHCIDI/I,D,eHLI,I/IaJ'IbeIX OaHHbIX. A B LieneBblx aTakax — eLle 1 ang pacnpocCTpaHeHnda
Mo CeTun aTakoBaHHOM opraHnsaunnm n 3arpy3km spegoHOCHOro no d)I/IHaJ'IbHOFO
atana.B pgane cnyvyaes nonagaHmne Ha KOMMbloTep WNNOHCKOro Nno
3aKaH4MBaeTCH YCTaHOBKOVI I'IpOFpaMM—BbIMOI'aTeJ'IeVI.
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Bbicokuii nokasaTenb nporpaMmm-sBbiMorartenen

[lokasaTenb HpOFpaMM—BbIMOFaTeﬂeM B permoHe CTabunbHO BLICOKUIA 1 MOYTU
BOBOE npesBblllaeT CpG,EI,HGMI/IpOBOVI.

B 2024 rony BnvxxHunin BocTok 3aHMan nepBoe MecTo B PENTUHIE PErMOHOB MO
none komnbtoTepoB ACY, Ha KOTOpbIX Bbin 3a610KMPOBaHbI MPOrPaMMbI-
BbIMOraTenu, B nepBom 1 BTopom kBapTanax 2025 roga 6bin Ha BTopom mecTe. B
TpeTbem kBapTane 2025 roga bavxHuii BocTok BHOBb nnavpyeT no nokasaTento
nporpamMmM-BbiIMOraTenen.

BavxHnin BocTok 3aHMMaeT He HXKe YeTBEpPTOro MecTa B penTUHrax permoHoB
no nokasaTesnio NporpamMM-BbIMOraTesner BO BCeX OTpacnsXx, Kpome
npon3BoACTBaA.

ApKkue pa3nnumnsa B HEKOTOPbIX CTPaHaX pernoHa

NemeH nuompyeT BO MHOIVIX PermoHanbHbIX PEATUHIrax, MpuyemM YacTo ¢ 60MbLUNM
OTPLIBOM OT OCTasbHbIX CTPaH. VcknioueHne — yrposbl 13 NoyThl.

B peliTuHre no yrposam 13 noutoBbix knneHToB nugmpytoT OAD n Katap. O1un xe
CTPaHbl HAXOASATCS B YMCNE NMASPOB B PENTUHrax No BPEAOHOCHbBIM CKPUMTaMm 1
OUILLMHIOBBIM CTPaHNLAM, BPeAOHOCHBIM AOKYMEHTaM 1 MPorpaMMam -LUMMOHaM.

Y I/I3pa|/|n9| B OONbLUNHCTBE pel‘/JITI/IHFOB — N4YaCTO C OTPbIBOM OT OCTaJIbHbIX CTPaH
— nokasaTeslb MUHVMAaSbHbIA.

CraTtunctuka no Bcem yrpo3sam

B TpeTbem kBapTane 2025 roga bnvxHuia BocTok 3aH9n yeTBEpPTOE MECTO B
Mupe no gone komnbtoTepoB ACY, Ha KOTOpPbIX 3a610KMPOBaHbI BPEAOHOCHbIE
06bekThbl. [lokasaTenb B permoHe cTabunbHO NpeBblllaeT CpeaHEMNPOBOE
3HaueHune, B TpeTbeM kBapTane 2025 roga — B 1,1 pasa.

Honga komnbioTepos ACY, Ha KOTOpbIX Bbin 3a610KMPOBaHbI BPEOOHOCHbIE
06bekTbl, Ha BnivdkHem BocToke 3a kBapTan HeMHOro ysenuyunacb — 8o 22,.9%.
OT10 B 2,5 pasa 6onbLue, yem B CeBepHoli EBpone, rae nokasaTtens MUHUMAabHBIN.
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E BnvxHWIA BocTok Mup

Cpenu cTpaH 1 TeppuTopuin pernoHa gons komnototepos ACY, Ha KOTOpbIX Obinn
3a610KNPOBaHbl BPELOHOCHbIE 06bEKTHI, BapbupyeT oT 7,54% B VI3panne oo
41,91% B VlemeHe. [lokasaTenn aTux AByx CTpaH 3aMeTHO OT/INYAOTCH OT

nokasaTenei ocTanbHbIX CTPaH B PervoHe, KOTopble MonagatoT B AManasoH OT
15% no 29%.

JAHIOWA®T YIPO3 /19 CUCTEM NMPOMBILLIEHHOM ABTOMATUSALIAM
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VlemeH nuavipyeT BO MHOMMX permoHanbHbix PefTUHrax Kak Mo NCTOUHVKAM, TaK
no kateropuam spegoHocHoro NO. o nokasaTensm yrpos 13 noyTsl, KaTeropuii
BPEAOHOCHbIE LOKYMEHTbI, BPEOOHOCHbIE CKPUMNThI Y GULLMHIOBbIE CTPaHLLb,
BpenoHocHble nporpammbl o AutoCAD — nuanpytoT OAD. o pone
komnbtoTepoB ACY, Ha KOTOPbIX BNOKMPYIOTCS NPOrpaMMbl-BbIMOraTeny —
Cupus. Vispannb 601bLUMHCTBO permoHasbHbIX PeATUHIOB 3aMbIKaeT.

IcTOYHMKM Yyrpo3

Honga komnbloTepoB ACY, Ha KOTOpPbIX yrpo3bl 6bin 3a610KMPOBaHbI N3 PasHbIX
NCTOYHIMKOB, Ha BnvxxHem BocToke Bbile cpeaHeMmpOoBbIX MoKa3aTenei y Bcex
NCTOYHUKOB. B pervioHe 3HaunTenbHO NpeBbilLaeT CpeaHEMMPOBBIE 3HAYEHS
nons komnbloTepoB ACY, Ha KOTOpPbIX Obln 3a610KNPOBaHbI:

JAHIOWA®T YIPO3 /19 CUCTEM NMPOMBILLIEHHOM ABTOMATUSALIAM 6
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® Yrpo3sbl N3 NOYTOBbIX KNMeHTOoB — B 1,8 pasa;
® Yrpo3sbl Ha CbeMHbIX HocuTensx — B 1,9 pasa.

lll kBapTan 2025
10% 8,63%
7,99%
8%
0,
6% 5,53%
4% 3,01%
2% o,
0,62% o
° 0,33% 0,06% 0,04%
0% [
HTepHeT MovToBble KNMEHTbl CbeMHble HocuTenn  CeTeBble Nanku
m BnvixkHuia BocTok Mup

Hons aTakoBaHHbIX KoMMNbloTepoB ACY pacTeT TOMbKO Y MOYTOBbLIX K/TMEHTOB.
Y ocTanbHbIX NCTOYHNKOB Yrpo3 — SIBHas TEHOEHLNS K YMEHbLUEHWIO 3HaYEHWIA.

BnvbxkHwmiA BocTok

(o)
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2022 2023 2024 2025

-.—MHTEPHET ==8==[loYTOBbIE KIINEHTBI === CbeMHBEIE HOCUTENN

NuTepHeT
No pone komnbioTepoB ACY, Ha KOTOPbIX ObiN 3a610KMPOBaHbI YrpO3bl U3
NHTepHeTa, bamxHmi BocTok 3aHMMaeT NSToe MecTo B PENTUHIe PEMMOHOB C
nokasatenem 8,63%, KOTOpbIN NpeBbilaeT M1HUManbHbI — Yy CeBepHoii EBponbl
—B19 pasa.
MNokasaTenu CTpaH 1 TeppuTopuii pernoHa BapbmpytoT oT 4,06% B N3panne oo
12,99% B NemeHe.
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MHTepHeT

- |
BEnvxHnia BocTok 8'63#5%

Nemen mm%%
Erne T | k13 519
KaTap | 12135
ManecTura [ 12.02%
OA> [E—
Vpak | St 11.23%
BaxperiH | 00>,
Ovar [ 550 7
CaynoBckasi Apas/si [ 7000
Typuvs [ (L1 ) 279
Criprs | 000k 10,63%
Vopparins  [— /037
KyeeiT |, 07 /2,
Nvea | L. 000 0 2%
Vpar [ >0 0%,
Nspaune |0 % 1o

0% 5% 10% 15% 20%
mlllkB.2025 m |l kB. 2025
OCHOBHbIE KaTeropun yrpo3s n3 MHTepHeTa, KOTopble BOKMPYIOTCS Ha

komnbtoTepax ACY B pervioHe: BpeaoHOCHbIE CKPUMTLI U PULLMHIOBbIE CTPaHNLBbI,
pecypcChbl B UHTEPHETE 13 CNINCKa 3anpeLLeHHbIX.

MHTEPHET OWHTepHeT
14,0%
12.0% B Beb-maliHepb,
BbINONHsieMble B Bpay3spax
10,0%
8,.0% [ BpeAoHOCHbIE AOKYMEHTI
6.0% (MSOffice+PDF)
4.0%
B Pecypchl B MIHTEPHETE 13
20% cnmcka 3anpeLléHHbIX
0.0%
IKB. 2024 lKB.2024 IIKB.2024 IV KB. 2024 |KB.2025 IllKB.2025 Il KB.2025 ™ BPEAOHOCHLIE CKPUMTLI 1
ULLIMHIOBLIE CTPaHWLLbI
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MouToBbIEe KINEHTDbI

[ouTOBbIE KNIMEHTBI — NCTOYHVK YIPO3 B PEMVIOHE, Yell mokasaTernb
LEMOHCTPUPYET TEHAEHUMIO K POCTY C TpeTbero kBapTana 2024 roga. o pone
komnbloTepoB ACY, Ha KOTOPbIX OblIV 3a610KNPOBaHbI YrPO3bl N3 MOYTOBbIX
KNMeHTOoB, B TpeTbem kBapTane 2025 roga bnvxHuii BocTok cpeam pernoHos
3aHMMaeT BTopoe MecTo ¢ 5,53%. O1o B 7,1 pasa 6onbLue, yem B Poccum, koTopas
3aMbIKaeT 9TOT PENTUHT.

MouToBble KNIMEHTBI

7% 6:19% 8.21% 5.89% g g6

5,21% 4,95% 5,30% 5,17% 5,47% 5,53%

6% = v 4,86% 4,79%
5% T " - -
4% 5% 5,20%
e | 205% © 4.50%
2% 3,46% 1 3.15% 3.04% 3,04% 9 3,06% 3,01%
% ’ Man 35,04%  2,95% 2,72% 2,81% =Uo7% 3,01%
0%
IV KB. | KB. lIke. Il kB IV KB. | KB. IIkB. Il kB IV KB. | KB. IIkB. Il k.
2022 2023 2024 2025
=t=BEn1XHWiA BocTok Mup

Cpeav CTpaH 1 TeppUTOpUN pernmoHa no 3ToOMy NokasaTento C OTPLIBOM
nnompytoT OAD ¢ 1,46%. MuHmanbHas pons komnbtoTepoB ACY, Ha KOTOPbIX
yrpo3bl Obinvi 3a610KMPOBaHbI B MOYTOBbIX KnneHTax, B Vispanne — 0,53%.
OTMeTVM, uTo lemeH, KOTopbIf IMAVIPYET MO Noka3aTensM OCTaNbHbIX
NCTOYHIVKOB YTrpO3, B 3TOM PENTUHIEe OKasancs Ha TpeTbeM MeCTe C KOHLA.

JAHIOWA®T YIPO3 /19 CUCTEM NMPOMBILLIEHHOM ABTOMATUSALIAM 9
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NMo4yToBbLIE KNTMEHTHI

OAS 10_341,%’46%
Kerap | 7%
BaxpeiiH
Typuws
Nnsax
oppaHusa

ManecTtrHa

Caynosckas Apaers [ edno%
Ovar [ S4s0
Ervner [ s 050
Vpar | > 05,
Kysert [N 21257
Cvpvs | 7%,
Vemer [ 2,52%
vipax [ 1ZR7°
Napanne B QRR%
Q0% 5% 10% 15%
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Tpw cTpaHbl-nupepa atoro pentuHra — OAD, Katap n baxpeinH — Takke
HaxOOATCH Ha BEPXHMX CTPOUKaX PENTMHra No BpegoHOCHbBIM CKpUMTam r
OULLNHIOBBIM CTPaHNLLAM.

OcCHOBHbIe KaTeropum yrpo3 13 aneKkTPOHHON NOYTbI, 3a010KNPOBaHHbIE Ha
komnbtoTepax ACY: BpeaoOHOCHbIE CKPUMThI U GULLMHIOBbLIE CTPaHNLBbI,
wnmoHckoe NO 1 BpeLOHOCHbIE LOKYMEHTBI.

JAHIOWA®T YIPO3 /19 CUCTEM NMPOMBILLIEHHOM ABTOMATUSALIAM 10
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Mo4TOBbIE KNNEHTDI
lNMouToBble KNNEHTBI O

12,0%

10,0% O BpeaoHocHble
LOKYMEHTbI
8.0% (MSOffice+PDF)
6.0% B TpOoSHLbI-LUMOHDI,

63K Oopbl W Kelnorrepsl
40% Acp p

20% W BpenoHocHble
0.0% CKpWNTDBI W
IkB. 2024 k8. 2024 Il kB.2024 IV KB. 2024 1kB. 2025 IIKB. 2025 Il KB. 2025 $uLMHroBbIe
CTpaHUbl

CobemHble HOCUTENN

Mo none komnbtoTepos ACY, Ha KOTOpPbIX YrpO3bl 6IOKMPYOTCS NP
NOOK/IIOYEHNN CbeMHbIX HOcUTenen, B TpeTbem kBapTane 2025 ropa bavixxHuia
BocTok 3aHMmaeT yeTBepTOE MecTo cpeam pernoHoB ¢ 0,62%. O1o B 12,4 pasa
fonblue, yem B pernoHe AscTpanus 1 Hosas 3enaHons, KOTOPbIN 3aHMaeT
nocnegHee MecTo B COOTBETCTBYIOLLEM PENTUHTE.

Cpeav cTpaH 1 TeppuTopuii pernoHa no gone komnbiotepos ACY, Ha KOTOPbIX
ObInv 3a0NOKNPOBaHbI YrPO3bl NPY NOAKIOUYEHNM CBEMHbBIX HOCUTENEN, INANPYIOT
VemeH ¢ 5,96% v Vipak ¢ 3,87%. MokasaTenn ocTanbHbIX CTPaH BapbUPYIOT OT
0,04% B V13panne oo 2,46% B8 Cupun.

JAHIOWA®T YIPO3 /19 CUCTEM NMPOMBILLIEHHOM ABTOMATUSALIAM n
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CbeMHble HocuTenu
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OCHOBHbIe KaTeropum yrpo3, KoTopble 6OKMPYIOTCS NPY NOAK/IIOYEHNN CBEMHbIX
ycTponcTs k koMmnbtoTepam ACY: uepsu, Bupychbl 1 wnnoHckoe MNO. MNo pone
komnbtoTepoB ACY, Ha KOTOpbIX Bbin 3abnokMpoBaHbl Yepsu, BrvxHuin BocTok
3aHMMaEeT TpeTbe MEeCTO CPeaM PErVIOHOB.

CobeMHble HocuTenn
.80% O CbemMHble HoCUTENN

,60%
A0%

20% @ TposHUbI-LUMANOHDI,

Bakaopbl 1

100% Kennorrepsl
0.80% m Bupycei (Virus)

0,60%
040%
0.20% m Yepsn (Worm)

0,00%
1kB.2024 Ilke.2024 lllkB.2024 |V KB. 2024 [KB.2025 IlKB.2025 |l KB.2025
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CeTeBble nanku

MNo pone komnbioTepoB ACY, Ha KOTOpPbIX YrpO3bl BNIOKMPYIOTCS B CETEBBIX
nankax, B TpeTbem kBapTane 2025 roga bnvxxHuii BocTok 3aHnmaeT TpeTbe
mecTo cpeaun pernoHos ¢ 0,06%. C pernoHom CeepHas EBpona, koTopeiin
3aHMMaeT NocnegHee MecTo B peliTuHre, nokasatenn otnnyatotcs B 10,2 pasa.

Cpenu cTpaH 1 TeppuTopwii perrnoHa no gone komnotoTepoB ACY, Ha KOTOpPbIX
ObInv 3abNOKNPOBaHbI YTPOo3bl B CETEBLIX NMankax, ¢ OTpbIBOM nuampyeT lemeH ¢
0,38%.

CeTeBble nankm

BrvokHui BocTok SR 062

MemeH | st — 0 59%
Musa | — O,26%
Cupus 0.24%
ManecTuHa 0,22%
Erunet [T 1050 %
Omar NS 0857°%
vpax [N B83%
OAS IRLC-8%h%
KaTtap m%’OS%
Caypnoeckasa Apasins '0%2%%
par B §03%
Kyseit MudO8 859
MoppaHus ngffw%
Typus B 883%
Wapanns &0%‘5,%4%
BaxpeiiH 8883&

0,00% 0,20% 0,40% 0,60%

mlliks.2025 mllkB.2025

OcHoBHble KaTeropmm yrpos, KOtTopble pacrnpoCTpPaHAOTCA Yepe3 CeTeBbIe Narku:
BUPYCbl, YEPBU N LLUMNOHCKKE NporpamMmbl.
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CeTeBble nanku

0.18% O CeTeBble nanku
016%

0.14%

0.12% @ TposHLbI-LUNNOHBI,
0.10% 6aKaopbI 1
0.08% Kelnorrepsl

B Yepsun (Worm)

0,04%
0,02% i
0,00%

H Bupychl (Virus)
IkB. 2024 lIke.2024 lllke.2024 |V kB.2024 |KkB.2025 llKB.2025 Il KB.2025

KaTeropum yrpos

B pervonHe pong komnbtotepoB ACY, Ha KOTOpPbIX Bbin 3a610KMPOBaHbI
BPEAOHOCHbIE OOBEKTDI, BbILLE CPEAHEMMPOBOrO 3HAYEHNS Y BCEX KaTeropui,
KpOMe pecypCoB B MHTEPHETE 13 CMNCKa 3anpeLLEeHHbIX, MalHepoB —

ncnonHgembix danos gng OC Windows, a Takxe BpeoHOCHbIX Mporpamm 4ns
AutoCAD.

Il kgapTan 2025

|
BpenoHocHbIe CKpUNTbl 1 GULLIMHIOBbIE CTPEHNULLbI WEDS 9,16%

i ] 9
TPOSHUbI-LUNVOHBI, 63KA0PLI 1 KElANorrepsl 1.04% 9/44%

I 9
Pecypchl B UIHTEPHETE 3 CTINCKa 3aMPeLLEHHbIX 3;1731‘22

BpepgoHocHble gokymeHTol (MSOffice+PDF) _1982%74%
Bupycei (Virus) - 1,91%
Yepay (Worm) NN 2,08%

MaliHepbl — ncnonHaemble daitnb ang OC Windows u %‘}f;‘iﬁ;

Be6-maiiHepbl, BbinonHaeMble B Bpayasepax | 8,225%/‘,?

B 0,33%
0,17%

I 0,25%
0,30%

MporpammMbi-BbIMOraTenm
BpepgoHocHble nporpamvel ons AutoCAD

0% 2% 4% 6% 8% 10% 12%

B BnvxHWiA BocTok Mwnp
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BrvbkHMA BocToK, u3aMeHeHNs 3a KBapTan

BpenoHoCHbIe CKPUNTbI 1 GULLIMHTOBbIE CTPAHMLLbI M 0,40%
Yepeu (Worm) B 0,26%
Mporpammbl-BbIMOraTenu | 0,07%
Bupychl (Virus) | 0,06%
BpenoHocHble nporpammbl ana AutoCAD 0,02%
MaliHepbl — ncnonHaemMble daiinsl gna OC Windows 0,04%
Beb-MmaliHepbl, BbiNoNHAeMble B Bpayzepax 0,05%
TpOoSHLbI-LUMMOHBI, 63KA0PbI 11 Kelinorrepsbl 0,27%
BpenoHocHble gokymeHTel (MSOffice+PDF) 0,42%
Pecypchl B MHTEpHETE 13 CNMCKa 3anpeLLeHHbIX 1,47%

4% -3% -2% -1% 0% 1% 2% 3% 4%

Hanbonbluas pasHmLa No CpaBHEHUIO CO CPEAHEMUPOBLIMY 3HAYEHNSIMUA Y
pernoHasnbHbIX MokasaTenel cneayoLmx KaTeropuii yrpos:

® BpPELOOHOCHbIE [OKYMEHTbl — B 1,4 pa3a, TpeTbe MEeCTO CPEeaM PErviOHOB;

e BpPEOOHOCHbIE CKPUMTLI U GULLMHFOBbIE CTPaHUUbl — B 1.3 pasa, yeTBepToe
MECTO Cpeamn PErIOHOB;

® LINMOHCKMe nporpamMmmel — B 1,3 pa3sa, yeTBEPTOE MECTO CPEAMN PETNOHOB;

e Bupychl — B 1,4 pasa, yeTBEPTOE MECTO Cpean PErMOHOB;

e uepsBu — B 1,/ pasa, TPeTbe MECTO Cpeay PEroHOB;

e nporpamvmmbl-BbIMoraTenu — B 1,9 pasa, nepsoe MecTo cpean pervoHoB.

Mo nokazaTenam Beb6-maiiHepoB bavkHMin BocTok 3aHMMaeT TpeTbe MecTo
cpenn pervoHoB.

BpepoHoCHblIe ,OKYMEHTbI

B TpeTtbem kBapTane 2025 roga bnvxHuin BocTok no nokasaTtento BpeaoHOCHbIX
LOKYMEHTOB 3aHMMaeT TpeTbe MecTo C 2,74%. OT1o B 5,2 pasa 6onblue, Yem B
CeBepHoli EBpone, koTopas 3amMblkaeT COOTBETCTBYIOLLNIA PENATUHT.

Hons komnbtoTepoB ACY, Ha KOTOPbIX BNOKNPYIOTCS BPEAOHOCHbIE LOKYMEHTbI, B
pernoHe pocna co BToporo keaptana 2024 ropa, Ho B TpeTbeM kBapTane 2025
rofa nokasaTtesnb 3a KBapTana YMEHbLUMIICS.
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BpepoHocHble pokymeHTbl (MSOffice+PDF)
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B BnvkHWA
BocToK

u Mup

Cpeav cTpaH 1 TeppuTopuUli pernoHa no aTomy nokasatento nuanpytoT OAD ¢
5,37%. PenTuHr 3ambikaeT V3pannb ¢ 0,28% — 310 B 3,6 pa3a MeHbLue
nokasaTens npeawecTByoLLero B perTuHre Mpana.

BpepnoHocHble pokymeHTbl (MSOffice+PDF)

BavxHMIA BocTok
OA3

KaTtap

Typuns
BaxpeiiH
WNoppaHwns

OmaH

ErvneT
Caypnosckasa ApaBus
INvneaH
MNManectuHa
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Kyeent

Cupws
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[lBe cTpaHbl N3 Tporiku nuaepos aToro penTtuHra — OAS n KaTtap — BosrnaensioT
TaKXe PenTUHI MO BPEAOHOCHBLIM OKYMEHTaM 1 BPEAOHOCHbBIM CKPUMTam 1
bVILLIMHIOBBIM CTPaHMLAM, a TakXXe Mo Yrpo3am 13 NouToBbIX KneHToB. OHK e
BXOOST B TPOViKY CTpaH — nmaepos no fone komnototepos ACY, rae 6binm
3a610KNPOBaHbI LLINMOHCKME NPOrpamMmbl.

BpeAOHOCHbIe cKpunTbl N ¢IIII.I.IIIIHI'OBbIe CTpaHMLbl

Mo pone komnbloTepoB ACY, Ha KOTOPbIX BIOKMPYIOTCS BPEAOHOCHbBIE CKPUMThI U
OULINHroBblE CTpaHWLbl, BavxHnn BocTok 3aHMMaeT B COOTBETCTBYIOLLEM
PEeNTUHre PermoHoB YeTBepToe MecTO C 9,16%. OToT nokasaTtens B 3,6 pasa
oonble, yem B CeepHoli EBpone, rae OH HaUMEHBLUWIA.

BPEAOHOCHBIE CKpnThl N d)la‘ll.ula‘lHrOBblE CTpaHWNLbI

R
® ) xR
S :‘“o‘? o 3 X b S X R
[¥=] 2 ~
ol % 2? me o xR R B By © . 9. B BAVKHUT
- o I~ o o = — T u
< Tw._om ®e g% F XF OO 03I x5 o BocTok
Dom- g g% go NN mo-ore- oS 5
I T LD- II Ii I I o
Wk Ik, llke. llke. IVke. Ike. llke. llke. Nke Ike. lke. ke
2022 2023 2024 2025

PacnpocTpaHsieTcs aTa yrposa B UHTEPHETE U MO 3N1EKTPOHHOMN NoyTe.

Cpeav cTpaH 1 TeppuTopurii pernoHa no gone komnototepos ACY, Ha KOTOpPbIX
ObInv 3abNOKNPOBaHbl BPEAOHOCHbBIE CKPUMThI U GULLMHFOBbIE CTPaHULBbI,
nnampytoT OAD ¢ 13,99%. HanmeHbLunii nokasatens — B spanne (2,37%),  oH B
2,1 pa3a MeHbLLe, YeM NMokasaTenb NPEeALLECTBYIOLLEro B peiTuHre MpaHa.
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BpeAOHOCHhIe CKpMNTbl N qJIfILIJIp‘IHrOBhIe CTpaHWLLbI

BavxHWA BocTok
OA3

KaTtap

BaxpeiiH
ErvneT

Nemen

NneaH

Typuus
MNanecTtuHa
WNoppaHns

OwmaH
Caypoeckasa Apasns
KyselT

Cwupus

Npak

NpaH

Nspannb

_8:?612%

12:44%13,99%

3 67%
I 1.7%

1,11%

9.65%

I 10525
E— 5,32
E—
I 75,
E— 0 0%

8,86%

6,93%

2, 75 %
R
T o 0 0%
__________gavii

I, 2 0%
LG 51 Bo

0% 5%
m |l kB. 2025

10%
|l kB. 2025

15%

[lBe cTpaHbl, nuoupytowme B aTom penturre, — OAD n KaTtap — BosrnasngioT
Tak>XXe PENTVHI Mo NokasaTeNnsamM BPEeAOHOCHbIX JOKYMEHTOB 1 PENTUHI CTPaH
pervnoHa no gone komnbtoTepoB ACY, Ha KOTOpPbIX Yrpo3bl Bbin 3a610KMPOBaHbI
B NOYTOBBIX KnneHTax. OHM e BXOAAT B TPOWKY CTPaH-MAEPOB MO LWMMOHCKMM
nporpammam (BO3rnaBnsieT aToT pelTuHr Memen).

LLiInnoHckune nporpammbi

Mo pnone komnbtoTepoB ACY, Ha KOTOPbIX BNOKMPYIOTCS LUMMOHCKME NPOrpamMmbl,
BrvxHuii BocTok HaxoguTcs Ha yeTBepToM MecTe ¢ 5,44%. OT1o B 3,9 pasa
BonbLue, yem B CeBepHoli EBpone, rae aToT nokasaTesb HauMEHbLUNIA.

Ha BnvxHem BocToke pons komnbtoTepoB ACY, Ha KOTOpPbIX BNOKNPYOTCS
LUMMOHCKME NMPOrpaMmMbl, CHUXAETCS TPETUI KBapTan NOAPSA, B TPETbEM
kBapTane 2025 rona oHa 6bina MUHMManbHOW 3a TPW roaa.
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TposHUbI-LUNWOHBI, 63KA0pPBI M Kelinorrepbl

2
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[e=]
- BocTok

u Mup
Wke.  lke. llke. llke. IVkB. Ike. llke. llke. IVke Ik Ike. ke
2022 2023 2024 2025

Cpenu cTpaH 1 TeppuTopuin pernoHa no gone komnbtotepoB ACY, Ha KOTOpPbIX
BNoKMPYIOTCS LLMMOHCKNE NporpamMmbl, B TpeTbeM kBapTane 2025 roga nuanpyet
VemeH c 8,91%. B aToli cTpaHe 3HaueHue 3a kBapTan yBennunnocs B 1.3 pasa.
HavmeHbLumii nokasaTens — B VIspanne, oH B 2,3 pasa MeHbLUe, YeM nokasaTesnb
npeglecTsytoLero B penTtuHre Kyselita.

TpOoSHLbI-LUNMOHbI, 63KA0pPbI U KelAnorrepbi

EnvkHnl BocTox 5,54’1-5-?%

Never I — 5,91%
oAs I %o,
Karap L8 % 725
Typuvs | 05 7% 5%
Nanectvra [ ..21%
axperi+ ™. 5. %
crpvs [ ©,!) %

Npak

NopaaHns

ErvneT

Ninsax

Cayposckas Apasus
paH

OmaH

KyselT

Napannb

m Il kB. 2025

Y 221
L
________________ gulgy
Y . 2:04%

. 70
226 78 82%
.. 252
L2 O 1o
gty

0% 2% 4% 6%

m|lkB. 2025

JAHIOWA®T YIPO3 /19 CUCTEM NMPOMBILLIEHHOM ABTOMATUSALIAM

BIWKHUA BOCTOK. TPETUI KBAPTAS 2025 TOAA

8%

10%

19

© 2025 AO «JTABOPATOPUA KACTIEPCKOI O»



Kaspersky ICS CERT kaspersky

LLINnnoHckme nporpaMmbl B pervioHe 61okrpytoTcs BO BCEX UCTOYHMKAX Yrpos, HO
yalLe BCEro aTa yrposa pacnpoCTpaHIeTCs Yepes NoUTOBbIE KIMEHTBI.

[1Be cTpaHbl N3 TPOKM NNAEPOB B PEVTUHIE MO LWNMOHCKMM nporpammam — OAD
n KaTap — okasanucb Takxe nuaepamMmu peiiTiHra rno yrpo3am 13 no4YToBbIX
knmeHToB. OHW XXe NMANPYIOT CPEeAN CTPaH pernoHa no gone komnbtotepos ACY,
rae Obinv 3abnoKMpoBaHbl BPEAOHOCHbBIE LOKYMEHTHI, @ Tak)Xe BPeAOHOCHble
CKPUNTbI U GULLMHFOBbIE CTPaHNLLbI.

CamopacnpocTpaHsioleecs BpeaoHocHoe MO: uepeu n Bupychol

YepBu 1 BUPYCbl — OCHOBHbIE KATErOpUN Yrpo3, KOTopble BIOKMPYIOTCS Npu
nogknoyeHnn kK komnbtrotepam ACY cbeMHbix yecTponcTs. BavxHuia BocTok
HaxoOMTCH Ha YETBEPTOM MECTE CPEAM PErvioHOB Mo gorne komnstoTepos ACY,
Ha KOTOPbIX YrPO3bl BIOKMPYIOTCS NPY NOAKIIOUYEHNN CbEMHbIX YCTPOICTB.
TpeTbe MecTO y pernoHa no nokasaTento YepBel, YeTBEPTOe — Mo nokasaTesno
BMPYCOB.

Hong komnbloTepoB ACY, Ha KOTOopbIXx 61OKMPYLOTCS YepBu, Ha BrvkHem
BocToke — 2,08%. 9310 B 9,5 pasa 6onblue, yem B CeBepHoiil EBpone, pervioHe ¢
MVHUMasbHbIM MokKa3aTenem.

Hons komnbloTepoB ACY, Ha KOTOpbIX 6IOKMPYOTCS BUPYChI, Ha BavkHem
BocTtoke — 1,91%. 310 B 11,9 pasa 6onblue, 4Yem B permoHe ¢ MUHUMAasbHbIM
nokasatenem — AscTpanuu 1 Hosoli 3enangunn.

[NokasaTenb YepBeil 1 BUPYCOB, KaK 1 JONS YTPO3 CO CbEMHbIX HOCUTENEN B
LeNTIOM, C HEKOTOPBIMU KONEBGaHNSMN MOCTENEHHO CHUXKAETCS, XOTS U OTCTAEeT B
9TOM nokasaTenein cbeMHbix HocuTeneli. B Tpetbem kBapTane 2025 ropa
3HaueHns 0beunx kaTeropuii yrpos yBenmunimchb.

BnvoxHuiA BocTok

5,0%
4.5%
4,0%
3.5%
3.0%
25%
20%

1.5%
1.0%
0.5%
0,0%

O CbeMHble
HOCUTENN

B Yepen

H Bupyceol (Virus)
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Cpenu cTpaH 1 TeppuTopuii pervoHa no gosne komnbiotepo ACY, Ha KOTOpPbIX
BNOKMPYIOTCS 1 YEPBU, U BUPYChbI, C 6OMBLUMM OTPLIBOM TNAMPYET ViemeH.

B cnyuae Brpycos nokasaTtens Vemena (12,17%) npesbiluaeT nokasaTtens ErvnTa,
KOTOPBbI 3aHMMaeT BTOPOE MECTO B 3TOM peiTuHre, B 2,9 pasa. [1o cpaBHeHmo
e ¢ nokasaTtenem /3paunns, KOTopbili 3aMblkaeT PETUHT, 3HaueHe B MlemeHe
oonble B 86,9 pasa.

Bupycbl (Viruses)
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PasHuua nokazatens yepsein B ViemeHe (5,52%) n B ocTanbHbIx CTpaHax
3aMeTHasl, HO He CTOJIb 3HAYNTENbHAS.
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Yepeu (Worm)

BrvxHn Boctok NG 2,08%
NemeH : 5,52%
Vpax - [ %00
Crov — 73
Typus —
Erunet | T ;- 20%
OAS |, //°%
P —
IR —
NanecTvHa [ & %00
Caynosckas Apasys  [—— ],20%
Vopparis [ 0%
Katap [, 133%
Owar [, 9557
Kyserir [N 873%
BaxpeiH [ 0257%
Naspanns [ 0554,
0% 2% 4% 6%
m I ks. 2025 m |l ke. 2025

Mporpammbi-BbiMoOraTenu

Ha BavxxHem BocToke gons komnbtoTepoB ACY, Ha KOTopbIx 6binn
3a610KMPOBaHbI MPOrpPaMMbl-BbIMOraTenu, CTabubHO BblCOKas 1 MOYTU BABOE
npeBbllLaeT CpegHeMpPOoBOV NokasaTesnb. PernoH nuanposan no atomy
nokasaTtento B 2024 roay, Ho B ABYx NepB.bix kBapTanax 2025 roga 6bin Ha BTOPOM
mecTe.

B TpeTtbem kBapTane 2025 ropa bnvxxHuin BocTok BepHyn nepeeHCTBO cpeamn
pernoHoB no gone komnbtoTepoB ACY, Ha KOTOopbIX BbINN 3a610KNPOBaHbI
NpPorpamMMbl-BbIMOraTesnu.
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I'IporpaMMbl-BhlmoraTenln

Mup ﬂ% 17%
BrvkHwia BocTok

Adpuka

HKOxHas Asns

CpepnHaa Asng n 3aKkaekasbe
HOxHas EBpona

BocTouHasa Asug

Poccus

HOxxHaa AmepuKa
BocTouHas Eepona
HOro-BocTouHasa Asung
3anapHas Eepona
AscTpanua n Hoeas 3enanans

CesepHasa Amepuka (KaHaga)

CeBepHasaEspona
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MNMokasaTenb B pervoHe ¢ 2023 rona konebnetcs B ananasoHe ot 0,26% no 0,33%.
B tpeTtbem kBapTane 2025 roga oH nogpoc fo 0,33%. OT1o B 6,6 pasa 6onbLue,
yem B CeBepHoii EBpone, raoe nokasaTesnb HaMMEHbLUWIA.

MporpamMmmbi-BbIMOraTenn
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Cpenu cTpaH 1 TeppuTopuin pernoHa no gone komnbtotepoB ACY, Ha KOTOpPbIX
ObInn 3a610KNPOBaHbI MPOrPaMMbl-BbIMOraTeNM, C OrPOMHbLIM OTPbIBOM TNAVPYET
VlemeH ¢ ruraHTCckum ang aToi kaTeropum yrpo3a nokasatenem 3,58%. o
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cpaBHeHuto ¢ Cupueli, KOTopasi 3aHNMaeT BTOPOE MECTO B 9TOM pPeTUHIE,
nokasartenb VlemeHa 6onbLue B 3,8 pasa.

nporpaMMbl-BblMOFQTeﬂlﬂ

BrvdkHWiA BocTok N ,0,53%
NemeH . 3:58%
Cupns m 0,95%
Vpax I, O0,08%
Ervner [T, 9.63%
Oma+ [, Q1%
OAS [ 9A0%
Baxpeiin [, R29%
Vpan [ OA8%
Cayposckasi Apasvs [ %%93;’
NoppaHuna '09@/?%
Nanectvva ed31%
Kysent FQ(?BL/Z%
Typuns [ §il4%
KaTap looh%%fé
NuneaH LO&%
Napannb 88&26

0% 1% 2% 3% 4%
m|llkB. 2025 m |l ke. 2025

B pervoHe aTa yrposa valle BCero pacnpoCTpaHIeTCs Yepes NOUTOBbIE KNNEHTDI
N Ha CbEMHbIX HOCUTENSX.

OTpacnu

Hanbonee yacTo BCTpevatoLLeinics € yrpo3amm OTPacbio pervioHa cpeam
PacCMOTPEHHbIX B OTUETE ABNIETCS aBTOMAaTN3aLmng 30aHNIA.

Honga komnbioTepoB ACY, Ha KOTopbIx Bbin 3a610KMPOBaHbI BPEOOHOCHbIE
0OBbEKTbI, MPEBbILLAET CPEAHEMMPOBBIE 3HAYEHNS B CIEAYIOLLMX OTPacnsX:

aBTOMaTu3auung 3agHnin — B 1,1 pasa;
anekTpoaHepreTuka — B 1,1 pasa;
cTpouTenscTBo — B 1,2 pasa;

HedTb M Tas — B 14 pasa.
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ABTOMaTM3aLUWs 30aHNA
CTtpounTtenscTteo
SneKkTposHepreTrKa
BuomeTpuyeckme cUCTEMBI
HedTbnras

WIHXXNHWMPWHT U MHTerpaTopsl ACY

[NpownseoacTeo

B BnvkHuiA BocTok

Il keapTan 2025

I 26,41%
23,49%
I 25,35%
21,05%
I 24,08%
21,26%

I 23,93%

27,39%
_ 21,41%
_ 20,37%
21,19%
I 11,96%
17,29%
% 10% 20% 30%

Mup

B nepsom kBapTane 2025 ropa nons komnbtotepos ACY, Ha KOTOPbIX Oblnn
3a610KMPOBaHbl BPeOOHOCHbIE OO BEKTHI, YBENNUMNACH BO BCEX OTPACNSX,
rokasaTesnun KOTOPbIX BbiLLe CPeaHEMNPOBbIX.

CpefHee Mo pernoHy

ABTOMaTW3aLMNS 308HNIA

CTtponTtenbcTso

BneKTposHepreTKa

EMOMETPMHECKME CNCTENDI

HedTbnras

VIHXXMHMPWHE 1 nHTerpaTopbl ACY

[MponssoacTso

BnvxHuia BocTok

e 22,9%
29,7%
"4,1%

16,97%
18,32%

11,96%

12, '00%
13,17%

0% 5% 10% 15% 20%

25%

30%

m(llks.2025 mllks.2025 mlkB.2025
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HeCMOTp';I Ha nepmnognyeckumne KonebaHus, TPeHAObl OEMOHCTPUPYIOT B LLEe/TOM
MONOXNTENbHYIO ANHaMUKY (n0KasaTen|/| CHVI)Ka}OTCQ).

BnvxHuiA BocTok CpeqnHee no peroHy
40%
ABTOMaTN3aUNA
30aHuA
35%
—s— CTpPOUTENLCTBO
30%
—— DnNeKTpoOsHepreTnKa
25%
—s—BburomeTpurueckne
20% cucTeMbl
15% —s—HedTbKMras
10% VHXUHWPWHE N
IVkB. Ike. llke. llke. IVke. Ike. llke. like. IVke. |kB. Illke. Illks.. nHTerpaTopbl ACY
2022 2023 2024 2025 ——MpounsBoacTeo

MNcTouHnkun n kateropum BpegoHocHoro MO B oTpacnsax: «ropsume

TOYKMN»
|_|pVI OoLeHKe npo6ne|v| OTpacne|7| B permoHax Mbl NCNOJIb3yeM TENJ10Bble KapThbl.
|_|,BeT Ha KapTe onpenendeT NnonoXXeHne nokasaTtesiyd B FJ'IO681'IbHOM pe|7|T|/|Hre
OTpacne|7| B permoHax (OT}J,eJ'IbHO no Ka)K,EI,OI‘/JI KaTeropumm yrposa nnn kaxagomy
I/ICTO‘-IHI/IKy). KpaCHbIVI LUBET YKa3blBaeT Ha TO, YTO 3Ha4YeHne 6J'II/I3KO K
MakKCunManbHOMY.
MokazaTenu NCTOYHMKOB Yrpo3 B oTpacnsx Ha BnmxHem BocToke, lll keapTan 2025 ropa
UHXNUHUPUHT Mokasarenb
Otpacnb / BuomeTtpuyeckue AsTOomaTMsauua 3nekTpo- o
" W MHTErparTopbl HedtbMnras Crpoutennbctso  poussoacTeo Kareropuit
UcTouHMK Yrposbl cucTembl 34aHUN JHepreTuka
ACY B pervoHe
NHTepHet 8,48% 9,25% 10,30% 8,31% 7,57% 10,07% 4,86% 8,63%
MouToBbIE KANEHTDI 5,23% 8,28% 4,36% 3,65% 1,86% 5,49% 1,80% 5,53%
CbemHble HocuTenn 1,16% 0,68% 0,66% 0,46% 0,79% 0,55% 0,38% 0,62%
CeTeBble nanku 0,05% 0,10% 0,06% 0,03% 0,11% 0,12% 0,06% 0,06%

23,93% 26,41% 24,08% 20,37% 21,41% 25,35% 11,96%
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MokasaTenu kaTeropuii yrpos B oTpacnsix Ha BamxHem BocToke, Il kBapTan 2025 ropa

Otpacnb / BuomeTpuueckue AsTomartMsaumsa AneKTpo- CLEZEENET HOKaSaTe'ib
T oS cncremb! eErTl TR W UHTEerpaTopbl HedTbnras Crpoutenbctso  [lpoussogcrso KaTteropwuit
ACY B permoHe
f::Z::‘;';;:LEe”::;i " 3,62% 3,93% 4,50% 3,67% 3,79% 4,02% 2,29% 3,72%
E‘::‘j:jf::j::fp“ﬂ:;m 9,75% 11,96% 9,07% 7,15% 6,44% 9,44% 4,20% 9,16%
- , 6
:"K":ﬁ*;fr'r;“p"f”"' SHacpe! 5,52% 7,87% 4,90% 3,89% 3,50% 4,07% 2,23% 5,44%
Yepsy (Worm) 2,43% 2,68% 2,28% 1,69% 1,69% 1,44% 1,24% 2,08%
r::::‘;‘:ﬂ_ogcv”v‘l’:::fv“:b'e 0,48% 0,46% 0,50% 0,51% 0,73% 0,97% 0,26% 0,45%
ooy 2,72% 4,23% 2,14% 1,73% 1,07% 2,07% 0,90% 2,74%
Bupycs (Virus) 3,25% 2,62% 2,10% 1,12% 1,53% 2,36% 1,19% 1,91%
MIPOrpaMMbI-BbIMOraTe 0,48% 0,48% 0,33% 0,21% 0,28% 0,23% 0,09% 0,33%
.
::noﬁizemp:g o Gpaysepax 0,26% 0,27% 0,29% 0,32% 0,40% 0,68% 0,17% 0,28%
Eﬁjﬂ‘;ﬁ:"['f rporpamme 0,26% 0,19% 0,15% 0,19% 0,28% 1,24% 0,29% 0,25%

23,93% 26,41% 24,08% 20,37% 21,41% 25,35% 11,96%

[lns Bcex oTpacnein OCHOBHOM NCTOYHUK Yrpo3 — nHTepHeT. Kak cnencTsue,
aKTyarbHbl Takne KaTeropum yrpos, Kak onacHble CCbINIKM N3 Cnncka
3anpeLLeHHbIX, BPEAOHOCHbBIE CKPUMTbLI 1 PULLMHIOBbLIE CTPaHWLbI
(pacnpocTpaHdaIoTCH N B UHTEPHETE, 1 B MOYTE).

B 6onbwmnHCTBE OTpacnein permoHa Bbicoka Ao komnbtoTepos ACY, Ha
KOTOPbIX BNOKMPYIOTCS BPEOOHOCHbIE CKPUNTHI Y GULLMHIOBbIE CTPaHULLbI.
BnvxHnii BocTok 3aHMMaeT BTOpOe MeCcTO B PENTUHrax permoHoB No 3TOMy
nokasaTernto B OTpacnsx:

e aBTOMAaTU3aUUS 30aHUI;
® CTPOMUTENbCTBO;

® 3ONIeKTPOIHEPreTUKa;

e HedTbMTASs.

BrvnxxHuin BocTok 3aHMMaeT He HuxXe 4yeTBepTOoro mecTtaB pe|7|T|/|Hrax permoHoB
Mo nokasaTesnto nporpaMM—BblmoraTeneﬁ BO BCeX OTpacn4gx, Kpome
npounssoacTBa:

e HedTb M ras — nepBoe MecTo;

e aBTOMaTMU3auUMs 30aHNA — BTOPOE MeCTO;

® CTPOUTENLCTBO — TPETbE MECTO;

®  VHXUHMPWHI 1 nHTerpatopbl ACY — TpeTbe MecTo;
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® 3/IeKTPO3HEpPreTrKa — YeTBEPTOE MECTO;
e OMOMETPUYECKME CUCTEMbI — YETBEPTOE MECTO.

BavxHnin BocTok 3aHMMaET He HUXE YeTBEPTOro MecTa B PEMTMHrax PErmoHoB
Mo nokasaTensm camopacnpocTpaHstolerocs MO (Yepsu 1 BUpYChI) U
BPeLOHOCHbIX Nporpamm ans AutoCAD. ST kaTeropum Bpe4OHOCHbIX OO bEKTOB
nonanv B Ton-4 BMeCcTe UK No OTAENbHOCTY BO BCEX OTPACIsX, KpOME
SNEKTPOIHEPTETUKN.

[No nokasaTento BpeaoHocHbIx nporpamm ang AutoCAD B OT-nHdpacTpykType
BromeTpuryeckmne cuctemsl BavxxHnia BocTok nuanpyeT cpeam permoHos.

ABTOomMaTn3auua sgaHni

BnvxHnin BocTok HaxoomnTcs Ha TPETbeM MECTE Cpeay PErmoHOB Mo Jone
komnbtoTepoB ACY, Ha KOTOpPbIX BblIN 3a6M10KNPOBaHbI BPEAOHOCHbIE O6BHEKTHI B
oTpacnv aBToMaTN3aLNs 3AaHNIA.

B rno6anbHOM peinTuHre no nHayCcTpusiM BO BCEX PErMOHax aBToMaTn3aums
30aHui Ha bnvxkHem BocToke 3aHMaeT:

® NSTOE MECTO MO NoKa3aTeso Yrpo3, LOCTaBASIEMbIX YEPES3 MOUYTOBbIE
KIIMEHTbI;

e ngTOE MecTo no gorne komnbioTepos ACY, Ha KOTopbIX BNokMpoBanMChb
BPEOOHOCHbIE CKPUMThI Y GULLMHIOBbIE CTPaHULLbI.

Cpe,D,I/I PermMoHoB No nokasaTtesidm B oTpac/in BrvxHuin BocTtok 3aHnmaeT:

e BTOpOE MecTo no gosne komnbtoTepoB ACY, Ha KOTOpbIX BIOKMpPYOTCS
Yrpo3bl N3 MOYTOBbIX KIMEHTOB 1 B CETEBbIX Mankax;

® UeTBEPTOE MECTO MO NokasaTensaM Yrpo3s U3 MHTEPHETa U Ha CbEMHbIX
HoCUTEnsX;

e BTOpPOE MecTo Nno gone koMnbioTepoB ACY, Ha KOTOpPbIX BNIOKNPYIOTCS
BPEOOHOCHbIE CKPUNThI Y GULLMHIOBbIE CTPaHULbI, @ TakXXe NporpaMMbl-
BbIMOraTenu;

e TpeTbe MeCTO Mo nokasaTeso YepPBEN, BUPYCOB 1 BPEAOHOCHbIX
nporpamm ans AutoCAD;

® YeTBEPTOE MECTO MO NoKasaTesito LWAMOHCKNX MPOrpamMm.

Cpenun oTpacneli B permoHe y oTpacsiv aBToMaTn3aums 30aHnii:

e CcaMblll BbICOKMIA NOoKasaTeNb cpeam oTpacnen B permoHe no gone
komnbtoTepoB ACY, Ha KOTOpPbIX Yrpo3bl Hbinn 3a610KMPOBaHbI B
MOYTOBbIX KNIMEHTAX;

® TpeTbe MeCTO MO NokKa3aTensaM yrpos N3 UHTEPHETAa, Ha CbeMHbIX
HOCUTENSX 1N B CETEBbIX Nankax;
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e MepBOe MECTO Mo NMokasaTensam CleayoLMX KaTeropuin yrpos:
BPELOHOCHbIE CKPUMTDI 1 GULLNHIOBbIE CTPaHWLbI, LUMVOHCKNE
nporpamMmbl, BPeLOHOCHbIE LLOKYMEHTbI, YePBU, MPOrPaMMbl-BbIMOraTesNy;

e BTOPOE MECTO MO NokasaTento BUPYCOB;

e TpeTbe MecTO Mo NokasaTesnto PeCcypPCOoB B MHTEPHETE 13 CrCKa
3anpeLLeHHbIX.

CrtpouTtenbcTBO

BnvxxHnin BocTok HaxoaomTcs Ha TPETbeM MeCTe Cpeam PErmoHOB No Jone
komnbtoTepoB ACY, Ha KOTOpPbIX BbIIV 3a6NOKNPOBaHbI BPEAOHOCHbIE OO BEKTHI B
CTPOUTENbHOM OTpacnu.

B rno6anbHOM peliTiHre No MHAYCTPUSM BO BCEX PErMoHax oTpacsib Ha bnvxHem
BocToke 3aHMaeT:

® nsTOE MecTo no gone komnbtoTepo ACY, Ha KOTOpbIX BNOKMPOBanNCh
BeO-MaliHepbl.

Cpeav pernoHoB no nokasaTensm B oTpacnv bavxHuii Boctok 3aHmaerT:

e nepBoe MecTo Mo gone komnbtoTepoB ACY, Ha KOTOpPbIX BIOKMpPYOTCS
Yrpo3bl N3 MOYTOBbIX KITMEHTOB;

e TpeTbe MeCTO Mo nokasaTesto Yrpo3 B CETEBbIX Nankax;

® YeTBEPTOE MECTO MO NMokKasaTesnto CbeMHbIX HOCUTEeNe;

e BTOpPOE MecTO Mo gone koMnbtoTepoB ACY, Ha KOTOpPbIX BIOKNPYIOTCS
BPEAOHOCHbIE CKPUMThI U PULLMHIOBbIE CTPaHULIbI;

e TpeTbe MeCTO Mo NokasaTensM MalHepOoB 0Oenx KaTeropuii, Yepsel 1
nporpamMmM-BbIMOraTener;

® UeTBEPTOE MECTO MO NMoKa3aTenio BUPYCOB 1 BPeOOHOCHbIX MPOorpamMm
onga AutoCAD.

Cpenu oTpacneii B perMoHe CTpOUTENbCTBO 3aHNMAaET:

nepBoOe MeCTO MO NokKasaTenNto yrpo3 B CETEBbIX Nnarkax;

e BTOPOE MECTO MO NoKasaTensM yrpos N3 MHTepHeTa 1 NOYTOBbLIX
KIINEHTOB;

® MepBOe MECTO MO NnokasaTensaM ManHepoB 0OeVx KaTeEropuii n
BPEeLOHOCHbIX nporpamm ans AutoCAD;

e BTOPOE MECTO Cpeau oTpacnen pernoHa rno nokasaTento MHTepHeT-
pPEecypCOB 13 CrCKa 3anpeLLeHHbIX;

e TpeTbe MEeCTO B pernmoHe no rnokasatensam CnefyoLmx KaTeropuii:

BPEAOHOCHbIE CKPUMThI U GULLMHIOBbIE CTPaHULbI, BUPYCbI.
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AnekTpoaHepreTuka

BrvxxHuii BocTok HaxoamMTcs Ha YeTBEPTOM MeCTe Cpean PErMOHOB Mo Jone
komMnbtoTepoB ACY, Ha KOTOPbIX Bbiv 3a6NOKMPOBaHbI BPELOHOCHbIE 06 bEKTHI B
SNEKTPOIHEPreTUYECKON OTPACIIN.

Cpeav pernoHoB no nokasaTensam B oTpacnn bavxHuii Boctok 3aHMmaerT:

* nepBoe MecTo Nno gone komMnbtoTepoB ACY, Ha KOTOpbIX BoKMpYtoTCS
YrpO3bl N3 MOYTOBbIX KITMEHTOB;

e BTOpOE MEeCcTO Mo NnokasaTesio yrpo3 B CeTeBbIX Nankax;

e TpeTbe MeCTO MO NoKasaTesto Yrpo3 Ha CbEMHbIX HOCUTENSX, YeTBEPTOe
— MO NokasaTento yrpo3 B UHTEPHETE;

e BTOpOE MecTo Nno gone komnbtoTepoB ACY, Ha KOTopbIX BIOKMpPYOTCS
BPEOOHOCHbIE CKPUMThI U GULLMHIOBbIE CTPaHULbI;

® yeTBEpPTOE MECTO MO NnokasaTensm CneayoLLX KaTeropuin yrpos:
BPEAOHOCHbIE AOKYMEHTbI, LUMMOHCKME NPOrpamMmbl, MpOorpamMmb-
BbIMOraTenu.

Cpenu oTpacreii B pervoHe anekTposHepreTka 3aHIMaeT:

® MepBOe MeCTO MO MokasaTento Yrpo3 N3 UHTEPHETa;

® MepBOe MeCTO MO NokasaTento PeCcypcoB B UHTEPHETE 13 Crmcka
3anpeLLeHHbIX;

e TpeTbe MecTO Mo NnokasaTensM CleayloLNX KaTeropuin yrpoa:
BPEAOHOCHbIE AOKYMEHTbI, LUMMOHCKME NPOrpamMmbl, Y4epBIM 1 MPOrpamMmbl-
BbIMOraTesnu.

Bwome'rpvlqeckme CucTemMbl

BnnxxHuii BocTok HaxoamMTcs Ha LWeCTOM MeCTe B PEMTUHre PErvoHOB Mo JoNe
komMnbloTepoB ACY, Ha KOTOPbIX OblN 3a6NOKMPOBaHbI BPeAOHOCHbIE 06 BHEKTHI B
OT-nHdpacTpykType BUoMETPUYECKNE CUCTEMDI.

B peiiTHrax permoHoB no fone KOMMbIOTEPOB, Ha KOTOPbLIX ONOKNPOBaNNCh
yrposbl B bromeTpudeckmx cuctemax, bnvxrHuin Boctok 3aHnmaerT:

e TpeTbe MecTo no fone komnbtoTepoB ACY, Ha KOTOPbIX BNOKMPYOTCS
Yrpo3bl Ha CbEMHbIX HOCUTENSX 1 B CETEBbIX Mankax;

® YeTBEPTOE MECTO MO NokasaTensam yrpos U3 HTepHeTa;

e nepBoe MecTo Mo gone komrbtoTepoB ACY, Ha KOTOPbIX BNOKNPYIOTCS
BpeAoHOCHble nporpammbl ang AutoCAD;

e TpeTbe MeCTO Mo nokasaTensm BUPYCOB;

® YeTBepPTOE MECTO MO NokasaTensaM YepBeil 1 NporpaMM-BbiIMOraTenen.
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Cpenw oTpacneii B pervoHe OT-nHbpacTpykTypa BUoMmeTpuyeckrie CMcTembl
3aHNMaeT:

e MepBOe MECTO MO NokasaTesto Yrpo3 Ha CbEMHbBIX HOCUTENSX;

e TpeTbe MECTO Mo NoKasaTesio Yrpo3 13 MOYTOBbIX KIIMEHTOB;

e MepBOe MeCTO Mo NnokasaTesto BUPYCOB;

e BTOpPOE MECTO Mo NnokasaTensm CneayloLnX KaTeropuin yrpos:
BPEOOHOCHbIE CKPUMTbI 1 GULLIMHIOBbIE CTPAaHWLbI, LLMMOHCKNE
NporpamMmbl, BPELOHOCHbIE LOKYMEHTbI, YePBU 1 NMPOrPaMMbl-BbIMOraTESM.

He¢Tb nras

BavxHnin BocTok HaxoomTcs Ha BTOPOM MecTe Cpean NaT PErmMoHoB, rae
npencTaBneHa HedpTerazosas oTpacsb, No gosne komnbtoTepos ACY, Ha KOTOPbIX
OblnNn 3ab6N10KNPOBaHbI BPELOHOCHbBIE OO BEKTbI B OTPAC/IW.

Cpeav pernoHoB rno nokasaTensm B oTpacnn bavxHuii Boctok 3aHMmaerT:

e nepBoe MecTo Mo gone komnbtoTepoB ACY, Ha KOTOpPbIX BIOKMpPYOTCS
Yrposbl B CETEBbIX Nankax;

e BTOPOE MECTO MO NoKasaTensM Yrpo3 13 NOYTOBbIX KITMEHTOB 1 Ha
CbEMHbIX HOCUTENSX;

e TpeTbe MeCTO Mo nokasaTesnto Yrpos N3 MHTepHeTa;

e nepBoe MecTo Mo gone komrbtoTepoB ACY, Ha KOTOPbIX BNOKNPYIOTCS
NpPorpamMMbl-BbIMOraTeny;

e BTOPOE MECTO MO NokasaTensam CNeayoLLmX KaTeropuin yrpos:
BPELOHOCHbIE [OKYMEHTbI, BPEAOHOCHbIE CKPUMThI Y PULLNHIOBbIE
CTPaHWLbl, LUMMOHCKME NPOrpaMMbl 1 BUPYCb;

e TpeTbe MeCTO Mo nokasaTensM KaTeropuii: pecypchbl B UHTEPHETE N3
Cn1cKa 3anpeLLeHHbIX, MaliHepbl 06enx KaTeropuii, YepBm N BPeOOHOCHbIE
nporpammbl ans AutoCAD.

Cpenwn oTpacneli B permoHe HedTerasoBas oTpac/b 3aHMMaeT:

e BTOPOE MECTO MO NoKa3aTensM Yrpo3 Ha CbEMHbIX HOCUTENSX 1 B
ceTeBbIX Narkax;

e BTOPOE MECTO MO NokasaTesnsiM MaHepoB 06enx kaTeropui;

e TpeTbe MeCTO Mo nokasaTesnto BPeAOHOCHbIX nporpamm anga AutoCAD.

NH>XuHMpuHr n nHiterpatopbl ACY

BravxHnii BocTok HaxoomMTcs Ha YeTBEPTOM MeCTe cpely PErmoHoB no Jone
komnbloTepoB ACY, Ha KOTOpbIX BbINn 3a610KNPOBaHbI BPEAOHOCHbIE OO BHEKTHI B
OTpacnN UHXUHUPWHF 1 HTerpaTopbl ACY.

Cpenav pernoHoB rno nokasaTensam B oTpacnn bavxHuii Boctok 3aHMmaeT:
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e TpeTbe MecTo Mo pone komrbtoTepoB ACY, Ha KOTOPbIX BIIOKMPYIOTCS
Yrpo3bl U3 MOYTOBBIX KIIMEHTOB, HA CbEMHbIX HOCUTENSX 1 B CETEBbIX
narnkasx;

e BTOpPOE MecTo Mo fosne koMnbtoTepoB ACY, Ha KOTOpbIX BIoKMpPYOTCS
YyepBw;

e TpeTbe MecTO Mo nokasaTesto NPorpaMM-BeIMoraTeneil, YeTBepToe — Mo
rokKasaTesio LUMMOHCKNX MPOrpamMm.

Cpeav oTpacneii B permoHe oTpacib MHXUHUPWHT 1 nHTerpatopbl ACY
3aHMMaeT TpPeTbe MEeCTO MO NokasaTensM MaiHepOoB 0Denx KaTeropuii.

Mpounseopcteo

BrnvxHunin BocTok HaxoonTcd Ha 12-m mecTe no gone komnbioTepoB ACY, Ha
KOTOPbIX Obln 3a610KMPOBaHbI BPeAOHOCHbIE OO6BEKTHI B OTPAaC/N.

Cpeaw pernoHoB no nokasaTensam B oTpacnun bavxHuia Boctok 3aHmaerT:

e BTOpPOE MecTo Mo gone koMnbioTepoB ACY, Ha KOTOPbIX BIOKNPYIOTCS
yrpo3bl B CETEBbIX Narnkax;

® yeTBepTOe MecTo Nno gone komnbtoTepoB ACY, Ha KOTOpPbIX BOKMPYLOTCS
BPeLOHOCHble nporpammbl ans AutoCAD.

Cpenmn oTpacneri B permoHe NnponsBoACcTBO 3aHMMaeT BTOPOEe MECTO Mo
nokasaTesno BpegoHOCHbIX Nporpamm ans AutoCAD.
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MeToauka noaroToBKM CTaTUCTUKMN

B otyere npeacrasieHb pe3y ibTaTsl aHa/m3a CTaTUC TUYECKUX AaHHBIX,

1071y YEHHBIX C [MOMOLLbLIO PACTIPE[ESICHHOV GHTUBUPYCHOM ceTu Kaspersky
Security Network (KSN). LlaHHble nosyy4eHsl oT Tex nosssosatenesi KSN,
KOTOpbIE AOBPOBO/ILHO MOATBELAN/IN CBOE COIIACUE HE UX 8HOHUMHYHO
nepenady v o6paboTky C Liesbio, orcarHovi B CorsaleHv KSN 418
YCTaHOB/IEHHOIO Ha MX KOMIIbIOTEPE rposaykTa «/laboparopum Kacrnepckoros.

lNToakmoyermne k cetv KSN gaet HaLuim KimeHTam BO3MOXHOCTb y/1y YLLINTE
CKOPOCTb peaKLmu 3aLUNTHBIX PELLEHMV H8 HEN3BEC THBIE PaHee yrpo3bl

1 B LI€JIOM [10BbICUTL K&4Y€CTBO AeTEKTUPOBAHUS yCTAHOBIEHHOIO MPOAYKTa
38 cyeT obpalLeHns K 06/1a4HOVI IHPPACTPYKTYPE XPaHEHNS AaHHBIX

O BPEAOHOCHbIX OO BEKTEX, KOTOPYIO TEXHNYECKU HEBOSMOXHO 16peaaTts
L{e/IMKOM HE CTOPOHY KIINEHTA 13-38 ee 0bbemMa v rnoTpebisemsix pecypcos.

[lepenaHHas r1o/1b30BaTe1EeM UHGOPMAELINST COAEPLXKUT TOJILKO TE TUIlb

U KATEeropuyy AaHHbIX, KOTOPbIE OrCaHsl B cOOTBeTCTBYroLeM CornalueHin KSN.
OTu AaHHBIE HE TOJIbKO B 3HAYUTESILHOV MEPDE ITOMOIraroT B 8HA/IN3E NIAHALLAPTE
Yrpo3, HO 1 HEO6XOAMMBbI /15 OBHEPYXXEHS HOBBIX YIPO3, BK/IKOHAS
LjesnieHarnpaBieHHble atakv v APT.

CraTucTnyeckmne gaHHble, NpeacTaBneHHbIE B OTHETE, MOyYeHbl C 3aLLMLLAEMbIX
npoayktTamu «Jlabopatopum Kacnepckoro» komnbtoTepos ACY, koTopble
Kaspersky ICS CERT oTHOCUT K TEXHONOrMYeCKon MHPpPacTPyKType
opraHusauuii. B aTy rpynny BxogsaT KoMnbloTepsl, paboTatoLme

Ha onepaunoHHbIx cuctemax Windows v BeinonHsoLwme ogHy

NN HECKONBbKO PYHKLWIA:

cepBepbl ynpasneHus 1 cbopa ganHbix (SCADA);

cepBepbl aBTOMaTU3aUMN 30aHNIA;

cepBepbl XpaHeHns aaHHbIx (Historian);

wno3bl gaHHbIX (OPC);

CTauMOHapHble paboune CTaHLMN HXXEHEPOB 1 ONepaTopoOB;

MOBWbHbIE paboure CTaHUMN NHXXEHEPOB 1 ONEPaTOPOB;

Human machine interface (HMI);

KOMMbIOTEpPbI, NICNOMb3yemMble A5 aOMUHUCTPUPOBAHNS TEXHONOMNYECKIX
ceTel 1 ceTei aBToMaTU3aLnmn 30aHNI;

e komnbtoTepbl NnporpammmcToB ACY /TTIK.

KomnbloTepbl, nepepatoLLe HaMm CTaTUCTUKY, NMPUHaanexxaT opraHn3aumsm
13 pasHbix oTpacnen. Hanbonee LWMPOKO NpeacTaBneHbl XMMUYecKas
MPOMBILLIEHHOCTb, METaNNyprus, UHXUHUPUHE 1 nHTerpatopsl ACY,

1 OpraHusauusiM, B OTHOLLIEHWW NOObIX AaHHBIX KOTOPbIX HANOXEHbI OFPaHUYEHUs Ha UX Nepeaady
BOBHe NnepvMeTpa opraHusaumun, pekoMeHayeM paccMoTpeTb BapuMaHT NCNOMb30BaHUs
cepsuca Kaspersky Private Security Network.
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HedTerasosas oTpacsb, SHepPreTnka, TPaHCMOPT 1 NOrUCTUKA, NLLLEBas
MPOMBILLIEHHOCTb, NIerkasi MPOMbILLNIEHHOCTb 1 dapMaLeBTYeCKas oTpacsb.
Ctona >e BXOAST CUCTEMbI HXVHUPUHIOBbLIX KOMMaHWii 1 nHTerpatopos ACY,
paboTatloLwmx C NPeanpPUATUSIMI B CaMblX PasHbIX OTPACISX, @ TakKe CUCTEMbI
ynpaBneHns sagaHnamu, dusmyeckoli 6e3onacHoCTN n 06paboTkn
BroMeTPUYECKMX JaHHbIX.

ATaKkoBaHHbIMW Mbl CUNTaEM TE€ KOMMbIOTEPDI, Ha KOTOPbIX B TEYEHMe
nccnepyemoro nepuoga (Ha rpadukax Bbille 3TO MeCsL, Nonyroave,

rof, — B 3aBMCUMOCTUM OT KOHTEKCTa) 3alUnTHble pelleHuns «JlabopaTtopun
Kacnepckoro» 3abnokuposanu ogHy 1 6onee yrpos. [pu nogcueTe 4onM MaLlvH,
Ha KOTOpPbIX BbINO NPEAOTBPALLEHO 3apaxeHne BpeaoHocHbIM 10, ncnonb3yeTtcs
KONIMYECTBO KOMMbIOTEPOB, aTakOBaHHbIX B TEYEHME NCCnedyemMoro nepnoaa,

MO OTHOLLEHMIO KO BCEM KOMMbIOTEPaM M3 HaLLell BbIbOpKU, C KOTOPbIX B TEUYEHNE
nccnenyemoro nepuoga Mol nonyyany 06esnmyeHHyo HopmaLmio.
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LleHTp pearupoBaHuss Ha WHUMAEHTbl WHPOPMAUMOHHO 6e30MacHOCTU NPOMBbILLIEHHbIX
nHPpacTpykTyp «JlabopaTopum Kacnepckoro» (Kaspersky ICS CERT) — rno6anbHbli npoekT
«JTabopaTopum Kacrnepckoro», HanpaBeHHbI Ha KOOPAMHALMIO YCUIA NPON3BOANTENEN CUCTEM
aBTOMaTU3auuV, BNafenbLeB 1 OnepaTopoB MPOMBILLIEHHbIX OOBEKTOB, a TakXe 1ccnegoBaTeneil
NT-6esonacHOCTM 4ns 3alMThl MPOMBILLIEHHBIX NpeanpuaTuii oT knbepaTak. Kaspersky ICS CERT
HanpaBnseT CBOW yCUNS B NEPBYIO OYepeib Ha BbiSBNIEHNE MOTEHLMAbHbIX U CYLLECTBYIOLLMX YrPO3,
HaLeNeHHbIX Ha CUCTEMbI MPOMBbILLIIEHHOM aBTOMAaTM3aLUMN U MPOMBILLIEHHBIN NHTEPHET BELLEI.

Kaspersky ICS CERT ics-cert@kaspersky.com
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