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Adpuka

OcHoBHble npo6nembl KNb6epbesonacHoCTH B permoHe

Hu3kwuin ypoBeHb 3penocTn Knbep6es3onacHOCTN NPOMBILLIIEHHBIX
npeanpuaTUiA

Bbicokme nokasaTenu no Tunam yrpo3 CBUOETENbCTBYOT O MpU3HaKax HU3KOro
YPOBHS 3peNoCTU Kn6epbe30nacHOCTM NPOMbILLIEHHbIX NPeanpUsTLA Ha
KOHTVMHEHTEe — AOCTYMNHOCTU MHTEPHET-PECYPCOB Ha KoMbtoTepax OT, cnabo
3alLMTe OT QULLIMHIE, HANMUYMM 3HAYNTESNbHOM Yac T HE3aLLMLLLEHHOW
NHPPACTPYKTYPbI 1 MOKa eLLe OTHOCUTENBHO HU3KOM YPOBHE KNGEPrnrmeHsbl
COTPYAHVIKOB.

B Adprike pong komnbtoTepo ACY, Ha KOTOPbIX Bbln 3ab0KMPOBaHbI BCE
KaTeropum yrpos, Kpome MariHepoB B dopmMaTe ncrnonHsembix dainnos ang OC
Windows, BbliLLEe, YeM B CpedHeM Mo MUpY.

Hanuuune He3alMLLEHHOW TEXHONOrMYecKol NHPpPaCTPYKTYpbI, cnabas
CermMeHTaLus ceTn NnpeanpusaTys

B Adprike ponsg komnbtoTepoB ACY, Ha KOTOPbIX BOKMPYETCS
camopacnpocTpaHsoLLeecs BpenoHocHoe 10 — yepsu 11 BUpYChI, —
3HauNTENbHO BbILLE, YeM B cpedHeM rno Mmupy. No gone komnbioTepos ACY, Ha
KOTOpPbIX OblNV 3a610KMPOBaHbI YepBU, Adprika ¢ 6OMbLUMM OTPLIBOM NANPYEeT
cpenv pernmoHoB, No nokasaTento BUPYCOB 3aHMaeT BTOPOE MECTO.

BblCOkve nokasaTenm 0bHapy>XeHNS CaMopacnpOCTPaHSOLLENOCS
BpenoHocHoro N0 1 MO, KOTopoe pacnpOCTPaHAETCH Yepes CeTEBbIE Marku,
Ha YpPOBHE OTpacny, CTpaHbl U PErMOHA, BEPOSTHO, YKa3blBalOT Ha Hannume
He3aLWMLLEHHOW TEXHONOMMYECKOW MHPPACTPYKTYPbI, B KOTOPOW OTCYTCTBYET
Aake 6a3oBag 3aLUMTa KOHEYHBIX YCTPOWCTB. OTU He3aLUMLLEHHbIE
KOMMbIOTEPbI CTAHOBATCH NCTOUHMKAMK PacnpoCcTpaHeHus BpegoHocHoro 0.

CuTyaumto MOryT yXyaLaTb 1 criabasi cerMmeHTaums ceT npeanpuaTig, 1
OTCYTCTBME KOHTPOMS UCMOSIb30BaHNS CbEeMHbIX HOCUTENEn MHPopMaL.

OTcyTcTBMe N HeapPeKTUBHOCTb Mep 3aLunTbl NepumMmeTpa
TEeXHOJIOrM4ecKom ceTn

MNokazaTenb LWNMOHCKMX NPOrpaMM B PErVIOHE 3HAYNTEIbHO NPEeBbILLaET
CpeaHeEMMPOBOE 3HAYEHME: B YeTBEPTOM kBapTane 2025 roga — B 1,6 pasa.

OBHapyeHue wnroHckoro MO Ha koMnbtoTepe ACY 0BbIMHO YKasblBAeT Ha TO,
YTO BEKTOP NepBOHaYaIbHOro 3apaXkeHns cpaboTarn, 6yab TO Nepexo,
MO BPEOOHOCHO CChIfIKe, OTKPbITUE BIOXEHNS N3 GULLIMHIOBOrO NiCbMa
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NN NoaktoYeHve 3apaxxeHHoro USB-HakonuTens. 9To CBUOETENbCTBYET

06 OTCYTCTBMN NN O HEAPDEKTUBHOCTI MEP 3aLUUTLI MEpUMETPa
TEXHONOMNYECKOM CeTU (TakmMx Kak KOHTPOsb 6e30MacHOCTU CETEBbIX
KOMMYHWKaLWIA 11 BbINOSTHEHWNE MONUTVKA NCMONb30BaHNS CbEMHbIX HOCUTENEN).

Mo pone komnbloTepoB ACY, Ha KOTOpPbIX 6okMpyeTcs WwnroHckoe MO,
Adprka HEN3MEHHO NNOVPYET B COOTBETCTBYIOLEM PENTUHIE PEMMOHOB.

OTCYTCTBIIIe KOHTPONA UCMNOJIb30BaHNSA CbeMHbIX HocuTenen vu«bopmauwm

Hong komnbtoTepoB ACY, Ha KOTOPbIX Yrpo3bl Obinvi 3a610KMPOBaHbI NP
NOOKIOUEHNN CHEMHBIX HOCUTENEN, B PErMOHE B YeTBEPTOM kBapTane 2025
rofa NpeBbILLaeT aHanornyHbI CpegHEMMPOBOI NokasaTtenb B 4,5 pasa. o
3TOMY nokasatento Adpurka ¢ 60MbLLVIM OTPLIBOM NMAVPYET CPEAN PEMIOHOB.

YacTble NonbITKY 3apaxkeHns 3aLlLMLLLEHHbIX CUCTEM NPy nogktoyeHnn USB-
HakonuTenem MoryT CBUAETENbCTBOBATD:

e O HM3KOW CTENEHN NHPOopMaTU3aLMM NPeanpUaTUS (OTCYTCTBUN
3aLLMLLEHHBIX BHYTPEHHMX CUCTEM XPaHeHNs 1 nepenaun Gaiinos);

e O CYLLECTBOBaHUN 3HAUYNTENBHOWN HE3ALLMLLLEHHOW YacTu
NHOPACTPYKTYPbI MPEANPUATIS, KOTOPas SBNSETCA UCTOUYHMKOM
3apakeHnst HaKonUTenew;

e 006 0BOLEN HU3KOW KYNbType MHPOPMAaLWIOHHON 6E30MaCHOCTIA.

CKopocTb BHeApPEHUs Mep 1 cpeacTB knbepbesonacHocTn ycTynaeT
Temnam pa3BuTus 6bICTPO pa3BMBalOLNXCS OTpacnen

OAavH 13 0BLMIX BEIBOAOB, KOTOPBIE MOXHO CAENaTb MO UTOraM MHOrONETHUX
HabnoOeHWN 3a N3MeHeHeM nokasaTtenen gocTtynHocTy OT-UHPPaCcTPYKTYP
019 YrpO3: CKOPOCTb BHEAPEHMS MEP 1 CPEACTB Knbepbe30nacHOCTY OBbIMHO
yCTyrnaeT TeMnam passBuTug oTpacnu. MNpu BBeaeHNM 06bekTa B aKCryaTaumto
YacTO O ero KMbepbe3onacHOCTY AyMaloT B MOCNEAHIO ouepeab. V1 cpeacTs
3alUnTbl HeOOCTaTOUHO, 1 NEPCOHan 0by4YeH NOXo, 1 3a COBNIOAEHNEM
nonuTuk Vb cnepsaT, cnycTa pykasa.

OTa TeHAEHLMS XOPOLLO MPOCMaTPMBaETCs Ha CTaTUCTUKE MO OTPAacgM U
Trnam NHPPAacCTPYKTYp B Adprike (CM. ganee). HedpTerazosbii CEKTOP,
3SHepreTyiKa, NPOMbILLIEHHOE NPOV3BOACTBO, CTPOUTENBCTBO — BLICTPO
pasBuMBatoLLECS CEKTOPDI. VIHKNHNPUHI — M COMYTCTBYOLLWIA.

CraTtuctuka no Bcem yrposam

B ueTBepTOM kBapTane 2025 roga Adpurka no-npexHemMmy nnovpyeT B
PENTVHIe PErMOHOB Mo fone koMnbtoTepoB ACY, Ha KOTOPbIX ObinK
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3a6/10KMPOBaHbI BPeOOHOCHbIE 06BEKTHI, C MoKasaTenem, KOTopbii 6onblue B 1,4
pasa, YeM CpedHEMMNPOBOE 3HaYEHMIE.
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ABCTpanua U Hopas EEEEEEE— lEi.flg%
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(KaHE ) e ——— 14,306

3anaaHas Espona I 10,8%

CeBepHas EBpona I 9,2%
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W Ve 2025 M lllke. 2025 W [l ks. 2025

MNokazaTenb B pervnoHe CHKaeTCd NaTbll KBapTan nogpsa v goctur 27,3%. 9710 B 3,2 pasa
6onblue, Yem B CeBepHol EBpone, KoTopasi 3aMblkaeT COOTBETCTBYHIOLLNM PENTUHI PEMIOHOB.

JAHOWA®T YIPO3 /19 CUCTEM NMPOMBILLIEHHOM ABTOMATUSALIAM 5
A®DPVIKA. YETBEPTbIA KBAPTAJ12025 FTOOA © 2026 AO «JTABOPATOPUA KACTIEPCKOI O»



Kaspersky ICS CERT kaspersky

i Ca i
M F 3 &
E‘ # MR § £ % = ul =] 2 # # P
rome CEPE ZERE "2 P Qe Fx N, B
P ] =f = - o £oon
o M ) pa b r oy o, Ly, il #
I ™ PN ™ I ~ o o g
I | I | I |
lke. ke, ke, IWee. lke. ke, WMlke. Wes ke llke. llgs. [WVke.
2023 2024 2025
B Adpuka Mg

B cTpaHax pervioHa pong koMmnbtotepo ACY, Ha KOTOpPbIX 6bln
3ab10KMpPOBaHbl BpeAOHOCHbIE O6bEKTbI, BApbpPYET OT 15,7% B 3nmbabee fo
35,5% B BypyHawm, roe B uetBepToM kBapTane 2025 roga nokasaTenb BblpOC
cpasy Ha/n.nm.

Huxe 20% nokasaTenb Nub B TPEX CTpaHax — B 3umbabee, Ha MaBpukim 1 B
IxnbyTn. B CeHerane, Mosambuke, Anxnpe, Sdnonum, [P KoHro n bypyHam
OH npesbiwaeT 30%.
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IcTOYHMKM Yyrpo3

B uetBepToMm kBapTane 2025 roga 3Ha4YeHNS MO BCEM UCTOYUHKKaM Yrpos,
KpOME CEeTEBbIX Narnok, B PeErmoHe cpegHeM1poBble. B cryyae CbeMHbIX
HOCUTENEN 3TO NPEBbILLEHVIE BECbMa 3HaUMUTENbHO — B 4,5 pasa. [NokasaTtenb
Yyrpos n3 nHtepHeTa B AdpuKe BbiLLE CpeaHEMUPOBOro B 1,2 pa3sa, NoYTOBbIX
KnneHToB — B 1,5 pasa.
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B Adpuka Mup

MNokasaTenu Bcex MICTOYHNKOB Yrpo3, KPOMe CeTEBbIX Marnok, 3a kBapTan
yMeHbLwmnuncb. [lons komnbtoTepoB ACY, Ha KOTOPbIX 61OKMPOBaNMCh yrpo3bl B
ceTeBbIX nankax, Bbipocna Ha 0,007 n. n.
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NHTepHeT

B ueTBepTOM KBapTane 2025 roga B peENTUHIE PErnoHoOB No gone
komnbtoTepoB ACY, Ha KOTOPbIX Bbln 3a610KMPOBaHbI YrpOo3bl N3 MHTEPHETA,
Adprka cmecTmnach C NepPBOro Ha TPETbe MECTO. 3a TpK roga 3To TPETUI
Cryyaln, Korga pervoH yCcTynaeT NepBeHCTBO B 3TOM PENTUHIE.

MokazaTtenb Adpukn — 9,12% — npesbiluaeT nokasatens CeBepHon EBponi,
KOTOpas 3aHNMaEeT nocnegHee MecTo B COOTBETCTBYIOLLEM PENTUHIE, B 2,3
pa3sa.
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Cpeau cTpaH pervioHa rno gone KoMmnbtoTepoB ACY, Ha KOTOPbIX 6bln
3ab610KNPOBaHbI YrpO3bl N3 MHTEPHETA, NanpyeT Amxunp ¢ 12,22%.
HanmeHbLmnin B permoHe nokasatenb — 3,75% — B [BuHee.

MHTepHeT
15,0% o §
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OCHOBHblE KaTeropum yrpo3s 13 HTEepHeTa, KOTopble B YeTBEPTOM KBapTase
2025 ropa 6binn 3a6nokunpoBaHbl Ha komnbtoTepax ACY: BpegoOHOCHbIE
CKPUINTbI Y GULLMHIOBBIE CTPAaHMLbI, UHTEPHET-PECYPCHI U3 CrCKa
3arnpeLlleHHbIX 1 BpedOHOCHbIe AOKYMEHTbI.
MHTepHeT
20%
WHTepHeT
15% -
- Pecypcbl B MHTEpPHETE U3
L — CTMWCKa 3anpelUeHHbIX
10% i BpenoHocHbIEe CKpUNTHI W
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Bpayaepax
0%
| kB lke. llke. IWke | lke Nk, ke NWke MaiiHepbl — McnonHaeMble
u daino gna OC Windows
2024 2025

MouToBbIE KINEHTDI

B peliTuHre pernoHoB rno aone KoMmnbtoTepoB ACY, Ha KOTOPbIX YTrPO3bl BblN
3ab10KNPOBaHbI B MOYTOBBIX KIMEHTaX, Adpurka No-npexHeEMY HaxoauTCs Ha
NATOM MecCTe.
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MNocne pocTa B nepBble ABa kBapTane 2025 roga 3HayYeHNs YMEHbLUWKCSD.
HecmoTps Ha CH>KEHe BO BTOPOW NonoBuHe roaa, B 2025 rogy Bce
KBapTasbHble MOKasaTeny Obinn BbiLe, YeM B NPeAbIAYLLME NSTb KBapTaoB.

Honga komnbtoTepoB ACY, Ha KOTOPbIX YrPO3bl OblI 3ab/10KNPOBaHbI B
NOYTOBbIX KNMEHTax, B Adpurke B YeTBepTOM KBapTane 2025 roga coctasuna
4,17%. 910 B 6,5 pasa BbiLwe, Yem B CeBepHon EBpone, KoTopas 3amMbikaeT
COOTBETCTBYIOLLMIN PENTUHI PEMMOHOB.

[NouTOBbLIE KITMEHTHI
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= Mup - Adpuka

Cpeau cTpaH pervioHa rno gone KoMmnbtoTepoB ACY, Ha KOTOPbIX Yrpo3bl Bblni
3ab610KMPOBaHbI B MOYTOBLIX KieHTax, ingupyeT FOAP ¢ 11,60%. MHManbHbIn
nokasaTtenb — B bypkuHa-®aco (0,3%).

[ToUTOBbLIE KNMEHTDI
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OCHOBHble KaTeropum yrpo3 13 an1eKTPOHHOW NoYThl, KOTOPbIE Bblni
3abnokupoBaHbl Ha komnbtoTepax ACY B uetBepToM kBapTane 2025 roga:
BPEeOOHOCHbBIE CKPUNTbLI U GULLIMHIOBbLIE CTPaHMLLbI, BPEOOHOCHBIE OKYMEHTHI,
wnnoHckoe MO v vepsn.
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2024 2025

[long yepBen, ICTOYHNKOM KOTOPbIX CTanu NOYTOBbIE KIINEHTbI, B YETBEPTOM
kBapTane 2025 roga 3amMeTHO Bblpocna. 3To 06yCNOBNEHO OYepPEeaHON BOMHOMN
PULMHIrOBbIX KaMMaHWin, N3BECTHbIX Kak Curriculum-vitae-catalina, B xoge
KOTOpPbIX XepTBaM paccblianicb GULLNHIOBbIE MMCbMa C BPELOHOCHbIM
BNOXeHmeMm (4epBb-63kaop Backdoor.MSIL. XWorm), 3amackmpoBaHHbIM MOL,
pestome. Mk atak B Appurke NpULLENCS Ha HOSOPb.

XOTS OCHOBHbIM KaHanoM pacnpoCTpPaHEHS 310BpeAa bblna 3NeKTPOHHas
nouyTa, B Adpprike, roe no-npexHeMy akTMBHO NCNob3ytoTcd USB-HocuTenw,
yrpo3sa 6bina obHapy>keHa 1 Npu NoaKtoYeHn K komnbtotepam ACY CbeMHbIX
YCTPOWCTB.

CobemHble HOCUTENN

HecMmoTps Ha 9BHbIV TPEeHS, K CHUXEHMIO [OMM KOMMbloTepoB ACY, Ha KOTOpPbIX
ObINM 3abOKMPOBaHbI YrPO3bl CO CbEMHBIX HOCUTENEN, MO 9TOMY NoKasaTento
Adpvika Nno-npexxHemMy ¢ 60bLLNM OTPbLIBOM NNOVPYET cpean pernoHos ¢ 1,41%.
lNMNokasaTenb ADpuKKM NPEBbLILLAET NokasaTesb peroHa ABcTpanug 1 Hoeas
3enaHans, KOTOpbIA 3aHMAaET nocnegHee MecTo B COOTBETCTBYIOLWEM
penTuHre, B 28,2 pasa.
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CbEMHbIE HOCUTENW
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HOsHas Anmepuka 9 071%

CesepHan Amepuka [ 0,08%
(KaHapna) B 0,07%

0,07%
SananHan Eepona = 0.08%

B 00s%
CepepHas Eepona B 0.06%

AscTpanna v Hosaa 0,05%
Senanowa B 0,05%

0,0% 0,5% 1,0% 1.5% 2,0%

B 20251Wkse. W 2025Ilke.

Cpenw CTpaH pernoHa no gone komnbtotepoB ACY, Ha KOTOPbIX Oblinn
3ab10KMPOBaHbI Yrpo3bl MNPV NOAKIKOYEHN ChEMHbIX HOCUTENEN, C BOMBbLUM
OTpbLIBOM NManpyeT bypyHaun ¢ 7,24%. [NokasaTenu oCcTarnbHbIX CTpaH
BapbupytoT oT 0,14% B FOAP 1o 3,37% B MaboHe.
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OCHOBHble KaTeropum yrpos, KoTopble B YeTBepToM kBapTane 2025 roga 6binu
3ab610KMPOBaHbI NPV NOAKIOHYEHNN CbEMHbBIX HOCUTENEN K KoMmnbioTepam ACY:
wnmoHckoe MO, uepsun 1 BupYycsol. o gone komMmnbioTepoB ACY, Ha KOTOpPbIX
BNOKMPOBaNCh LUMNMOHCKME NPOorpamMMbl 1 YepBu, Appurika Takxe nnoupyeT
Cpeav PErMoHoOB, B PENTUHIE MO BMPYyCaM OHa HAaXoaUTCH Ha BTOPOM MeCTe.
£o% CbeMHbBIE HOCUTENWN

59, CoemMHble HOCUTENW

B “Yepew (Worm)

| n TpOAHLbBI-LUNMWOHI,
— B3k aopbl U Kednorrepbi

A% L
3%
2%
1%
0%

KaTeropum yrpos

|

— Bupyesl (Virus)
- — —— BpenoHocHbIe CKPUMTHI 1
. I ] = B buunHrossie cTpaHULb!

Il kB. ke, WVEke. kB Il kB Il kB. IV kE.

B Adprike y BCEX KaTEropuin yrpos, KpoMe ManHepoB B GopmaTe UCMOHAEMbIX
dainos gng OC Windows, nons komnbtoTepoB ACY, Ha KOTOPbIX 6bln
3ab10KMpPOBaHbl BPpeAOHOCHbIE O6bEKTHI, BbLLE CPEeQHEMUPOBOIO 3HAYEHMIS.
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Adpurka
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Adpuka

Yepewn (Worm)

Bupyecol (Virus)

BpenoHocHbie nporpammel ona AutoCAD

BpenoHocHble CKpUNTEl U GULLIMHMOBbIE
CTRaHULI

0,0%
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Windows 0.0%
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Hanbonee 3Haummas pasHuLLa pervoHarnbHbIX nokasaTenel co
CPEeLHEMUPOBLIMY — Y CNeAYIOLLIMX KaTeropuin yrpos:

e BUpPYCbl — B Adprike nokasaTenb B 2,8 pasa BbiLLE;
e yepBM —B 2,3 pasg;

e nporpamMmmbl-BbiMoraTenv — B 1,8 pasa;

e LUNMOHCKKE NporpamMmmbl — B 1,6 pasa.

Cpeaun pernoHoB B YeTBepToM kBapTane 2025 roga Adpuvka nuanpyeT B
penTrHrax no pone kKomnototepoB ACY, Ha KOTOPbIX Bbln 3abNOKMNPOBaHbI
LUMWOHCKME NPOrpaMmbl 1 YepBIA.

o nokazaTento BUPYCOB 1 NPOrpaMM-BbIMOraTenemn permoH B
COOTBETCTBYIOLMX PENTUHIrax HAXOANTCS Ha BTOPOM MECTE.

3a KkBapTan nokasaTenu BblpOCY y CaMopacrnpOCTPaHSoLWErocs
BpefnoHocHoro MO (4epBun 1 BUPYCbI), BpeAOHOCHBIX NporpamMmm ong AutoCAD n
HEMHOro y kaTeropum «BpefoHOCHbIE CKPUMTbI N GULLNHIOBbIE CTPaHWULLbI».

B pelituHre no none komnbtoTepo ACY, Ha KOTOPbIX BNOKMPYIOTCS PECYPChI B
VHTEPHETE 13 Crcka 3anpeLueHHbIX, Adprika cMecTmnach C NepBOro Ha
BTOPOE MEeCTO. OTOT nokasaTesb B UeTBepToM kBapTane 2025 rona
NPOOOMKN YMEHBLLATLCS BO BCEX PEMMOHAX, U MO €ro CHYXeHNIo Adpurika Toxe
3aHsina BTOpoe MeCTO.

CamopacnpocTpaHsioweecs BpegaoHocHoe MO: yepsu v BUpychbl

YepBu 1 BUPYCbl — OCHOBHbBIE KATErOPUI YrPO3, KOTOPLIE BOKMPYIOTCS Npn
noaknoYeHn K Komnbtotepam ACY CbeMHbIX HOCUTENEN. YUnTbiBag
NMOCTOSIHHOE NMNOEPCTBO ADPPUKM B PENTUHIE MO 3TOMY UCTOUYHUKY YrpO3,
HeyaVBUTENbHO, YTO N YepBWU, N BUPYCbl B AdpurKe pacnpoCTPaHAOTCS
aKTVBHee, YeM B OpYyrx permoHax.

MNMokasaTenu vepsen B 2022-2023 rogax obinu BbiLLE, YEM Y BUPYCOB, HO C
yeTBepTOro kBapTana 2024 roga nong komnbioTepoB ACY, Ha KOTOpPbIX
BNOKMPYIOTCS BMPYChI, Yy Tb BbiLLIE NMOKa3aTeNnen Yepse.

Yepeu

Adprika — HEN3MEHHbIV TOep Cpean PErMoHOB Mo gone komMmnetoTepoB ACY, Ha
KOTOPbIX BNOKNPYOTCS YepBi. Kak 1 ons Yrpo3 CO CbEMHbIX HOCUTENEN,
nokasaTesib YepBell MOCTENEHHO CHVKaeTCH. HeCcMoTps Ha 3TO, OH MNo-
NPEXXHEMY 3HAUNTENBHO BbILLE, YEM B OCTasIbHbIX PEMVIOHAX.
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Yepsu (Worm)
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3akaekasve N 2.2%

tOro-BocTouHas N 2.0
Azna I .7%

Ocsan E I 1.5
HHEA EEPOTS S 0 8%

CepepHas Avepvra [ 04%
(KaHana) W 04%
ApcTpana n Hoean |l 04%
Senanona N 04%

3ananHaq Espona =D?3’";%

Cesepran Eepona =D?2§6%

0% 1% 2% 3% A% 2%

B 2025Vks. W 2025llke.

B uetBepTom kBapTane 2025 roga B Adpuke gonsa komnbtotepo ACY, Ha
KOTOPbIX BNIOKNPYIOTCS YepBW, Bblpocna Ao 3,72%. o cpaBHeHWO ¢ CeBepHOM
EBponoi, KoTopas 3amMblkaeT COOTBETCTBYIOLLMIA PENTUHI PEMIOHOB, 3HAYEHWE
Bble B 11,6 pa3sa.

OTMeTUM, YTO NokasaTeNb YepBeW BbIPOC BO BCEX PErMOHax BCNeACTBME pOoCTa
KonmMyecTBa GULLMHIOBBIX aTak, HarnpaBneHHbIX Ha 4OCTaBKy BpegoHOoCcHoro MO
Backdoor.MSILXWorm. o pocTy gonu komnbtoTepos ACY, Ha KOTOPbIX
BnokupoBanch Yepsu, Adprika 3aHMaeT BTOPOE MECTO Cpeav PErMOHOB.
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Yepswn (Worm)
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2023 2024 2025

3%

B cTpaHax pervoHa no gone komnbtoTepoB ACY, Ha KOTOPbIX BIOKMPYHOTCS
yepBwY, C BONbLLVM OTPLIBOM NnaMpyeT MaboH ¢ aHOManbHO BbICOKMM
nokasatenem 15,64%. 910 3HaueHve B 1,9 pasa 6osblue, YeM Y CrenyoLLen
CTpaHbl B penTuHre — Manm (8,20%). HameHbLuni nokasatens — B 3nmbabee

(0,47%).
Yepsu (Worm)
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Bupychbl
Mo none komnbloTepoB ACY, Ha KOTOPbIX BNOKMPYOTCS BUpYCh, Abprika cpeamn
PErIOHOB 3aHNMAaEeT BTOPOE MeCTO C 3,74%. 3To B 24,9 pasa 60onbLue, Yem B
3anagHom EBpone, KoTopag 3amMblkaeT COOTBETCTBYIOLUNIA PENTUHT.
B ueTBepTOM KBapTane 2025 roga aTOT NokasaTesb B pervioHe BbIPOC, U MO ero
pocTy AdpuiKa nMamnpyeT cpeam PermoHoB.
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Bupycbl (Virus)
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Cpeau cTpaH Adprikn No gone KoMrnbtoTepoB ACY, Ha KOTOPbIX BIOKMPYIOTCS
BMpYycChbl, nngnpyeT KamepyH ¢ 7,82%. HanmeHblumnin nokazaTtens — B KOAP

(0,44%).
Bupychl (Virus)
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LLiInnoHckune nporpammbi

AdpriKka yCTONUNBO NNONPYET Cpeam PEMMOHOB Mo fone koMmnbtotepoB ACY, Ha
KOTOPbIX 6bIN 3a6/TOKNPOBaHbI MPOrPaMMbI-LUMOHDI.
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TpOSIHUbI-LUNWOHBI, 63KA0PbI U KelAnorrepbi
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MNokasaTtenb B APpurke yMeHbLUAeTCS YeTBEPTLIV KBapTan nogpsa. B uetseptom
kBapTane 2025 roga oH cH13WIcs oo 6,21%. 3t1o B 5,0 pasa 605bLUe, YEM B
CeBepHoW EBpone, raoe 3HaueHve HavMeHbLIee Cpeamn PervioHoB.

TPOSHLbI-LLINUOHBI, 63K A0PbI U KENorrepb
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Cpeau cTpaH pervioHa rno gone KoMmnbtotepo ACY, Ha KOTOPbIX Bbinn
3a610KMPOBaHbI MPOrPaMMbI-LUMMOHbI, C OTPbIBOM NnanpytoT CeHeran ¢ 12,40%
n Amxmp ¢ 10,8%. HanvieHblwmnin nokasatens — Ha Maspuikin (1,63%).

TPOSHLbI-LLNNOHbLI, 63KN0PbI 1 Kenorrepsl
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Mporpammbi-BbiMmoraTenu
B uetBepTom kBapTane 2025 roga Adpuka 3aHMaEeT BTOpPOE MECTO cpean
PErvioHoB No posne KomnbtoTepoB ACY, Ha KOTOPbIX Bbln 3abNOKMPOBaHbI
nporpamMmmbl-BbiMoraTenm ¢ 0,28%. 9T1o B 5,6 pasa 601bLUe oMM pernoHa ¢
MUHManbHbIM 3HauYeHnem — CeBepHon EBporbl.
MNokasaTenb CHMKaEeTCs BTOPOW KBapTan noapsa.
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Cpefau CcTpaH pervioHa rno gone kKoMmnbtotTepo ACY, Ha KOTOPbIX 6binn
3ab1oKMpPOBaHbl NPOrpamMMbl-BeiMoraTeny, ingupyeT Jveus ¢ 1,12%.
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OTmMeTUM, YTO 3Ta yrpo3a B YeTBepTOM kBapTane 2025 rofa 6blia obHapyxeHa
He BO BCEX CTpaHax pervoHa.

BpenoHocHble cKpUNTbl N PULLNHIOBbIE CTPaHULbI

B TpeTbem kBapTane 2025 roga Adprika nogHanach ¢ YeTBEPTOro Ha NepBoe
MECTO B PENTUHIe PErIOHOB Mo fose KoMmbioTepoB ACY, Ha KOTOPbIX
BNOKMPYIOTCS BPEAOHOCHbBIE CKPUMTbI V1 GULLKMHIOBbIE CTPaHWLbl. B yueTBepTOM
KBapTasne nokasartesb YyTb nogpoc — ¢ 9,41% 0o 9,42%, Ho npu aTtom Adprika
oKasanacb Ha TPETbEM MECTE B 3TOM PENTUHre.

3HaueHve B Adpuike B 1,4 pasa BbilLe CPeaHEMMPOBOro 1 B 3,7 pa3a bonblue,
yem B CeBepHov EBpone, kKoTopad 3aMblkaeT PENTUHT.
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EF!
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59%

Cpenu CTpaH pervnoHa rno gone komnototepo ACY, Ha KOTOPbIX Obini
3ab10KMpPOBaHbl BPeAOHOCHbIE CKPUMNTbI U PULLIMHFOBBIE CTPaHWULI, NNONPYET
Mosambuik ¢ 12,61%. HanveHblwmnin nokasaTens — B bypknHa-daco (3,10%).

JAHOWA®T YIPO3 /19 CUCTEM NMPOMBILLIEHHOM ABTOMATUSALIAM 20
ADPUKA. YETBEPTbI KBAPTAS2025 FOOA © 2026 AO «JTABOPATOPUA KACTIEPCKOI O»



Kaspersky ICS CERT kaspersky

BDE},D,DHOGHI::IE CKpPWINTEI N ¢MLIJMHFOBI:>IE! CTpaHWLLE
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OTpacnu
B Adpuike Hanbonee 4acTo BCTPEUAIOLLENICH C YrpO3amMuy OTPACbIO Cpeaun
PacCMOTPEHHbIX B OTYETE MO-NPEXHEMY FBNSETCA CTPOUTENBCTBO. [10 gone
kKomMnbtoTepoB ACY, Ha KOTOPbIX B 9TOW OTpac/v 6biv 3a610KNPOBaHbI
BPEeOOHOCHbIE 06BEKTLI, AppurKa MMANPYET CPEean PErMOHOB.
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— [lpon3eoQcTEO

NcTouHnkmn n kateropum spegoHocHoro MO B oTpacnax: «ropsune
TOUKM»

Mpw oueHke Npobnem oTpacnei B permoHax Mbl UCMONb3yeM TEMNOBbIE KapTbl.
LiBeT Ha kapTe onpenenseT NonoXeHne nokasaTens B rnobanbHOM penTrHre
oTpacnen B permoHax (0TAeNbHO MO KaXXAoW KaTeropum yrpos Ui Kaxx gaomy
NCTOUHKKY). KpacCHbI LBET yKasblBaeT Ha TO, YTO 3HaAYEHMe Bnn3Ko K
MaKCVManbHOMY.

Moka3aTenu NCTO4HUKOB yrpo3 B oTpacnsx B Adpuke, IV ksaptan 2025 roga

MosssaTent
- - SNeXTPOSHEpreTHEE. HegiTs # ras  CTpoNTEnsRCTES MpoMssogoTee :nmn::::

EMOMETRMHECKNE ADTOMATHIGURA  MHMAHMDHNT B
CHETEME] IRAHMA

MCHTOBLIE EFTHEHTH 6,00% T.12% 2,650 3,35% 3,06% 4 17%
ChEuHLE HICHTENM 1,49% 1,000 1,53% 1,34% 0,36%
CeaTEmms nanm 0,10% 0,03% 0,020 0,03% —_ 0,03% — 0,03%

28,76% 26,25% 22,28% 21,89%
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MokasaTenu kaTeropuii yrpos B orpacnsix B Appuke, IV kBaptTan 2025 ropa

PUHECKAE ABTOMBTHIALER  VHMIARMPSHS W BNEATPOIHEPrETHERE HefiTh M ras  CTPOMTENLCTHO MpoMIBOgCTRO

CHCTEME paHaR MHTErPATOPE] ACY

==C:rI:C:H B HHTEpHSETE

H3 CCK 3.25% 3,11% 4 52% 4.41% 4,18% 4,93% 3,96% 3,699
.'n'||: ELUEHHBIN
EpeaoHDOHbIE
. 11,00% 11,46% 9,54% B,06% 6,61% 10,34% 7.75% 9.42%

LD BEIE
STRARAL:

EpenoHoCHbE

o i 3,36% 3,60% 1,63% 1,81% 0.68% 2,16% 1,35% 2.25%

(MSOftics *POF) ' . '

TeoAHLE LU MADHE:

daeaopei 1 8,10% 6,25% 5,97% 6,28% 5,64% 9,31% 3,60% 6,21%
HEACTTE Pk

Tlporpanme. 0,35% 0,31% 0,29% 0,42% 0,49% 0,43% 0,27% 0,28%
BafHEps

scranmeue e 0,66% 0,44% 0,61% 0,47% 0,29%  0,88% 0,36% 0,47%
BnR O Windows

Eef-uafnepe

smncrnReme ¢ 0,45% 0,29% 0,25% 0,22% 0,10%  0,33% 0,18% 0,26%

Spayrse pan

EpenoHcHbe

porpasas A 0,18% 0,13% 0,34% 0,39% 0,88% 2,43% 0,18% 0,44%

tepmu (Woem) 474% 3,65% 3,50% 3,82% 3,31% 3,50% 2,79% 3,72%

Bpyss (Viruz) 3,01% 2,93% 3,77% 4,30% 3,79% 6,60% 2,B8% 3,74%

ppinabiaall  28,76% 26,69% 27,91% 26,25% 2228% | 3401% @ 21,89%
CtpouTtenbcTBo

Adprika HaxoanTCs Ha NEPBOM MECTE CPean PErVIOHOB NO J0N1E KOMMbIOTEPOB
ACY, Ha KOTOpPbIX BblnK 3a610KMPOBaHbI BPe4OHOCHbIE OO bEKTHI B
CTPOUTENBHOW OTPAC/IW.

B rno6anbHOM penTuHre cpeam BCex MHAYCTPWA BO BCEX PErmoHax
CTPOUTENbHBIN CEKTOP B ADpLIKE 3aHNMAET:

e BTOPOE MECTO MO A0JIE KOMMBbIOTEPOB, Ha KOTOPbIX BblN
3ab10KMPOBaHbI YEPBM.
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Cpenon permoHoB no nokasartenam B oTpacnn Adpurka 3aHMMaeT:

nepBoe MeCTO Mo gone komMmnbtoTepoB ACY, Ha KOTOPbIX Yrpo3bl
BNOKMPYIOTCS MPW NOOKIFOYEHN CbEMHbBIX HOCUTENEN, 1 BTOPOE — NO
nokasaTesto Yrpos 13 HTEPHETS;

nepBoe MecTo Mo gone komnbioTepoB ACY, Ha KOTOPbIX BTOKNPYIOTCS
Yrpo3bl CNEAYIOLLMX KaTEropui: Bpe4OHOCHbIE CKPUMNTbI Y GULLINHIOBbIE
CTPaHWLbI, LUMMOHCKME NPOorpamMmbl, YEpPBI;

BTOPOE MECTO MO NoKasaTensaM KaTeropuin pecypcbl B UHTEPHETE 13
CMCKa 3anpeLLeHHbIX, MPOorpaMMbl-BbIMOraTeniu, BUPYCh;

TpeTbe MECTO MO NokasaTesnto BpegoOHOCHbIX nporpamm ans AutoCAD.

Cpeaw oTpacneli B pervMoHe CTpouTeNbCTBO 3aHMAET:

nepBoe MeCcTO MO rnokasaTesto Yrpo3 N3 UHTEPHETAa, TpeTbe MeCTo — Mo
none komnbtoTepoB ACY, Ha KOTOPbIX B/IOKMPYIOTCS YrPO3bl N3
NMOYTOBBIX KTMEHTOB W B CETEBbIX Markax;

nepBoOe MeCTO MO NoKa3aTeNsIM MHOMMX KaTeropuii yrpos: pecypchl B
WHTEPHETE 13 CNNCKa 3anpeLLEHHbIX, LUMMOHCKME NPOrpamMmMbl, BUPYChI,
BpPeAOHOCHbIE Nporpammbl ans AutoCAD, MaiHeEPbI — UCMOMNHSEMble
dainnbl gng OC Windows;

BTOPOE MEeCTO MO NokKasaTesto Be6-MaHEPOB 1 MPOorpaMm-
BbIMOraTenen;

TpeTbe MeCTO Mo NoKasaTesNto KaTeropuin BPeLOHOCHbIE CKPUNTbI U
PULMHIroBbIE CTPaHNLBI 1 BPEOOHOCHbBIE AOKYMEHTDI.

BuomeTpuyeckune cuctemsl

AdpuiKa HaxoanuTCs Ha BTOPOM MECTe CPpean PErMOHOB MO A0Je KOMMbIoTEPOB
ACY, Ha KOTOpPbIX BblNK 3a610KMPOBaHbI BPEe4OHOCHbIE OB bEKTHI B
NHPPACTPYKTYpPE BMOMETPUUECKMNX CUCTEM.

B rno6ansHom pe|7|T|/|Hre cpean Bcex I/IH,EI,YCTpI/II7I BO BCeX pernoHax
6momeTpmquKme CNCTEMbI B Ad}pVIKe 3aHNMatoT:

TpeTbe MeCTO MO A0J1e KOMMbIOTEPOB, Ha KOTOPbIX OblN 3abN0OKMPOBaHSI
YepBI.

Cpeaun permoHoB no nokasaTtensam B oTpaciv Adprka 3aHNMaET:

nepBoe MecTo Mo gone komnbioTepoB ACY, Ha KOTOPbIX BNOKNPYIOTCS
YrpO3bl NpY NOAKOUEHUN ChEMHBIX HOCUTENEW, 1 BTOPOE — MO
nokasaTensam yrpos U3 MHTepHeTa 1 B CETEBbIX Narnkax;

nepBoe MecTo Mo gone komnbtoTepoB ACY, Ha KOTOPbIX BTOKNPYIOTCS
BMPYCbI 1 YepBU;

BTOPOE MEeCTO MO NMokKasaTesto LUNMOHCKUX MPOorpamMm;
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e TpPEeTbe MECTO INO NoKa3aTeslto PeCypPCOB B MHTEPHETE N3 CMNNCKa
3anpeLleHHbIX.

Cpeaw oTpacnel B pervoHe nHdpacTpykTypa BUOMETPUYECKNX CUCTEM
3aHVMaET:

e MepBOE MECTO MO NokasaTesnto Yrpo3 B CETEBbIX NMarnkax, BTOPoe — Mo
none komnbtoTepoB ACY, Ha KOTOPbIX YrpO3bl 6/IOKMPYIOTCS B MOYTOBbIX
KIVIEHTax 1 TPeTbe — NPW NOAKIOYEHN CbEMHbBIX HOCUTENEN;

e repBOe MeCTO Mo gosne KoMmnbtoTepoB ACY, Ha KOTOPbIX 6IOKNPYIOTCS
BEO-MalHEPDbI 1 YEPBY;

e BTOPOE MECTO MO NoKasaTensM CreaytoLmx KaTeropuii: BpeaoHOCHbIe
CKPUMTbI 1 GULLIMHIOBbIE CTPAHNLLbI, BPeOOHOCHbIE OOKYMEHTHI,
LUMMOHCKIME NPOrpamMMbl, MaliHepbl B popMaTe UCMONHSeMbIX Galinos;

e TPETbe MEeCTO MO NoKasaTeNto BUPYCOB.

NHXMHMPUHr n nHTerpatopbl ACY

Adpurka HaxoanTCs Ha NepBOM MeCTe Cpean PErMOHOB NO AONe KOMMbIOTEPOB
ACY, Ha KOTOpbIX BbiN 3a6N1OKMPOBaHbI BPEAOHOCHbIE OO BbEKTHI B OTPacnn
VHXXUHPUHT 1 nHTerpaTopbl ACY.

Cpeaun pernoHoB no nokasaTtensam B oTpaciv Adprka 3aHNMaET:

e NnepBoOe MecTo Mo aone koMnbtoTepoB ACY, Ha KOTOPbIX BIOKMPYIOTCS
YrpO3bl NPV MOAKIOUEHN CBEMHBIX HOCUTENEN, 1 BTOPOE — MO
nokasaTerto Yrpo3 N3 HTEPHETS;

e NnepBOe MecTo Mo aone koMnbtoTepoB ACY, Ha KOTOPbIX BIOKMPYIOTCS
PECYpPCbl B UHTEPHETE 13 CMINCKA 3anPeLLEHHbIX, LUMMOHCKME
MpPOorpamMMbl, MPOrPaMMbl-BbIMOraTeNn, BUPYChl 1 YEPBY;

e BTOPOE MECTO MO NoKasaTeNto KaTeropui BPeOOHOCHbIE CKPUMTbLI U
PULLMHIroBbIE CTPAaHNLPI,

e TpeTbe MECTO MO NokasaTeNto MaHepoB B popMaTe — UCMOSHAEMbIX
dannos gna OC Windows.

Cpenou oTpacnei B permoHe oTpac/b MHXUHUPWHT 1 nHTerpaTopbl ACY
3aHVIMaET:

e BTOPOE MECTO Mo Aone komnbioTepoB ACY, Ha KOTOPbIX 6IOKMPYIOTCS
YrpO3bl N3 MHTEPHETA U NPY NOAKIOUYEHNN CEMHBIX HOCUTENEN;

e BTOPOE MeCTO Mo fone koMnbioTepoB ACY, Ha KOTOPbIX BIOKMPYIOTCS
pPEeCypChbl B UHTEPHETE U3 CMNCKA 3anpeLLEHHbIX;

e TpeTbe MEeCTO No fone komnbtoTepoB ACY, Ha KOTOPbIX BIOKNPYHOTCS
MarHepbl — ncnonHsemble damnbl anga OC Windows.
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ABTOMaTN3auuna 3aaHnin

Adpvika HaxooNTCH Ha BTOPOM MECTE Cpeav PErMIOHOB MO A0J1€ KOMMbIOTEPOB
ACY, Ha KOTOpbIX OblNV 3a6/TOKMPOBaHbI BPEAOHOCHbIE OO BbEKTHI B OTPaCc/v
aBTOMaTN3aums 34aHNI.

Cpeou permoHoB rno nokasaTtensam B oTpacin Adpurka 3aHMMaeT:

nepBoe MeCcTO Mo gone komnbioTepoB ACY, Ha KOTOPbLIX Yrpo3bl
ONOKMPYIOTCS NPY NOOKOUEHNN CHEMHBIX HOCUTENEW;

BTOpPOE MEeCTO No gone komnbtoTepoB ACY B oTpaciun, Ha KOTOPbIX
BNOKVPYIOTCS BUPYCHI

TpeTbe MeCTO Mo NoKasaTeNto YepBel 1 BeO-MaHEPOB.

Cpenou oTpacnei B pervmoHe aBTomMaT3auns 30aHnii 3aHNMaET:

nepBoOe MEeCTO MO NOKa3aTeNto Yrpo3 U3 NOYTOBbLIX KITMEHTOB 1 BTOPOE —
Mo NoKasaTesto Yrpo3 B CETEBbIX Mankax;

nepBoe MeCTO No fone komnbtoTepo ACY, Ha KOTOPbIX BNOKMPYIOTCS
BPEAOHOCHbBIE OKYMEHTbI, @ TaK>Ke BPEAOHOCHbBIE CKPUMNTHI U
PULLNHIOBbIE CTPAHLLb;

TPeTbe MecTo No gone KomnbtoTepoB ACY, Ha KOTOPbIX BIOKUPYOTCS
yYepBU 1 BEB-MalHEPDI.

AneKTpo3HepreTnka

Adpvika HaxooNTCH Ha BTOPOM MECTE Cpeay PErIOHOB MO A0J1€ KOMMbIOTEPOB
ACY, Ha KOTOpbIX BblNV 3a61OKMPOBaHbI BPEAOHOCHbBIE OH6BEKTbI B OTPaC/U
3NEeKTPO3HEpPreTHKa.

Cpeaun permoHoB no nokasaTtensam B oTpaciv Adprka 3aHNMaET:

BTOpPOE MEeCTO Mo Aose komnbtoTepoB ACY, Ha KOTOPbIX BIOKMPYIOTCH
Yrpo3bl B UHTEPHETE 1 MPY NOAKIKOYEHNN ChEMHbBIX HOCUTENE;
nepBoe MecTo Mo gone komnbioTepoB ACY, Ha KOTOPbIX BIIOKNPYIOTCS
uepsu;

BTOPOE MECTO MO nokasaTensam LUMMOHCKMX NporpaMm 1 NporpamMm-
BbIMOraTeneum,

TpEeTbe MECTO MO NokasaTenam KaTeropu BpeLOHOCHbBIE CKPUMTbI U
PULLMHIOBbIE CTPAaHNLbI, BAPYCbI 1 BPEAOHOCHbIE MPOrpaMmmbl ons
AutoCAD.

Cpeav oTpacneli B pervioHe anekTposHepreTrka 3aHIMaeT:

nepBoe MeCTO Mo fone KomMrbioTepoB ACY, Ha KOTOPbLIX YrpOo3bl
BNOKMPYIOTCS NPY NOLKIOUYEHNN CHEMHBIX HOCUTENEN, TPETbE MECTO NO
nokasaTernto Yrpos N3 MHTEPHETS;
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BTOPOE MEeCTO MO rnokasaTensmM YepBen N BUPYCOB;

TpeTbe MeCTO Mo NoKasaTeNaM CNeAyoLNX KaTEeropuii yrpos: pecypcsl
B VIHTEPHETE 13 CMCKa 3anpeLLeHHbIX, LUMMOHCKME NporpamMmbl,
nporpamMmMbl-BbIMOraTenu, BpegoHOCHbIE Nporpammbl ong AutoCAD.

MpoussoacTeo

Adpvika HaxoOUTCS Ha BTOPOM MECTE Cpeam PErvioHOB Mo Aos1e KOMMbIOTEPOB
ACY, Ha KOTOpPbIX Bbln 3a610KMPOBaHbI BPEAOHOCHbIE O6BHEKTLI B OTPAC/ N
MPOV3BOACTBO.

Cpeav pervoHoB Mo nokasaTensm B oTpacnv Adpurka 3aHUMAaET:

BTOPOE MeCTO Mo fose komnbtoTepoB ACY, Ha KOTOPbIX BIIOKMPYIOTCA
Yrpo3bl U3 MHTEPHETA N U3 NOYTOBBIX KITMEHTOB;

nepBoe MecTo Mo gone komnbioTepoB ACY, Ha KOTOPbIX BIOKNPYIOTCS
PEeCYpPChbl B UHTEPHETE U3 CNCKA 3arnpPeLLEHHbIX 1 YepBU;

BTOPOE MECTO MO NoKasaTesnto NporpamMmM-BoiMoraTeney;

TpeTbe MECTO MO NokasaTento BPeLOHOCHbIX CKPUMTOB N PULLIMHIOBbIX
CTpaHuL, LUMMOHCKMX NPOrpaMm 1 BUPYCOB.

HedTerasosas oTpacnb

Adpuika HaxoQUTCS Ha NEePBOM MecTe Cpeay PErMOHOB Mo A01€ KOMMbIOTEPOB
ACY, Ha KOTOpPbIX BblNK 3a610KNPOBaHbI BPEe4OHOCHbIE O6bEKTHI B
HedTerasoBow oTpacsu.

Cpeau permoHoB no nokasaTtensam B oTpaciv Adprka 3aHNMaET:

nepBoe MecTo Mo gone komnbioTepoB ACY, Ha KOTOPbIX BNOKNPYIOTCS
Yrpo3bl NPV NOAKKOUYEHNN CBEMHBIX HOCUTENEN, 1 BTOPOE — MO
nokasaTesnto Yrpos U3 MHTEPHETA;

nepBoe MecTo Mo gone komnbioTepoB ACY, Ha KOTOPbIX BTOKNPYIOTCS
LLUNMOHCKKE NpOorpamMmbl, NPorpaMmMbl-BbiIMOraTe i, BUPYChl, YEPBU,
BpeaoHOCHbIE Nporpammbl ong AutoCAD;

Ha BTOPOM MECTE MO NnokasaTensiM CneaytoLLmx KaTeropum: pecypchbl B
VHTEpHEeTE 13 Crncka 3anpeLLeHHbIX, Bpe4OHOCHbIE CKPUNTbI U
PULLIMHIOBbIE CTPAHNLLbI.

Cpenw oTpacneii B pervioHe HedTeraszosasi OTpac/ib 3aHUMaET:

nepBoe MecTo Mo gone komnbtoTepoB ACY, Ha KOTOPbIX BTOKNPYIOTCS
NporpamMmbl-BbIMOraTeny;
BTOPOE MECTO MO NoKasaTenNto BpeaoHOCHbIX nporpamm ans AutoCAD.
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MeToauka noaroToBKM CTaTUCTUKMN

B oTyere ripencras/ieHsl pe3yibTaTbl GHA/IN38 CTATUCTUHECKUX EHHBIX,

101y YEHHbIX C ITOMOLLIBIO PACIPELESIEHHOVI GHTUBUPYCHOV ceTu Kaspersky
Security Network (KSN). [arHHbie rosyYeHs! OT Tex rnosib3osaresievi KSN,
KOTOpbIE JOBPOBO/ILHO MOATBELLAN/IN CBOE COITIACHE HE X GHOHVIMHYHO
rnepenayy v o6paboTKy C Lesibro, ormcaHHovi B CornaiueHvi KSN 415
YCTEHOB/IEHHOIO Ha X KOMITbIOTEPE MPoAyKTa «/laboparopum Kacrnepckoros.

lNogkmoyeHvie k cetvi KSN gaet HaLuiM KimeHTam BO3MOXHOCTL VJ1yYLLNTE
CKOPOCTb PEaKLIMIMN 38LUNTHBIX PELLEHMV Ha HEN3BEC THBIE PEHEE yIiPO3b]

U B LI€JIOM 1OBbICUTEL KAYECTBO AETEKTUPOBAHMNS Y CTAHOBIEHHOIO MPOAYKTa
3a cyeT obpalLeHYS K 067184HOV HBPAECTOYKTYPE XPaHEHMNS JaHHBIX

O BPELOHOCHbIX O6BEKTAX, KOTOPYIO TEXHNYECKN HEBOSMOXHO MEPEAATS
LIE/IMIKOM HE CTOPOHY KITMEHTA M3-38 €6 O6BEMA U MO TPEOSISIEMbIX PECYPCOB.

[lepenaHHas rosib30BaTesIeM MHGOPMAELNS COAEPXXUT TOIbKO Te TUllbl

U KaTeropum 4aHHbIX, KOTOPkIE OrMCaHbl B COOTBETCTBYroLUeM COr/iaLleH
KSN. 811 gaHHbIE HE TO/IbKO B 3HAYUTE/ILHOV MEPE MOMOIraroT B 8HA/INZE
JIBHALIAPTE YrpO3, HO Y HEOOXOLAVIMbI U151 OBHAPYKEHMS HOBbIX YTPO3, BK/IKOHAS
LesieHarpas/ieHHbIe atakv v APT.

CraTtncTmnyeckme naHHble, NpeAcTaBeHHbIE B OTUETE, MOSTyYeHbl C
3awmaemblx npoayktamm «JlabopaTtopumn Kacnepckoroy» komnstotepos ACY,
koTopble Kaspersky ICS CERT OTHOCUT K TEXHONOMMYECKOM NHPPACTPYKTYpPe
opraHusauuin. B aTy rpynny BXOAsT KOMMbOTEPDI, paboTatoLme

Ha onepaunoHHbIX cnctemax Windows n BbINOAHAOWME OOHY

NI HECKOMBbKO OYHKLIA:

cepBepbl ynpaeneHns 1 coopa aaHHbix (SCADA);

cepBepbl aBTOMAaTU3aLMN 3aaHNIA;

cepBepbl XpaHeHns aaHHbIX (Historian);

wnto3bl gaHHbIX (OPC);

CTauMOHapHbIe pabourie CTaHLMM NHXEHEPOB 1 OnepaTopoOB;
MOBWUIIbHBIE Paboure CTaHLMN NHXXEHEPOB 1 ONepaToOpOB;
Human machine interface (HMI);

KOMMbIOTEPSDI, ICNOMb3yeMble AN15 aAMUHUCTPUPOBaHNS
TEXHOMOMMYECKNX CETEN 1 CEeTe aBTOMaTU3aUN 30aHNIA,

e KOMMbtOTEPDLI NporpammmncToB ACY /T1JIK.

KomnbtoTepsl, nepepatoLLme HaMm CTaTUCTUKY, MPUHaaeXXaT opraHM3aumsm
N3 pasHbIX OTpacnen. Hanbonee LWMpoKo NPeaCcTaBNEHbl XMUYecKas
NPOMBbILLNIEHHOCTb, METaNYPrng, UHXUHNPUHT 1 nHTerpaTopbl ACY,

1 OpraHusauusiM, B OTHOLLIEHWW NOObIX AaHHBIX KOTOPbIX HANOXEHbI OFPaHUYEHUs Ha UX Nepeaady
BOBHe NepvMeTpa opraHusaumn, pekoMeHayeM paccMoTpeTb BapuaHT UCNONb30BaHWSA
cepsuca Kaspersky Private Security Network.
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HedTerasoBas OTpacslb, SHEPreTuKa, TPaHCMOPT W NOrUCTVIKA, NULLEBaS!
MPOMBILLIEHHOCTb, Nerkasi MPOMBbILLIEHHOCTb 1 dapMaLeBTNYeckas OTpacsb.
Cloa >e BXoOsT CUCTEMbl NHXXVHNPVHIOBbLIX KOMMaHWi 1 nHTerpaTopos ACY,
paboTaloWwmx C NPEANPUATUSMM B CaMbliX PasHbIX OTPAacHsX, a TakXXe CUCTEMbI
ynpaBneHns 3aaHnamim, prsan4eckomn 6e3onacHoOCT 1 06paboTKn
BUOMETPUYECKNX AAHHBIX.

ATaKOBaHHbIMV Mbl CHATAEM TE€ KOMMbIOTEPbI, HA KOTOPbIX B TEYEHME
nccnegyemoro neproga (Ha rpadukax Bbille 9TO MecsL, nonyrogue,

rof — B 3aBMCUMOCTIW OT KOHTEKCTA) 3alUUTHbIE peLleHns «JlabopaTopun
Kacnepckoro» 3abnokumpoBanv ogHy 1 6onee yrpos. [Npu nogcyeTe oonm
MaLLVH, Ha KOTOPbIX 6biN10 NPefoTBPaLLEHO 3apaXeHne BpegoHocHbIM M0,
NCMONb3YEeTCH KOMYECTBO KOMIMbIOTEPOB, 8aTaKOBaHHbIX B TEUEHME
nccnemyemoro neprona, o OTHOLLEHMIO KO BCEM KOMMbOTEpaM 13 Hallel
BbIBOPKM, C KOTOPbIX B TEYEHME UCCNeayemMoro neproaa Mol nosyydanu
06€e3NYEHHYI0 NHPOPMALIMIO.
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LleHTp pearMpoBaHUs Ha WHUMAEHTbI VMHPOPMAaLMOHHOW 6e30MacHOCTU MPOMbILLIEHHbIX
nHppacTpykTyp «Jlabopatopum Kacnepckoro» (Kaspersky ICS CERT) — rno6anbHbiii NpoekT
«J1labopaTopun Kacnepckoro», HanpaeneHHbI Ha KOOPAVHALMIO YCUIA MPON3BOANTENEN CUCTEM
aBTOMaTM3auUMn, BlagenbLeEB 1 OnepaTopPOB NPOMBILLNEHHBIX O6BEKTOB, a TakXXe UCCNeaoBaTenen
NT-6e30nacHOCTN ONs 3aMTbl NPOMbILLIEHHbBIX MPEAnPUSTUIA OT kKnbepaTtak. Kaspersky ICS CERT
HanpaBnsieT CBOU YCUING B MEPBYIO OYepedp Ha BbiBMEHNE MNOTEHUMANbHbIX U CYLLECTBYOLLMX
Yrpo3, HaLUeNEeHHbIX Ha CUCTEMbI MPOMBbILLIEHHOW aBTOMAaTU3aUMA 1 NMPOMbILLIEHHBIA UHTEPHET

BELLe.
Kaspersky ICS CERT ics-cert@kaspersky.com
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