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Cnmncok cokpalleHnn

CokpalleHune 3HayeHne

ACB Air circuit breaker

ARM Arm Holdings plc

ICS CERT Industrial control systems cyber emergency response team
MODBUS KOMMYHWKaLMOHHBIN NPOTOKOST MPUKNagHOIo YPOBHS,

npegnoxeHHbln Modicon (Tenepb Schneider Electric)

RTU Remote telecommunication unit

SMM Security maturity model, mogenes 3penoctu 6e3onacHocTn

USB Universal serial bus

AO AKUMOHEpHOE 0bLLEeCTBO

ACY ABTOMaTM3MpOBaHHas cucTema ynpassieHns

ACY TN ABTOMaTM3MpPOBaHHAs cUcTema yrnpaBrneHns TEXHONOrMYeCKUM
npoueccom

nC NHpopmaumoHHaa cuctema

nTt MHdopmaumnoHHas TexHonorus

MT 000 «HTL, «MexaHOTpOHMKa»

M3K MexxgyHapoaHasa anekTpoTexHUYeckasi KOMUCCUS

000 OO6LLEecTBO C OrpaHNYEHHON OTBETCTBEHHOCTbLHO

no MporpammHoe obecneveHne
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O npoBegeHnn NePEOLIEHKN 3PENOCTU
0e30nacHOCTU

[aHHbIN JOKYMEHT npeacTtaBnseT cobon aeTanbHbIN OTYET O pesynbraTtax
npoBefeHus NIaHOBOW NepeoLeHKN 3penocT 6e30nacHoOCTM AN 3NeKTPOHHOro
6noka ynpasneHusa Systemelogic X cnnoBbiMM aBTOMaTUYECKMMU BbIKITHOYATENAMM
SystemePact.

[MoBTOpHasA oueHKa 3periocTy nposoauiack Ha ocHoBe Mogenu 3penocTtu
6esonacHocTu (10T Security Maturity Model, loT SMM), paspabotaHHomn
KoHcopunymMoM NpombIWeHHoro nHTepHeTta Bewlen (Industry 0T Consortium).

Mpn NOBTOpPHON oLEeHKe NpuUHMMarca BO BHUMaHWe Lleniesou rnpoghusib 3pesiocmu
b6es3onacHocmu, KOTopbi Bbin paspaboTaH Ans anekTpoHHoro 6noka ynpaeneHns
SystemelogicX n gocTyneH no ccbinke https://kas.pr/iy523.

OTtyeT noarotoBneH cneunanuctamm Kaspersky ICS CERT.

[aHHbIN JOKYMEHT siBNsieTca AONOSTHEHNEM K npeablayLemMy otyeTy (Homep
AokymeHTa #2024-0002-0003-EXT). O6HOBMEHHbIE cBeAEHUSI OTMEYEHbI
BepTUKanbHOW YepTOn cresa OT TeKCTa.

OOBEKT OLEHKN

[MoBTOpHasA oueHka NpoBoANNACh A5 ANEKTPOHHbIX B/I0KOB yrpaBneHns
Systemelogic X gns cunoBbix aBTOMaTUYECKMX Bblknovatenen SystemePact
crneayroLmnx TMnopasmepos:

+ SystemePact ACB1 Ha Toku 400-1600A;
+ SystemePact ACB2 Ha Tokn 800-4000A;
+ SystemePact ACB3 Ha Tokn 4000-6300A.

Bnok ynpaBneHus BoINONHEH Ha 6a3e MukpokoHTponnepa AT32F437 ¢
BblumcnuteneHbiM gapoMm ARM Cortex-M4.

OCHOBHbIMY PYHKLUSIMU 3MEKTPOHHOTO 6r10Kka ynpaBneHus SBnsoTCs:

— aHanus paboTbl ANIEKTPOYCTAHOBKM U BbISIBfIEHWE aBapuUiHbIX PEXMMOB B
ANEKTPUYECKON CETU;

— OTKIOYEHMEe KOMMYTaLMOHHOro annaparta npu obHapy>XeHUn aBapunHoro
pexuma.

BcnomoraTtenbHbIMuU (t)yHKLI,VIFIMI/I ONEKTPOHHOro 6noka yrnpaBJieHNA ABIAOTCA:

— ynpasreHne KOMMyTaLMOHHbBIM annapaToM MO MeCTy YCTaHOBKU U
ANCTaHUMOHHO;

— nepefaya CTaTyCHbIX CUrHanoB U N3MEPEHHbIX 3HAYEHU B BbILLECTOSILLYHO
cucTemy ynpasneHus;

— ocuunnorpagupoBaHme aBapuUnNHbIX PEXUMOB.
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OneKTpOHHLIN 6ok ynpasneHna Systemelogic X gonyckaeT yaaneHHoe n MecTHoe
HabnogeHne n yrnpasneHne pyHKLUNOHMPOBaHWEM aBTOMATUYECKOro BbIKMoYaTens.
YCTpPONCTBO MMeeT cneayowmne umppoBble MHTepdenchbI:

— RS-485 (Modbus RTU) n M3K 60870-5-101 — ons opraHu3aumm LLUMHHOM
CUCTEMbI CBA3M MeXay YCTPONCTBaMM /UM opraHn3aunmn kaHana cBssu ¢
cUcTemMamu yrnpaBrieHUsl, HanpyMep CUCTEMaMM OUCMETYEPCKOro KOHTPONSA n
cbopa faHHbIX;

— USB - gnsa obcnyxuBaHmst U KOHUrypupoBaHMs YCTpOMCTBa NOCPEACTBOM
NOAKMIOYEHMSA CEPBUCHOIO HOYTOYKa C NpeayCTaHOBNEHHBbIMW ONepPaLMOHHOM
cuctemon Windows u cneuunanusmnpoaHHbiM 10 «KoHdurypaTtop MT».

B panbHenwem BO3MOXHO paclUMpeHne HOMEHKNaTypbl LM(PPOoBLIX MHTEPKENCOB 1
nobasrneHne 6ecrnpoBOAHbIX CNOCOOOB CBA3M C YCTPONCTBOM nocpeactsoM Bluetooth
n NFC. O6bwun Bua 6noka ynpaBneHus Systemelogic X npeacrasneH Ha puc. 1.

OnucaHune nHaukaumn n OopraHoB
yrnpaBJieHUs

BepxHee kpenneHne

CeeToamoa roToBHOCTMU

CeeToguoa TexobcnyXmBaHus

CurHarnbHble cBeToaAnoAbl 3awmnT

KHonka Reset (Copoc)

CurHarnbHble CBETOANOObI CBSA3M

[>KOMCTUK HaBUraumm no MeHro

KHonka Bo3BpaTta B npeablayLiee MeHto

KHonka Bbl6opa 1 noaTBepXXAeHUS

BblbOpa

10.KHonka TecTMpoBaHus 3alumT

11.Pa3beMbl Ans NoaKMoYeHns K
BHYTPEHHUM LensmM BO34yLLHOro
BbIKMNtOYaTens

12.Kpbiwka oTceka 3ameHsiemon baTapeu

13.TopT USB Type C

14. HnxHee KpenneHune

15.TpeaynpegurensHas curHanmsauus

15 16 17 18 19 16.HankaTop cpabaTtbiBaHWS 3aWwmnTbl OT

' neperpysku

17.WHankaTtop cpabaTtbiBaHWS 3aWwmnTbl OT
KOPOTKOro 3aMblkaHus

18.UHankaTop cpabaTtbiBaHWS 3aWwmnTbl OT
3aMblKaHUS/yTEYKN Ha 3eMII0

19.HankaTop cpabatbiBaHus

OONOSNMHUTENIbHOM 3aLUUThI

©CoNoO~whE

Puc. 1. Obwmn Bng 6noka ynpasrneHus anektpoHHoro SystemelLogic X ansa cunosbix
aBTOMaTU4eCcKunx BbikNtoyaTenen SystemePact

OTueT 06 oueHke #2026-0002-0004-EXT | CTp. 513 30


https://www.mtrele.ru/shop/programmnoe-obespechenie/konfigurator-mt.html

kaspersky

Llenb oueHkn 3penoctu 6e3o0nacHoOCTU

C nosiBrieHneM B cucTemax aHeprocHabXeHUs NPOMbILLIIEHHbIX NPEaNPUATUN,
YCTaHOBOK U OQPUCHBIX 30aHUN LUPOBLIX YCTPOUCTB C PYHKUNAMU yaareHHOro
yrnpaBrieHNs 1 MOHUTOPUHIa aBTOMaTUYECKNX BbIKMOYaTeNen anekTpuyeckue uenm
BornbLue He MOryT cunTaTbCst MHPPACTPYKTYPHLIM CETMEHTOM, U30SIMPOBAHHBIM OT
knbepartak. brioku ynpaBneHns asBToMaTMy4eCKMMU BbIKIOYaTENAMU UHTENPUPYIOTCS B
CUCTEMbI AucneTyepm3saLmm anNekTpocHabXXeHna 1 peluaroT 3agadm obecneveHms
Knbepdunanyeckmx NpoMbILLIIEHHbIX cMcTeM B6ecnepebonHbIM ANEeKTPONUTaHMEM C
3a[jlaHHbIMM NapamMmeTpamMm 1 3aLnTbl NPOMBbILLIIEHHOO 060PYAOBaHNA OT TOKOB
neperpysku, 1 KOPOTKOro 3aMblKaHUS.

YcnewHo npoBefeHHas ataka Ha YCTPOMCTBO MOXET Bbl3BaTb YTEYKY AaHHbIX,
NoTepro AaHHbIX, MPOCTON, cOboW NpoLecca pacnpeneneHnst 3NeKTPO3IHEPIrnK,
HapyLLleHne (PYHKLUNOHMPOBAaHUS MPOMBILLSIEHHBIX U counanbHbiX OOBEKTOB, B TOM
yncne KpUTUYECKOM MHAPACTPYKTYPbl, B HEKOTOPBIX Cry4asax noBreyb 3a cobomn
yLiep6 300pOBbIO U XKU3HW JII0AEN Unn akorormyeckum yuep6. Nocneactsna atakm
MOTYT UMETb HeraTuBHbIN 3EEKT B TOM YMCre ONA NPOM3BOAUTESNS YCTPOUCTB,
KOTOpbIN BblpaXkaeTcsi B penyTaunoHHbIX pUcKkax, noTepe KIMeHToB, PMHAHCOBbIX
noTepsiX N CHWXeHUn obbema npoaax.

PaspaboTumk anekTpoHHbIX 6nokoB ynpaeneHust Systemelogic X cunoebiMu
aBTOMaTMYeCKMMM BbIKItoYaTensamMm SystemePact xoueT yaoCToBepUTLCS, YTO
byHKUMOHanN yCTPOMCTBA, PaBHO KaK M NPOLIECCHI YPaBEHNS YA3BMMOCTSAMM
3alumLeHbl B JOCTAaTOMHOM Mepe, YToObl obecneynTb B 4ONTOCPOYHON NepcrnexkTuee
knbepbe3onacHOCTb CUCTEM AUCTNETYEPU3ALMN SNEKTPOIHEPTUN, MPOMbILLIIEHHbIX
0OBHEKTOB M YCTAHOBOK.

Llenbto oueHKn ypoBHS 3penocT 6e30nacHOCTM U NOBbILLIEHWUS 3aLULLIEHHOCTM
ABNsieTCs Noaaepkka adeKkTMBHOro, a He N3BbITOYHOrO U MPOU3BOSIBHOrO
MCMNONb30BaHUS MEXaHN3MOB 3aLUMTbI. [N OLEeHKM OOHOBPEMEHHO NPUMEHSIOTCS
rnokasaTenu NosHOTbI U cneumn@UYHOCTY peanusauun TpebosaHuin 6esonacHocTH!
C OAHOBPEMEHHbIM Y4ETOM CTOMMOCTU 3TOW peanvsauum.

MonHoTa peanusaumm paccMmaTpuBaeT rnyouHy NpopaboTku U BHUMaHMeE K AeTansm
peanusaumu TpeboBaHuii 6e30NacHOCTU, NOBbILLAsA 06LLMEe rapaHTUKM 3aLUThbI
YCTPOWCTBA U €ro OKpY)XeHUsi, a cneunUYHOCTb YYNTbIBAET OTpacreBble
TpeboBaHusA 1 Apyrue crneunanbHble YCIOBUS U OrpaHUYeHns peanusaumm
6e30nacHOCTN CO CTOPOHbI MPUMEHEHWUSI CUCTEMBI.

3apadyer OLeHK/ YPOBHS 3penoctn 6e3onacHoCTH SBNAeTCH OLeHKa MOSHOThI
n cneundunyHocTy TpeboBaHnn GesonacHOCTU A11s NPoLEeccoB pa3paboTku,
MCNoNb30BaHMA 1 ob6cnyMBaHUs yCTponcTea. Lienesble ypoBHM nokasartenem
NOMNHOTBI U cneunUYHOCTN Ans TpeboBaHuin (NpakTyK) GesonacHoCcTH
3aJ0KYMEHTMPOBaHbI B pa3paboTaHHOM Ans yCcTponcTea Lleriegom ripogpurie
3pesniocmu 6e3onacHocmu.

1 NonHota peanusauun Tpe6oBaHWii Ge30MNacHOCTM Aanee ykasbiBaeTCsl Kak MOMHOTay. CrieumUiHOCTb peanmsaLmum
TpeboBaHuUii 6e3onacHOCT Janee ykasblBaeTCs Kak «CneunduyHOCTbY.
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LleneBow npodunb 3penoctn 6€3onacHOCTM yCTaHaBNIMBaeT HEOOXOANMbIN K
AOCTaTOuHbIN YPOBEHb 3penocTn 6e30nacHOCTM A4S pacCcMaTpUBaeMoro yCTponcTBa.
LleneBon npodurnb COCTOMT M3 NepeyHs NpPakTUK 6€30NacHOCTM C UX YPOBHSAMM
MONHOTbI M cneundUYHOCTN peanusauun, KoTopble AT 3auHTepPeCcoBaHHbLIM
CTOpPOHaM MpOEKTa NOHMMaHue Lenen 6e30nacHOCTM 1 3a4a4y Kakaon NpakTUKu
BGesonacHocTu.

MeTon oLeHKM 3penocTn 6e3onacHoCTu

OueHKa TeKyLLero CocTosiHMS 3penoctu 6e3onacHOCTM NPOBOAMIIach NOCPEACTBOM
NHTepBbloMpoBaHnsa coTpygHMkoB AO «CUCTaM SNeKTPUK» N aHanusa
Nonb30BaTENbCKOW AOKYMEHTaUUN U JOKYyMeHTaLmMm no obecneyeHnto 6e30nacHoOCTu.

MHTepBbIOI/IpOBaHMe COTPpYyAHUKOB NpoBOOUIIOCE B ABa 3Tara.

° I'IepBb||7| aTarn 3aKkrn4aricd B 3arnoJiHeH1Un onpocHUKa, BOMNMpPOChbl KOTOPOro He
ObInNn ConocTaBnEHbI C KOHKPETHbIMU MPaKTnKamMu ©e3onacHocTU U YPOBHAMM
MOJTHOTbI UX peann3auunu, 4TOObI N36EeXaTb npeaB3ATOCTU B OTBETAX,

e Btopown atan craptoBan nocne o6paboTkm pe3ynbTaToB NepBoro atana. Ha
AaHHOM 3aTane GbINn NpeacTaBeHbl NpeaBapuUTeNbHbIE pe3ynbTaTbl OLEHKM
NOJSTHOTLI NpakTuK 6esonacHocTn. 3atem y coTpyaHmkoB AO «CuCTaM SNeKTpuK»
OblnM 3anpoLLEeHbl 4ONONHUTENbHbIE CBMAETENBbCTBA, NoATBEPXKAAOLMNE
COOTBETCTBME NPaKTUK 6e30MacHOCTN YPOBHSM, onpeaeneHHbiM B Lienesom
npodwune 3penoctu 6e3onacHOCT 06 bEKTa OLIEHKN.

HacTtoawwun otyeT cchopmmpoBaH Ha 6a3e oTyeTa no pesynbTartam OLEHKM 3a
npegblaywmnn nepuod. OBHOBNEHNSA TEKCTA B JOKYMEHTE KacatoTCs akTyasnlbHOM Ha
MOMEHT ero Bblnycka AOKyMeHTauum n nameHeHun B npoueccax AO «Cucrem
ONEeKTPUK» 3a OTYETHLIN NEpUoa.

Pe3ynbTaTbl MHTEPBLIOMPOBAHUS U aHanNn3a CBUAETENbCTB, NONb30BaTENbCKOM
AOKYMeHTauun, AoKyMeHTauumn no obecnevyeHnto 6e3onacHoOCT NO3BONWNM cAenatb
3aKITIl0YEeHNs O:

1) cooTBeTCTBMM O0OBEKTA OLIEHKM 3aaBneHHOMY Lienesomy npodusto 3penoctu
©esonacHocTy;
2) npopaneHumn ceptudukata 06 oLeHKke COOTBETCTBUS.
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LleneBo ypoBeHb 3penocTi 6e30nacHOCTH

Llenesoin yposeHb 3penoctu 6esonacHocT 2024-0002-SE-SL

MonHoTa peannsaunv

OneKTPOHHbIN 60K ynpaeneHns

Systemelogic X

YnpasneHue

Crtparerua n Yrposelpuckn  CrucTema nocTaBok

PYKOBOACTBO 1 BHEeLUHue
3aBNCUMOCTH
O6ecneveHne Ynpaenexue
COOTBEeTCTBUA I'In,u,xa,q K 3aBNCMMOCTAMMN
BHELUHM YNpaeneHuio OT BHeWHux UT
Tpe6oBaHusM pvickamMmn CcepBucoB
PykoBoacTeO MopenuposaHue Ynpaenexve
nporpammoii yrpos 6esonacHoOCTbIO
GeaonacHoCTH noctaeok UT
KOMMNOHEHTOB
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YpoBeHb 4

CneuunduryHoCcTb peanusaunmn

YpoBeHb3  YpoeeHb2  YposeHbl Cuctemubin -~ OTtpacnesoi Q6w
YPOBEHL YPOBEHb YpoBEHb
BHeppeHune YkpenneHve
YnpaeneHvne 3awuTa akTMBoB 3awmTa faHHbIX Yaz3sUMOCTIA 1 CnTyaunoHHasa PearvposaHue n
[OCTYrNoMm OBHOBNEHUS OCBEJOMNEHHOCTb  BOCCTaHOBEHWEe
GesonacHocTn
MopnepxaHue MonnepxaHne
PBHJ‘MSELWISI anauneﬂwe 0OCBEeAOMNIEHHOCTU HeﬂpeprEHOﬁ
KoHTpone Duznyeckasn MeXaHN3MoB OBHOBNEHNAMU © COCTOAHMM pPaBoTLl
‘ Aoctyna ‘ 3auuMTa akTMBoB ‘ 3aWUnTbl AaHHBIX BesonacHocTh BesonacHocTh BOCCTaHoBneHme
YnpaeneHue YnpaeneHve Mopgenk 1 nonnTrka Mowck 1 oueHka MoHUTOPUHT 1 MnaH pearuposaHua
CyuwHOCTaMN aKkTmnsamw, 3aWmnThl AaHHbIX YSISEVIMOETEI?I oTcnexvsaHne Ha MHUWOEHTbI
VN3MEHeHUaMN N CcOBbITNA BezonacHocTn
KOHMUrypaLvsmm BesonacHocT

He NpUMeHNMO - B 3TOro yCTPORCTBA AAHHES NPaKTUKA HE MPMMEHIME, MOCKONEKY OHO SBNSETCH KOMMOHEHTOM
CHUCTEMbl, 47151 KOTOPOH MOXET paspabaTbiBaTbCa COOTBETCTBYOLMA NaH pearMpoBaHusa
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OOHOBMNEHHbIE pe3yrnbTaThl OLLEHKM 3penocTn 6e30nacHOCTU

Mo ntoram nnaHosomn nepeoLeHKn COOTBETCTBUA YCTAHOBIIEHO, YTO NepeyuncrieHHble NpakTukn ©e30MacHOCTM Ha MOMEHT
BbllMyCKa OT4E€Ta UMEKOT YPOBHU MOJTHOThI U CI'IeLMCbW—IHOCTVI, YKa3aHHbl€ B Tabnuue Huxe.

MpakTuka 6e3onacHocTH

LleneBas YpoBeHb
LleneBas nonHoTa YpoBeHb NONMHOTLI

cneundpPUyHOCTb cneumdU4HOCTH
2/ CutyaTMBHbIN 2/ CutyaTMBHbIN o6wumn o6wwmn
1/ MMHUManNbHbLIN 1/ MMHUManNbHbLIN Ooo6wun oo6Lwun

2/ CutyaTMBHBLIN

2/ CutyaTMBHBbIN

CucteMHbIN

CucreMHbIN
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2 / CutyaTMBHBbIN 2/ CutyaTMBHBbIN o6wumn o6wwmn
1/ MMHUManNbHbLIN 1 / MMHMManNbHBLIN oo6wwun Oo6wwmn
1 / MMHUManbHbLIA 1 / MMHUManNbHbIN Oo6wun Oo6wun
1 / MMHUManNbHbLIN 1/ MMHUManbHbIA oowun Oo6wumn
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MpakTuka 6e3onacHocTH

LleneBas YpoBeHb
LleneBas nonHoTta YpoBeHb NOMHOTLI

cneunduyHoCcTb cneuncpuyHOCTU
1/ MMHUManNbHbLIN 1 / MMHUManNbHbLIN Ooo6wun oo6wun
1/ MMHUManNbHbLIN 1/ MMHUManNbHbLIN Ooo6wun oo6Lwun
1/ MMHUManbHbIN 1/ MMHUManNbHbLIN Ooo6wun oo6Lwwun
1 / MMHUManNbHbLINA 1 / MMHUManNbHbLIA oowun Ooowun
1 / MMHUManbHbIA 1/ MMHUManbHbIA Ooo6wun Oo6wumn

1 / MMHUManbHbLINA

1/ MMHUManNbHbLIA

CucTteMHbIN

CUcCTeMHbIN

1 / MMHUManNbHbLINA

1 / MMHUManNbHbLIA
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kaspersky

MpakTuka 6e3onacHocTH

LleneBasa nonHoTa

ypOBeHb MOJTHOTbI

LUeneBasn
cneunduyHoCcTb

YpoBeHb
cneuncpuyHOCTU
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[MpakTukn 6e30nacHOCTuU

PykoBoaCTBO NporpammMon 6e3onacHoOCTH

2 /| CutyaTMBHbIN

Oo6wunn

«CncTtam DNekTpuk» cTpeMuTcsa co3gaTb nporpammy 6es3onacHoCcTu, ncxoas
N3 CBOEW OpraHM3aLMOHHON CTPYKTYPbl U1 HOMEHKIATYpPbl BblMyCKaeMbIX
UMGPOBLIX YCTPOUCTB.

B uenom koMnaHus AeMOHCTpUpPYEeT Haanexawun Noaxoa K BHegpeHUHo
obLWwmnx NpakTuk ynpaeneHusa knbepbesonacHocTbo 1 6e3onacHom
pa3paboTku ycTporcTea. [Ans obecnevyeHnss AaHHbIX NPakTUK B KOMMNaHUK
BblOENEHbI LUTATHbIE €4UHULBI, B COOTBETCTBMM C BHYTPEHHUMM
OOKYMEHTaMM COTPYAHUKM KOMNaHUM 065s13aHbl MPOXOAUTL 00yYeHue B
obnactn obecneveHus kubepbesonacHocTn. TpeboBaHus
knbepbeszonacHOCTH AN yCTPOMUCTBA 3a40KYMEHTUPOBAHbI U
OTCIEXMBAKTCS B Npouecce pa3paboTku.

PykoBoacTBO nporpaMmmMomn 6e30nacHOCTN COOTBETCTBYET YPOBHIO
NOosfIHOTbI 2 / CUTyaTUBHbLIN.

YpoBeHb cneundmyHocTn — O6wmn.

OTueT 06 oueHke #2026-0002-0004-EXT | CTp. 12 n3 30



kaspersky

Ob6ecnevyeHne coOTBETCTBUSA BHELLUHUM TpeboBaHNAM

1/ MMHUManNbHbLIN

oowun

«CunCTaM DneKkTpuk» oco3HaeT HeobXo0aMMOCTb COOTBETCTBUSA BHELLIHUM
TpeboBaHUAM, NPeabABNSEMbIM K YCTPONCTBY.

O6ecneunBaeTcs cooTBeTCTBME 0OLLMM TpeboBaHMSAM 6Ge30MacHOCTMH,
npeabsBrnsemMbiM 3akazymkamu. KomnaHns «Cuctam OnekTpuk»
OEMOHCTPUPYET NOHMMaHMe, YTO YCTPOMCTBO MOXET ObITb YacTbio O0bEKTa
KW, 4TO MOXET NOCNY>XUTb UCTOYHMKOM OOMNOMHUTENbHbBIX TpeboBaHMI K
YCTPOWUCTBY.

Obecne4yeHne COOTBETCTBUA BHELWWHUM TpeOGOBaHMAM COOTBETCTBYET
YPOBHIO NOMHOTHI 1 / MMHUMaNbHLIN.

YpoBeHb cneundmyHocTn — O6wmn.
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kaspersky

MopenupoBaHue yrpos

2 /| CutyaTMBHbIN

CucteMHbIN

«CUnCTaM DNEKTPUK» NPOBOAMT aHann3 ysa3sBMMoCcTen Ans naeHTugmukaumnm
yrpoas. Npun aHanmnse obHapyXeHHbIX YrpO3bl NCMOMb3YeTCs CUTYaTUBHbIN
nogxoA.

«CunCTaM DNeKTpuK» paccMmaTpmBaeT yrpo3bl knbepbesonacHocTu,
XapakTepHble AN AaHHOro Kracca yCcTpoucTB. Mpu aHanunse yrpos
Mcnonb3yrTcsa 06LLEeAO0CTYMHbIE MHCTPYMEHTbI. [Ns KaXaon yrposbl
onpenensieTcsi BEpOATHOCTb peanu3aumm n KpUTUYHOCTb NOCNEACTBUMN.

MopgenupoBaHue yrpo3 COOTBETCTBYET YPOBHIO NONHOTbI 2 /
CutyaTuUBHbIN.

YpoBeHb cneynpnyHoCcT — CUCTEMHBIN.
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kaspersky

[MoaxoAa K ynpaBneHuo puckamm

2 /| CutyaTMBHbIN

oowun

«CUnCTaM INeKTpuK» nogaepueaeT npoueaypbl AeTanbHON OLEHKN PUCKOB
C X paHXnpoBaHNEM B 3aBMCUMOCTWN OT CTEMEHUN KPUTUYHOCTH.

«CunCTaM DNeKTpUK» NPOBOAUT U OOKYMEHTUPYET OLIEHKY PUCKOB, UCMONb3Ys
CUTYaTUBHbIN Noaxo[.

Moaxoa kK ynpaBneHUto puckamm COOTBETCTBYET YPOBHIO MOSHOTHI 2 /
CuTyaTUBHbBIN.

YpoBeHb cneundumnyHocTn — Oowmn.
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kaspersky

YnpasrneHue 6e3onacHOCTbO NocTaBok NT KOMMNOHEHTOB

1/ MMHUManNbHbLIN

oowun

«CucTtam AnekTpuk» paspaboTana npoueaypbl NPOBEPKU NOANMHHOCTM
NOCTaBLUMKOB M NOCTaBNSIEMbIX KOMMOHEHTOB, a TakkKe OTCNeXnBaeT
MCMNONHEHME AaHHbIX NpoLeayp.

MO ycTpoiicTBa COAEPXKUT CTOPOHHNE KOMMOHEHTbI C OTKPbITbIM MCXOAHbIM
kogoMm. B «Cuctam QnekTpuk» nponucaHbl U peann3oBaHbl OCHOBHbIE
npoueaypbl MO CHUXKEHUIO PUCKOB kKnbepbe3onacHOCTH, CBA3aHHbLIMU C
AaHHbIMU KOMMOHEHTaMMU.

YnpaBneHue 6e3onacHocTbio nocTtaBok UT KOoMNoHeHTOB
COOTBETCTBYET YPOBHIO NOMHOTHLI 1 / MMHUMaNbHLIN.

YpoBeHb cneundmyHocTn — O6wmn.
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kaspersky

YnpaBrieHne 3aBMCUMOCTAMU OT BHelwHnX VT cepeuncos

1/ MMHUManNbHbLIN

oowun

«Cuncrtam 3H€KTpI/IK» CTpeMUTCA OoTCneXxXnBaTtb penytaunio noctaBLINKOB
BHeLWwHnx AT CepBMCOB 1 3aKrito4aeT C HUMKU TUNOBbIE COormnalleHnA.

«CUCTaM DNeKTpurK» 3akniovaeT ¢ NocTasLLMKamMu OroBopbl O
KOH(pmnaeHumanbHoCcTK 1 6e3onacHoCcTn cTopoHHuX T cepBucoB.
CoTpyaHuKn KoMnaHmm Npoxoaat obyveHne no npasunam 6e3onacHoro
MCNOSNb30BaHNS BHELLUHUX CEPBUCOB.

YnpaBneHue 3aBUCUMOCTbLIO OT BHewwHUx UT cepBucoB cooTBeTCTBYET
YPOBHIO NOMHOTHI 1 / MUHUMaNbHBLIN.

YpoBeHb cneundumnyHocTn — Oowmn.
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kaspersky

YnpaBneHne CyLwHOCTAMMU

1/ MMHUManNbHbLIN

oowun

B anekTpoHHOM 6110Ke ynpaBneHus peanvu3oBaH 6a30BbI PyHKLMOHAN
naeHTudurKauum ycTponcTea 1 nonb3oBaTenen.

OneKTPOHHbIN BMOK ynpaBfeHns 0gHO3HAYHO NAEHTUULMPYETCS No
3aBoacKoMy HoMepy. [1ng 3akas4yvka npedycMoTpeHbl ABE ponu, npu
NMOMOLLM KOTOPbIX MOXHO OpraHn3oBaTb ynpasfieHne AoCTynoM: «oCcTb» n
«UHxeHep».

YnpaBneHue CyLWHOCTAMM COOTBETCTBYET YPOBHIO NOSIHOTHLI 1 /
MuHUManNbHbIN.

YpoBeHb cneundumnyHocTn — Oowmn.
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kaspersky

KoHTponb goctyna

1/ MMHUManNbHbIN

oowun

OnNeKTPOHHbIN 610K ynpaBneHnst orpaHNYMBaeT AOCTYN BHELLHUX CYObEKTOB.

B ycTporictBe peannsoBaHbl 6a30Bble MeXaHU3Mbl pasrpaHUYeHus 1
KOHTPOSIS 4OCTYyNa Ha OCHoBe ABYX ponen — «[ocTb» n «HxeHep». bes
aBTOpPM3aLMN BO3MOXEH MNULLb JOCTYN Ha CYMTbIBAHWE NapaMeTpoB
YCTPOWCTBA, paclUMpeHHbIe rnpaBa Mo ynpasneHuo U KOHOUIypupoBaHuio
YyCTPOWCTBA AOCTYMHbI TONBKO NOCne aBTopusaumnm noa ponbto «NHxXeHep».

KoHTponb Aoctyna cooTBeTCTBYET YPOBHIO NONMHOTHI 1 /
MuHuManbHbIN.

YpoBeHb cneundumyHocTn — O6wmn.
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kaspersky

YnpaBrieHne aktuBamu, USMEeHEHUAMWN N KOHJoUrypaumen

1/ MMHUManNbHbLIN

oowun

«Cuctam AnekTpuk» paspaboTana npoueaypbl yrnpaeneHns KoHgurypaumen
N UBMEHEHUSIMM AN NPOU3BOAMMbIX YCTPOWCTB.

OkcnnyaTauMoHHast LOKyMeHTaums 4N 3NeKTPOHHOro 6rioka ynpaeneHuns
COAEPXMUT pekoMeHaaLun No nepBoHaYanbHON KoOHUrypaumm 1
obecneyeHnto knbepbeszonacHOCTUN yCTPOMCTBA.

YnpaBneHue akTuBaMu, U3aMeHEHUAMMU U KoOHdUrypaumen
COOTBETCTBYET YPOBHIO NOMHOTHLI 1 / MMHUMaNbHLIN.

YpoBeHb cneundmyHocTn — O6wmn.
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kaspersky

dusnyeckas 3alwmTa akTuBoB

1/ MMHUManNbHbLIN

oowun

«Cunctam DnekTpuk» npegocTtasuna obLimMe pekoMeHaaLmm no orpaHUYeHuto
dom3ndeckoro JocTyna K yCTPOUCTBY.

B akcnnyaTauMoHHONM AOKYMeHTaummn npuBeaeHsbl 6a3oBble pekoMeHaaumm
MO orpaHNYeHnto pranyYeckoro 4ocTyna K yCTPOMUCTBY CO CTOPOHbI
HeaBTOPU30BaHHOrO NepcoHana.

®dun3nyeckas 3aWuTa akTMBOB COOTBETCTBYET YPOBHIO NOSTHOTbI 1 /
MuHMManbHbLIA.

YpoBeHb cneundmyHocTn — O6wmn.
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kaspersky

Mopaenb 1 nonnTuKa 3aluTbl AaHHbIX

1/ MMHUManNbHbLIN

oowun

«CucTtam AnekTpuk» paspaboTana npoueaypbl NPOBEPKU NOANMHHOCTM
NOCTaBLUMKOB M NOCTaBNSIEMbIX KOMMOHEHTOB, a TakkKe OTCNeXnBaeT
MCMNONHEHME AaHHbIX NpoLeayp.

[nsi anekTpoHHOro 6roka ynpaeneHus onpeaeneHbl TUMbl 3aLuMLLaeMbiX
[AaHHbIX 1 0bLLMe Mepbl MO UX 3aluuTe.

Moaenb n nonuTukKa 3almnThbl AaHHbIX COOTBETCTBYHOT YPOBHIO
nonHoTbl 1 / MMHUManNbHbLINA.

YpoBeHb cneundmyHocTn — O6wmn.
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kaspersky

Peannsaunsa mexaHn3moB 3alUnTbl AaHHbIX

1/ MMHUManNbHbLIN

oowun

,D,J'IFI 3alWnTbl JaHHbIX NCNOJNb3YKOTCA BCTPOEHHbIE B SJ'IeKTpOHHbII7I 6nok
ynpaBrieHNA MeXaHNU3Mbl KOHTPOJIA.

B anekTpoHHOM 6r10Ke ynpaBreHus peann3oBaHbl 6a30Bble MeXaHU3Mbl
3alUMThl AaHHbLIX. B akcnnyaTauMoHHON AOKYMEHTaL MW AaHbl
AOMONMHUTENbHbIE peKoMeHaaLUMmM No 3aluTe Ha CTOPOHE 3aKasynka.

Peanusauma mexaHM3MOB 3aWmTbl AaHHbIX COOTBETCTBYET YPOBHIO
nonHoTbl 1 / MMHUManNbHbLINA.

YpoBeHb cneundmyHocTn — O6wmn.
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kaspersky

[TOMCK N OLEeHKa yA3BMMOCTEN

1/ MMHUManNbHbLIN

CucteMHbIN

«Cuncrtam SﬂeKTpI/IK» npoBOoANT OLEHKY N3BECTHbIX yFISBMMOCTeVI,
O6Hapy)KeHHbIX B aKTMBax KOMMNaHUN.

B «Cuctam SnekTpuk» peanumsoBaHbl TUMOBbIE NPOLECCHI MOUCKa U OLIEHKN
yassumocten ona MKT-nHdppacTpyKTypbl U KOMNOHEHTOB YCTPOMCTBA.

Mounck n oueHkKa ya3BUMOCTEN COOTBETCTBYET YPOBHIO NONMHOTLI 1 /
MuHUManNbHbIN.

YpoBeHb cneundpuyHocT — CUCTEMHbIN.
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kaspersky

YnpaeneHne o6HOBNeHnAMMN 6e30nacHOCTH

1/ MMHUManNbHbLIN

CucteMHbIN

«Cuctam DnekTpuk» cregyeT pekomeHgaumam no knbepbesonacHoOCTN oT
pa3paboTYMKOB CTOPOHHMUX KOMMOHEHTOB [10.

B «Cunctam 3nekTpuk» BHeapeHbl 6a3oBble NpoLeaypbl ynpaBrneHus
obHoBNeHnAMM koMNoHeHToB MO ycTponcTBa N MHCTPYMEHTOB pa3paboTKu.
3arpyska 0OHOBEHHON NPOLLMBKN B 3NIEKTPOHHbIN 610K ynpaBneHns
ocyuectBnsaeTcs cunamm «CUCTam ONeKTpuk» B pamKax CEPBUCHOTO
obcnyxmBaHus.

YnpaBneHune o6HOBNeHUsiMm 6e30MacHOCTU COOTBETCTBYET YPOBHIO
nonHoTbl 1 / MMHUManNbHbLINA.

YpoBeHb cneynpnyHoCcT — CUCTEMHBIN.
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kaspersky

MOHUTOPUHT 1 OoTCnexusaHue cobbITUn 6e3onacHOCTU

1/ MMHUManNbHbLIN

CucteMHbIN

OneKkTpOoHHbIN BMoK ynpaBneHus gomkeH obecneymBaTb BO3MOXHOCTb
3anMcun n YTeHnsa cobbiTni 6e30NacHOCTU B XXypHart COOBLEHWIA.

OnNeKTPOHHbIN BIIOK ynpaBneHusi peanunsyeTt 6a30BblN PyHKLMOHAN
MOHUTOPUHra cobbiTnn 6esonacHocT. XXypHanupytoTcs cobbITus,
CBSi3aHHble C KOHUrypupoBaHmeM, cpabaTbiBaHMEM anropuTMOB 3aLUUThI U
nogcmcteMon 6e30nacHOCTM YCTPOMCTBA.

MoHUTOPUHI 1 oTCneXxuBaHue cobbITUM 6e30MNacHOCTU COOTBETCTBYHOT
YPOBHIO NOMHOTHI 1 / MUHUMaNbHBLIN.

YpoBeHb cneundpuyHocT — CUCTEMHbIN.
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kaspersky

MoonepxaHme ocBeAOMMNEHHOCTM O COCTOAHUM
Oe3onacHoOCTHU

1/ MMHUManNbHbLIN

CucteMHbIN

«CUNCTAM DNEKTPUK» OTCNEXMBAET BHELLUHNE UCTOYHUKM MHopMaumm 06
NHUMOEHTax MHopMaLMOHHON 6Ge3onacHOCTK, a Takke NnpeaocTaBnsaeT
3aKasumkam Heobxoaumyto MHpopMaLumio, KacaroLytocsi 6e3onacHOCTM
9MNeKTPOHHOro 6n1oka ynpaBneHus.

«CunCTaM DNeKTpUK» oTcnexmaaeT nHopmaumo 06 N3BECTHbIX
YySI3BUMOCTSIX B KOMMOHEHTax ycTponcTea. KomnaHusa nHgopmmpyet
3aKa34yMKoB 0 HEOBXOOUMOCTM 3aMeHbl U MOAEPHU3ALNN YCTPOMCTB, 00
obHapyXeHUn ya3BMMOCTEN, a Takke O BbIxoge OGHOBNEHWNI N UCNpaBreHNI
NPOrpaMMHON 4YacTn ANEKTPOHHOro 6roka ynpasneHus.

MoapepkaHMe ocBeAOMIIEHHOCTU O COCTOAAHUM 6e30MacHOCTH
COOTBETCTBYET YPOBHIO NOMHOTHI 1 / MMHUMaNbHLIN.

YpoBeHb cneundpuyHocT — CUCTEMHbIN.
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kaspersky

[MnaH pearmpoBaHnsa Ha NHUMAOEHTbI 6e30MnacHOCTH

[laHHasi NpakTMka He NPUMEHMMA Ha YPOBHE 3IEKTPOHHOro Grioka
yrnpaBreHusl. YCTPONCTBO SIBNSIETCS COCTABHOM YaCTbl CUCTEMBI

ynpaBreHnsi SHepronuTaHneM, Ans KOTopoi paspabaTbiBaloTcs NaHbl
pearmpoBaHus Ha MHLUMOEHTbI 6€30MacHOCTU.
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kaspersky

[MogaepxaHne HenpepbiBHOW paboTbl U BOCCTAHOBIIEHNE

1/ MMHUManNbHbLIN

CucteMHbIN

«Cunctam BnekTpuk» npegoctasnseT 6a3oBble pekoMmeHaaLmmn no
BOCCTaHOBJIEHMIO YCTPOMCTBA.

3ameHy, TeKyLUN PEMOHT U BOCCTAHOBMNEHNE 3NEKTPOHHbIX 61I0KOB
yrnpaBreH1s NpoM3BOAUT NpeanpuaTne, obecneymsaroLee rapaHTUAHOE U
nocrnerapaHTUHoe obcnyxmnBaHume.

MoppepxaHne HenpepbIBHOM paboTbl U BOCCTaHOBNEHUe
COOTBETCTBYET YPOBHIO NOMHOTHLI 1 / MMHUMaNbHLIN.

YpoBeHb cneynpnyHoCcT — CUCTEMHBIN.
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