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Lindpbl nonyrogus
MpoueHT aTakoBaHHbIX KomMmnbioTepoB ACY

1. B nepsom nonyroaumn 2021 rofia NpoueHT aTakoBaHHbIX KOMMbIOTEPOB
ACY cocTtasun 33,8% — Ha 0,4 n.n. 6onbLue, 4eM BO BTOPOM NONYrOAMM
2020.

B pasHbix cTpaHax aToT nokasaTenb BapbmpyeT oT 58,4% B Amxuvpe oo
6,8% B Vspanne.

Cpeam pervioHos nuanpytoT Adpuika (46,1%), KOro-BoctouHas (44,1%).
BocTtouHas (43,1%) n LleHTpansHas Asng (42,1%).

2. Hambonblee yBennyeHne NpoLeHTa aTaKkoBaHHbIX KOMMNbIOTEPOB
ACY 3a nonyrogue 66110 OTMEYEHO:

e 6onee yemHa 10 n.n. — B benapycun (50,4%) n Ha YkpaunHe (33,1%):;
e Ha’/4nn—BYexun (20,2%) n Cnosakun (24,3%);

e Hab5n.n — Bl oHkoHre (20,8%);

e Haén.n — B AscTpanuu (23%) n B KamepyHe (45,2%).

OcHoBHoOI BkNag B 3TOT POCT BHEC/N YIPO3bl U3 MHTEPHETA.

3. Bo Bcex nccnepoBaHHbIX MHAYCTPUSX NMPOLEHT KomnbioTepoB ACY,
Ha KOTOpbIX BbIIV 3abM10KNPOBaHbI Yrpo3bl, yMeHbLuncs. Hanbonee
3aMeTHO — Ha 7,5 n.n. n 6,3 n.n. — cooTBeTCTBEHHO B HedTerasosoli
otpacnu (36,5%) n AsTomaTtunsaumm 3gaHnii (40,3%).

OCHOBHbI€ NICTOYHUKN Yrpo3

OCHOBHBIMY UCTOYHNKAMU YIPO3 AN KOMMbIOTEPOB B TEXHONOrMYECKOM
NHPPaCTPYKType OpraHn3aLmii OCTaloTC UHTEPHET, CbEMHbIE HOCUTENN 1
9NEeKTPOHHag nouTa.

1. Yrpo3bl u3 nHTepHeTa 3a610kpoBaHbl Ha 18,2% komnbioTepos ACY
(+1.5 n.n.)
Hanbonbwmnii pocT aToro nokasaTtens B NepBOM MOAyroan OTMEYEH B
Benapycn (+12,2 n.n.), YkpaunHe (+ 8 n.n.) n 8 Poccun (+6,7 n.n.).
Poccug (27,6%) Bosrnasuna COOTBETCTBYIOLLNIA PENTUHT PEMIOHOB,
Benapychk (32,8%) — pelTuHr cTpaH.

2. Tpun noaxknioueHNN cCbeMHbIX HoCcUTenNel yrpo3bl 3ab6/10KMPOBaHbl Ha
5,2% komnbtoTepoB ACY (-0,2 n.n.). OToT nokazaTesib MOHEMHOrY
CHUXaeTcs co BTopoii nonosuHbl 2019 roga.

Cpeny pernoHoB No 3TOMy NokasaTesto C 3aMeTHbIM OTPLIBOM NAPYET
Adpuika (15,6%), cpeom cTpaH — Amxunp (24%).
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B pernonHax Asum npoueHT komnbtoTepos ACY, Ha KOTOpPbIX Yrpo3bl Obinn
3a610KMPOBaHbI NPV MOAKIIOUYEHNN CbEMHbBIX HOCUTENEN, 3a MONyroane
YMEHbBLUNIICY.

BpepoHocHbIe NOYTOBbIE BNOXXEHUS 3a0/10kMpoBaHbl Ha 3,4%
komnbtoTepo ACY (-0,6 n.n.).

Cpeav pernoHoB no atomy nokasatento nuanpyeT FOxHas EBpona (6,4%),
cpeon cTpaH — baHrnagew (8,8%).

EQVHCTBEHHBIN pernoH, roe aToT nokasaTtesb 3a NoAyrogme Bblpoc —
AcTpanus n Hosasa 3enanans (+1,.3 n.n.).

PasHoobpasue BpepoHocHoro N0

3awmTHeIMK peweHnsmn «JlabopaTopum Kacnepckoro» Ha cuctemax
MPOMBILLIEHHON aBTOMaTU3auum 6bl1o 3abnokuposaHo bonee 20,1 Teicau
Moamndukaumii BpegoHocHoro 10 n3 5150 pasnnyHbix cCeEMeNcTB.

1.

OCHOBHY!O Yrpo3y NpeacTaBnsioT pecypcbl U3 UHTEPHeTa U3 cnncKa
3anpeLléHHbIX (3a6nokmpoBaHbl Ha 14% komnbtoTepos ACY).

Ha pasnnuHbix Meanapecypcax 1 cantax C MMpaTCKUM KOHTEHTOM
3M0YMBbILLAEHHVKM NCMOMb3YIOT BPEAOHOCHbIE CKPUMTbI, KOTOPbIE
nepeHanpaBnsoT NONb30OBaTENeN Ha CalThbl, PaCNPOCTPaHSOLLIME
wnmoHckoe MO n/unn nporpamMmmsbl 4519 CKPbITOro MaHuHra
KprnToBantoTbl. [IpOLEHT KOMMBIOTEPOB, Ha KOTOPbIX ObiNK
3abnokunpoBaHbl Takune yrposbl, pacteT ¢ 2020 ropa.

BpepoHocHbie ckpunTbl U nepeHanpasnelus (JS u HTML) — 6binin
3abnokunposaHbl Ha 8,8% komnbtoTepos ACY (+0,7 n.n.).

MpoLEeHT KOMMBbIOTEPOB, Ha KOTOPbIX BIOKNPOBANNCh BPEAOHOCHbIE
CKPUNTbI-3arpy34nKkin, UICMonb3yemble 0a 3arpy3ku wnmoHckoro 10O,
3ameTHo Bblpoc B ABcTpanuu n Hosoli Senangum (+3,8 n.n) n 8 Poccnmn
(+4.4 n.n.).

LnuoHckoe MO (6akaopbl, TPOSHUbI-LUNNOHDbI N Kellnorrepbl) — ObiK
3abnokmpoBaHbl Ha 7,4% komnbioTepos ACY (+ 0,4 n.n.).

CamMbIM BbiICOKMM 3TO nokasaTtenb 6bin B BocTouHol Asun (14,3%), Adpuke
(13.4%) n KOro-BocTouHoi Azumn (11,2%).

BpepoHOoCHbIe NporpamMmbli-BbiMoOraTenm 6bin 3a610KMPOBaHbl Ha
0,40% komnbtoTepos ACY (-0,1n.n.).

Bbiwe Bcero atoT nokasaTtenb — B BoctouHoin Asnm (0,82%).

B cTpaHax BnnxxHero BocToka BblpoC NpoLEeHT KOMMbIOTEPOB, Ha KOTOPbIX
Bnoknposanuck Yepsu (+0,4 n.n) n wneposanbumkn (+0.3 n.n.).

NAHOWA®T YTPO3 /19 CUCTEM MPOMBILLISIEHHOW 3
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Poccus

B Poccum npoueHT komnbloTepoB ACY, rae 6b1nm 3abnoknpoBaHbi:

e Bce yrpo3sbl — yBennuumncs Ha 4,8 n.n. 0o 39,4%. B pelitHre pernoHos
Poccug okazanack Ha naTtom mecTe nocne Adpuiku, KOro-BocTtouHol,
BocTtouHol n LeHTpanbHoin Asnu.

e Yrposbl u3 nHTepHeTa — Bblpoc Ha 6,7 n.n. C nokasatenem 27,6%
Poccug 3aHgna nepBoe MecTo Cpeamn PermoHOB B COOTBETCTBYIOLLEM
pPenTUHre.

e Yrposbl npu NoAK/IOYEHUN CbEMHbIX HOCUTeNei — YBENNYNICS Ha
0,3 n.n. 0o 2,9%.

e Yrpos3sbl B NOYTOBbIX BNOXXEHUAX — YMeHbmncs Ha 0,4 n.n.

C nokasatenem 1,2% Poccus cpenmn permoHoB okasanacb B CaMOM KOHLE
COOTBETCTBYIOLLEro penTuHra.

e [lporpammbi-winuoHsl (Spyware) — coctasun 5,6%.

e BpepnoHocHble nporpammbi-BbIMOraTenun — ocTancs 6e3 nameHeHuiA
(0,33%).

e Cpepan nccnepoBaHHbIX MHAYCTPUIA HAVOONBLUNIA MPOLIEHT aTakOBaHHbIX
komMmnbloTepoB ACY oTmeueH B MawmnHocTpoeHun (53,7%); HameHbLunin —
B HedTerasosoi oTpacnu (38,8%).

O6uwaga ctaTucTuka no Mmpy

B pasnerne rpeacTapieHs! Pesy b TaThl GHA/IN3E CTATUC TUYECKUX AE8HHBIX, [T0/TyYEHHBIX C
TOMOLLBIO PACTIPene/IeHHoV aHTBUpycHov cet Kaspersky Security Network (KSN).
LarHble riosydeHs! oT Tex ross3osarenesi KSIN, koTopsie 406p0B0/IbHO MOATBELAN/IN CBOE
cornacue Ha ux aHOHVIMHYIO repeaady v 06paboTky ¢ Lesbto, ormcaHHov B CornaiueHviv KSN
/15 YCTAHOB/IEHHOIrO Ha MX KOMITbIOTEPE MPpoLykTa «/labopaTtopu Kacrnepckoros.

[Monkmoyerue k cetvt KSN .4aéT HaLLvM KIMeHTam BO3MOXHOCTb yJIIyYLLNTE CKOPOCTb
PEBKLIVIN 3ALUNTHBIX PELLIEHNV HE HEN3BEC THBIE PAHEE yIPO3bl U B LIE/IOM [TOBLICUTH KAYECTBO
LAETEKTUPOBEHUS Y CTEHOBIEHHOIO MPOAYKTE 38 CHET 0OPALLEeHNS K 06184YHOV
VH@PACTPYKTYPE XPaHEeHNS AaHHBIX O BPEAOHOCHBEIX OO BEKTAX, KOTOPYIO TEXHUYECKM
HEBO3MOXHO EPEaaTs LEIMKOM HE CTOPOHY KITNEHTA 13-38 €6 06 bEMA U O TPebISeMbIX

pecypcos.

[lepenaHHas rosiL308aTe/1eM TE/IEMETPUS COQEPKUT TOJILKO TE TUIIbl U KATEropum
VIH@OpMAELIY, KOTOPbIE OrncaHs! B cooTaeTcTByrolem CornaweHviv KSN. O1uv gaHHsie B
3HAYNTESILHOV MEPE HEe TOJIbKO IMOMOIaioT B GHA/IN3E SIBHALLIAPTA yIpO3, HO 11 HEOOXOAVIMBbI
L7159 OGHEPYXEHIS HOBbIX yIPO3, BKITKOYAS LIETICHArPaBeHHbIe atakv v APT.

1 OpraHusauusm, B OTHOLLEHUM NOGLIX AaHHBLIX KOTOPbIX HANOXeHbl OrpaHNYEeHNs Ha UX nepenady Bo
BHE NepvMeTpa opraHv3aLmmn, pekoMeHoyemM pacCMOTPETb BapuaHT UCNosb3oBaHusi cepeuca Kaspersky
Private Security Network.
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MeToauka noaroToBKM CTaTUCTUKN

CraTucTtunyeckune gaHHble, NpeacTaBneHHbIe B OTYETE, MOyYeHbl C 3aLlLMLLLaeMbIX
npoayktTamu «JTabopaTtopum Kacnepckoro» komnbtoTepos ACY, koTopble
Kaspersky ICS CERT oTHoCUT K TexHonorn4yeckom nHdpacTpykType
opraHusauuii. B aTy rpynny BxogsT KOMMbloTepsbl, paboTatoLme Ha
onepaumnoHHbix cuctemax Windows 1 BbINONHSOLWME OAHY UM HECKOSbKO
YHKUMIA:

e cepBepbl ynpasneHus n cbopa aanHbix (SCADA);

e cepBepbl XpaHeHWs aaHHbIX (Historian);

e wto3bl aaHHbIX (OPC);

e CTaUMOHapHbIe paboume CTaHLN NHXXEHEPOB 1 ONMepaTopPOB;

e MOOWbHbIE Paboure CTaHLMM NHXEHEPOB 1 ONepPaTopPOB;

e Human Machine Interface (HMI);

® KOMMbIOTEPDI, NCMOb3yeMble AN aAMUHNCTPUPOBAHNS
TEeXHOIOrNYEeCcKnx ceTen;

® KOMMbIOTEPDI, UCNONb3yemMble Ang paspaboTku 1O ang cuctem
NPOMBbILLNEHHOW aBTOMaTMU3aLUnN.

ATakoBaHHbLIMU Mbl CYATAEM TE KOMMbIOTEPDI, HA KOTOPbIX B TEYEHNE OTYETHOrO
nepuopda 3alunTHble pelleHns «JlabopaTopum Kacnepckoro» 3abnokmposani
ofHy 1 6onee yrpos. [py nogcyeTe NPoLEeHTa MaLUWH, Ha KOTOPbIX BblNo
npenoTBPAaLLEHO 3apaXkeHne BpenoHoCcHbIM [10, ncnonb3yeTcs

KONMMYEeCTBO KOMMbIOTEPOB, aTakOBaHHbIX B TEYEHME OTYETHOrO Neproaa, no
OTHOLLEHMIO KO BCEM KOMMbIOTEPAM 13 HaLlel BbIBOPKHN, C KOTOPbIX B TeYEHNe
OTYETHOro nepunoga Mbl NoNy4Yan 0besnnUeHHyo MHPopmMaLmIo.
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I'Ipou.el-rr KOMMbIOTEpPOB, Ha KOTOPbIX 6bInn 336ﬂOKVIpOBaHbI BPeAOHOCHbIE

06BbeKTbI

MpoueHT
KOMMbIOTEPOB
ACY, Ha
KOTOpPbIX Gbinu
3abnokupoBaHbl
BPEeAOHOCHbIE
06beKThI

MpoueHT
KOMMbIOTEPOB
ACY,Ha
KOTOPbIX BbInn
3a6110KUPOBaHbI
BpPepoHOCHbIEe
06beKThl,
SiHBapb — UNIOHb
2021

B nepsom nonyrogmn 2021 ropa npoueHT aTakoBaHHbIX KomnbtoTepos ACY
coctaenn 33,8% — Ha 0,4 n.n. bonblue, yem B H2 2020.

45%

. 41,2% 40,8% 41,2% 20,2%
35% 32,6% 33,4% 33,8%
30%
25%
20%
15%
10%
5%
0%
H12018 H2 2018 H1 2019 H2 2019 H1 2020 H2 2020 H1 2021

HavmeHbLwmni npoueHT komnbtoTepoB ACY, Ha KOTOpbIx Bbin 3a6N10KMPOBaHSbI
BPEOOHOCHbIE 0OBbEKTHI, Habnopancs B despane, HanboNbLMA — B MapTe.

18% 16,2% 15.8%
16% 15,1% 14,0% ’ 7% 14,9%
14%
12%
10%
8%
6%
a%
2%
0%
AHBapb ¢espanb MapTt anpenb mai HMHOHb

OTMeTVM, UTO AMHaMVKa NokasaTens No MecsLam 3a nepBble LWEeCTb MeCcsLEB
2021 cooTtBeTcTBYeT 2020 romy — 3a UCK/IIOYEHNEM AaHHbIX 3a peBparb.

B ¢pespane 2020 6611 0TMEYEH POCT NPOLEHTa aTakoBaHHbIX KoMmnbioTepos ACY,
He xapaKTepHbIA 419 NpeaplayLLmnx neT.

NAHOWADT YIPO3 4719 CUCTEM MPOMbILLSIEHHOM 6
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HekoTopbie nHayctTpun

— A i 0%

KOMMbIOTEPOB BTOMAaTM3aLlMA 30aHUM 46,7%

ACY, Ha MHKUHUPUHT U MHTerpaTopbl ACY 7:359%3%

KOTOpPbIX 6binu ’

aabrokmposant Hegro o 2 5% o

BPEAOHOCHbIE 5 1h¢

06beKThl, B JHepreTuka 3'-,5)"9%

HEeKOTOpPbIX

P MawwuHocTpoeHue 34,4%
NHAYCTpUax 35,0%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
mH12021 mH22020

B nepsom nonyrogmn 2021 ropa nokasatenu BCex nccnenyembix MHAYCTpUii
ymeHbLunamcb. OcobeHHo 3ameTHO — B HedTerazosoii otpacnm (-7,5 n.n.) n
ABTomaTnsauum sgaHuii (-6,4 n.n.).
KomnbtoTepsl, nCNonb3yemble B CUCTEMaxX aBTOMaTU3aLmMn 30aHNI, 4aCTO UMEIOT
TaKyo e NOBEPXHOCTb aTaku, YTO 1 OObIYHbIE KOPMOPATUBHbIE CUCTEMBI, Bonee
LUIMPOKYIO MO cpaBHeHuto ¢ komMnbtoTepammt ACY. OH MOTyT ObITb MOAK/OYEHDI K
KOPMNopaTMBHOM CETUN N UMETb [OCTYM K Pa3nnyHbIM CepBUCaM, TaknM Kak
WHTEPHET, KoprnopaTMBHag NoYTa, KOHTponep AoMeHa v np. Hepeako cuctems
aBTOMaTU3aUMN 30aHI NpUHaAnexaT NogpsaHON opraHMsaumn 1, [axke NMes
LOCTYN K KOPNOpaTUBHON CETU KOMMaHNW, He BCEraa HaxoaaTCs B BEAEHUN
KOpnopaTuBHOM Cny>6bl HOPMAaLMOHHOM 6e30MacHOCTU.
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Poccusa
B Poccun B TeueHme nepsoro nonyroans 2021 roga xoTs 66l 04MH pas
BPEOOHOCHbIE 0OBEKTHI BbinNn 3abnokMpoBaHbl Ha 39,4% komnbioTepoB ACY.
3710 Ha 4.8 n.n. 6onbLue, Yem Bo BTopoM nonyrogum 2020 roga, a no cpaBHEHMIO
c nepsbiM nonyroguem 2020 nokasaTtenb Bblpoc Ha 7,2 n.n
Poccus. Poccua
MpoueHT )
KOMMbIOTEPOB = 39,4%
a0% 34,6%
ACY, Ha 5% 32,2% ’
KOTOpPbIX 6bInu 30%
3abnokupoBaHbl 25%
BpeaoHOCHbIe 20%
06BbeKTbI 15%
10%
5%
0%
H1 2020 H2 2020 H12021
Camblih BbICOKUIA Moka3aTenb Obln oTMedeH B MapTe (22,6%), camblii HUSKNIA —
B gHBape (14.6%).
Poccus. Poccus
MpoueHT
pot 25% 22,6%
KOMMblOTEpPOB 21,2%
ACY, Ha 20%
° 17,1%
KOTOpbIX Gbian 14.6% 16,0% ’ 16,3%
3a610KMpPOBaHbI 15% .
BpeAoOHOCHbIe
06DbEKThI, 10%
aHBapb 2021 — 59
mioHb 2021
0%
AHBapb deepans mapTt anpenb Maid MIOHb
B BeceHHMe mecsLpl NpoLeHT aTakoBaHHbIX komnbioTepo ACY B Poccum 6bin
3HaUNTESbHO BbILLIE, YEM B @aHAMOMMYHbI Nepro npoLunoro roga. duHamunka
nokasaTeng ot mecsua k Mecauy otnmyaetcs n ot 2020, n ot 2019 ropos.
NAHOWADT YIPO3 /19 CUCTEM MPOMBILLNEHHO 8
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Poccus. Poccus
MpoueHT
KOMMbIOTEPOB
ACY, Ha 25% — —s.

KOTOpPbIX 6binu 20% 1 '_“““‘v——————-—‘
3a6110KMpPOBaHbI —8—2019
BPEAOHOCHbIE 15% ~— T ——2020
06beKTbI, Mo 10%
MecsLam

nepsoro

nonyropus 0%

30%

2021

5%

2019 - 2021 AHBapb despans mapT anpenb maii MIOHb
rogoB

MNokasaTenu No Bcem nccnepoBaHHbIM MHAYCTpUSM B Poccum Bbile, Yem B
cpeaHeM no Mupy.

Poccus. Poccua
MpoueHT
HOMMBIOTEPOR MawuHoctpoetve I 53,77%
ACY, Ha
KOTOpbIX 6bin Mpoussoacteo I 52,8%
3abnokupoBaHbl

| Y
BPeAOHOCHbIe WUHXMHUPUHT U MHTerpaTopbl ACY 48,1%
06veKTbl, B JHepretuka NN 43,2%
HEKOTOopbIX
VHAYCTPUSX, Asromatmsauua 3gavvii I 12,5%
nepsoe
nonyrogme 2021 Hedtouras NN 38,8%

0% 10% 20% 30% 40% 50% 60%

Pa3Hoo6pa3une o6Hapy)xeHHoro BpegoHocHoro MO

B nepsom nonyroaumn 2021 roga 3awmTHbIMK peLleHnsmin «Jlabopatopum
Kacnepckoro» Ha cucTemax NpOMbILLIIEHHOV aBTOMaTM3aummn Obino
3abnokumposaHo 6onee 20 Thicay mogndukaumii BpegoHocHoro M0 n3 5150
pPasnnYHbIX CEMENCTB.
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6000
KonuuectBo 3365 5150
cemeiicTs 5000
BpeAoHOCHOro 4119
- 4000
MO, sabnokupo 3322
BaHHOrNoO Ha
KommMbiloTepax 3000 2322
ACY 2000
1000
0
H1 2019 H2 2019 H1 2020 H2 2020 H1 2021
[No cpaBHeHMIO € NpeaplayLMM NoNyrognemM Konm4yecTBo CEMENCTB
BpenoHOCHOro MO HEMHOro YMEHbLUNIIOCH, B TO XK€ BPEMS YNCNO MogndurKaumii
NPeBbICUIO NoKasaTenu, 3adprKCUPOBaHHbIE B MpeaplayLLUme nonTopa roga.
OT0T daKT, a TakKe aHanns obpasLoB BpegoHocHoro 10 9BHO ykasbiBaeT Ha
YCTOSBLUYIOCS MPaKTUKY MCMOb30BaHNS 3/10YMbILLNIEHHUKaMM NOMYASPHbIX
CeMeliCcTB BPeLOHOCHOro (B 0CoObeHHOCTM WnunoHckoro) MO, koTopble
npepnaratoTcd no mogenun Maa$S (BpepnoHocHoe 10O kak cepsuc). BmecTo
CO3[4aHNg «CBOWX» YHVKAIIbHbIX 3/TOBPELOB aTaKyoLLMeE NCMONb3YIOT rOTOBbIE U
MoANGULMPOBaHHBIE MOA, X HYXObl BPEOOHOCHbIE MPOrpamMMbl, YTO He TpebyeT
Hanmums y HUX HaBblkoB paspaboTku 0.
YBenmyeHne KonmyecTsa yHKanbHblx 06pasuos BpegoHocHoro 10 Takxe
CBS13@HO C TEM, YTO 3/10YMBbILLNIEHHMK MaCCOBO MOMb3YIOTCH CepBMCaMm o4
0b6dyckaumm BpegoHocHoro 10, yToObl n3bexaTb ero 4eTEKTUPOBAHNS.
25000
KonuuectBo
y 20864 20103
Moaundukaumii 19542 19760 19406
BpeaoHOCHOro 20000
MO, sabnokupo-
BaHHOro Ha 15000
KoMnbloTepax
ACY 10000
5000
0
H12019 H2 2019 H1 2020 H2 2020 H12021
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KaTeropvm BPeAOHOCHDbIX 06beKkToB

BpenoHocHble 06bekThl, KoTopble NpoayKkThl «JlabopaTopun Kacnepckoro»
BnoknpytoT Ha komnbloTepax ACY, oTHOCATCS KO MHOTMM kaTeropuam. [Ang Toro
4yTOObI AaTb Nydllee NpeacTaBneHne o Tunax 3abnoKMpPOBaHHbBIX YTPO3, Mbl
BbIMOMHWUAN NX AeTanbHyto knaccudukaumio.

PesynbTaTbl Hallero feTanbHOro aHannsa ganv CreaytoLLme oLeHKM NpoLeHTa
komnbtoTepoB ACY, Ha KOTOpPbIX Bblna NpefoTBpaLLeHa akTUBHOCTb
BPELOHOCHbBIX OB bEKTOB Pa3nNYHbIX KaTEropuii:

Pecypcbl B MHTEPHETE M3 CIIMCKA 3alpeLiLHH bIX | — 14.0%
3n0BpeAHbIe CKPUNTLI M MepeHanpasieHna Ha BeB-pecypcax | 3.8

TpoAHLUbI-WNMOHBI, 63KA0PbI M Keinorreps [ 7 .4%
Yepeu (Worm) [N J.6%
Bupycei (Virus) [ 2.9%

BpeAoHOCHble AOKYyMeHTbl (MSOffice+PDF) L2, 7%

MaliHepsbl - ucnonHaembie daiinbl gna OC Windows [ 1.7%
Be6-maiiHepbl, BbinonHaemble B 6paysepax [ 0.9%
BpegoHocHble nporpammbl ana AutoCad B 0.6%
Mporpammbi-Bbimorateny B 0.40%

0% 5% 10% 15%
mH12021 mH22020

I'Ipou,eHT KOMMbIOTEpPOB ACY* Ha KOTOpPbIX 6bina npepoTBpalLeHa akTUBHOCTb BPpeAOHOCHbIX
06beKTOB pPasnnyHbIX KaTeropvu‘/'l

*3ameTrM, UTO NONYUMBLUMECS NMPOLEHTbHI HEKOPPEKTHO CYMMMPOBATL, MOTOMY
YTO BO MHOTUX CllyYasix Ha OQHOM KOMMbOTepe 3a OTUYETHBIN NepPUoA, MOriv ObiTb
3a610KMPOBaHbl Yrpo3bl ABYX 1 6onee TUMoB.

KpaTKoe ornnmcaHme Ka>kaooro Tuvna yrpoa npenctaBsieHO B OTAE/IbHOM OOKYMEHTE.

B nepsom nonyroamnm 2021 ropa Bbipoc npoueHT koMnbioTepoB ACY, Ha KOTOpbIX
Oblnv 3a61OKNPOBAHDI:

¢ Yrpo3sbl U3 HTEpPHeTa — 3aHECEHHbIE B CMCOK 3anpeLLEHHbIX BEO-
pecypchbl, 3a0eiCTBOBaHHbIE B paCnpOCTPaHeHNN U ynpasneHnum
BpenoHocHbIM 1O, — Ha 0,5 n.n.

e 3noBpeaHble CKPUNTbI U NepeHanpaBneHns Ha Beb-pecypcax
(JSUHTML) —Ha 0,7 n.n.

¢ LWnuonckoe MO — TpOSHLbI-LLNMOHbI, 63KA0PbI 1 Kenorrepbl —
Ha 0,4 n.n.

e Maiinepbl — ncnonHgsemble dainsl gnga OC Windows — Ha 0,12 n.n.

NAHOWADT YIPO3 4719 CUCTEM MPOMbILLSIEHHOM n
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MpoueHT
KOMMbIOTEPOB
ACY, Ha
KOTOpbIX 6bis10
3abnokupoBaHbl
BPEAOHOCHbIE
06beKThI

BpenoHoCHble CKpUNTbI UCMONb3YIOTCS 310YMbILLNEHHNKAMW Ha Pa3INYHbIX
Meamapecypcax 1 canTax C MMpaTCKUM KOHTEHTOM 4719 NepeHanpaBneHns
nosb3oBaTenel Ha caiTbl, pacnpocTpaHsowme WwrnoHckoe MO n/vnnum
NporpamMmMbl 4151 CKpbITOro MaHMHra KpnToBantoThl.

OTmeTuM, UTO NokasaTtenu LWnuoHckoro MO 1 BpeLOHOCHbIX CKPUMTOB 1
nepeHanpaBneHnii pacTyT yXe BTOpoe nonyrogve noapss.

10% 8,8%
8%

7,0% 7,4% 7,8% . 8,1%
6% 58% 5,6% 5%
4%
2%
0%

TpoAHLbI-LUINKOHBI, 63KA0PLI U Keinorrepbl  3N0BpefHbIE CKPUNTLI U NepeHanpasNeHua Ha
Beb6-pecypcax (JSm HTML)

H2 2019 ®=mH12020 mH22020 mH12021

Mporpammbl — BbiIMOraTenu

MpoueHT
KOMMbIOTEPOB
ACY, Ha
KOTOpPbIX 6bINK
3abnokuposaHsbl
nporpamMmbi-
BbIMOraTenu,
SIHBapb — VIOHb
2021

B nepsom nonyroaumn 2021 rona Bpe4OHOCHbIE MPOrpaMmMbl-BbIMOraTeny obiam
3abnokmposaHbl Ha 0,40% komnbtoTepoB ACY. 1o Ha 0,09 n.n. meHbLue, YeM B
npeablayLemM nonyroanmn.

Hanbonbluee 3HauyeHme npoLeHTa koMmnbloTepoB ACY, Ha KOTOpPbIX Obinu
3a610KNPOBaHbI NPOrpaMMbl-BbIMoraTenu, 6eino oTMedeHo B noHe (0,16%),
HanmeHblune — B peBpane u B anpene (0,11%).

0,18% 0,16%
0,16% 0,14%
0,14% 0,13% 0,13% i
0,12% 0,11% 0,11%
0,10%
0,08%
0,06%
0,04%
0,02%
0,00%
AuBapb ®despans MapTt Anpenb Mait HioHb

B peiTuHre perrioHoB No NPOLEHTY aTakOBaHHbIX BbIMOraTENSIMU KOMMbIOTEPOB
ACY nugupytoT pervoHbl Aaum n bamxHuin BocTok.
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PeiTuHr
pernoHos no
NpoLeHTy
KOMMbIOTEPOB
ACY, Ha
KOTOPbIX Gbinu
3a610KMpPOBaHbI
nporpamMmmbi-
BbIMoOraTenu,
nepsoe
nonyroane 2021

15 cTpaH n
TeppuTopunia c
HanGonbLUNM
npoLeHTOM
KOMMbIOTEPOB
ACY, Ha
KOTOpPbIX 6bINK
3abnokupoBaHbl
nporpammbi-
BbIMOraTenu,
nepsoe
nonyroaue 2021

BoctouHaa Asua
HOxHaa Asua
Bav:kHMid Boctok
HOro-BoctouHas Asua
UeHTpansHas Asua
Asctpanua n Hosasa 3enaHgusa
Adpura

Poccusa

3anagHas Espona
BoctouHas EBpona
NatuHcKaa AMmepuKa
HOx<Has EBpona

CLUA v KaHaga
CesepHas Espona

0,0%

— (), 32%
e 0,60%
I —— 0,56%
S (),19%
I —— 0149%
——— (,46%
E—— 0,40%
EEe——— (),33%
— 0)33%
— 0’31%
—— (),27%

I 0,26%

e 0,23%

= 0,02%

0,2% 0,4% 0,6% 0,8% 1,0%

B uncne 15 cTpaH ¢ Hambonbwmm npoueHToM KomrbtoTepoB ACY, Ha KOTOpPbIX
ObInn 3a6N1OKNPOBaHbI NPOrPaMMbl-BbIMOraTeN, ABE €BPOMencKme CTpaHbl —

Benapycb n Berrpus.

baurnagewu
Ervner
benapyce
Kutai (6e3 MoHKoHra v TaitBaHA)
MpaH
dOununuubl
HMupgoHesua
TaiBaHb
Anxmp

0OA3

TamnaHpg
BypkuHa-®aco
KamepyH
ApreHTuHa
BeHrpua

0,0%

I — 3, ] %
eee—— ] 3%
eee—— 1%
ee—— (), 9%
e (),9%
—— (),9%
messs—— (),8%
esss——— (),8%
e (),7%
e (,6%
e (0,6%

e (),6%

e (0,6%

e (),6%

s (,6%

05% 1,0% 15% 2,0% 25% 3,0% 3,5%

B Poccuum npoLeHT komnbioTepoB ACY, Ha KOTOPbIX Obinivi 3a010KMPOBaHDI
nporpamMmbl-BbiIMOraTeny, 3a nonyrogme He namennncs n coctasunn 0,33%.
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ABTOMATU3ALINN. TIEPBOE MOJTYTOANE 2021

13
© 2021 AO «JTABOPATOPUA KACTIEPCKOI O»



Kaspersky ICS CERT lkaspersky

Feorpadus

Ha kapTe HxKe Ans Kaxnol CTpaHbl OTpaXeH NPOLEHT CUCTEM NPOMbILLIEHHON
aBTOMaTM3aUMN, Ha KOTOPbIX Dbl 3ab6N0KNPOBaHbI BPEAOHOCHbBIE OOBEKTDI, MO
OTHOLLEHMIO K OOLLEMY KONNYECTBY TakuUxX CUCTEM B CTPaHe.

% of ICS computers in 2021 H1

Q
6.7 | | B

leorpadus aTak* Ha cucTeMbl MPOMbILLNIEHHOV aBTOMaTU3auuu, nepeoe nonyropue 2021
*ﬂpOL{ ©HT KOMIboTepPoB AC }/, Ha KoTopbix 6b1/m 3a6ﬂOKMpoBaHbl Bpe[oHOCHbIe 06beKTHI

Pervionbl
B peiTuHre pernoHos mupa rno gone mawmH ACY, Ha KOTOpbIx Obina
npenoTBpaLLeHa BpeAoHOCHas akTUBHOCTb, inanpytoT Adpuka, KOoro-BocTouHas,
BocTouHad n LieHTpanbHas Asus.

NAHOLWA®T YTPO3 [151 CUCTEM MPOMBILLITEHHOM 14
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MpoueHT
KOMMbIOTEPOB
ACY, Ha
KOTOpPbIX 6binu
3a610KMpPOBaHbI
BPEeOOHOCHbIE
06beKThl, B
pervoHax mupa

Adpmuka
lOro-BoctouHaa Asua
BoctouHas Asua
LentpanoHaa Asua
Poccua

BauxkHUiA BocTok
HOxHan Asua
JlaTMHCKaa Amepuka
BoctouHas Espona
H0:Han EBpona
Asctpanwua u Hosas 3enaHguna
CLUA v KaHapa
3anagHaAa Espona
CesepHas EBpona

— 46,1%
44, 1 %
— 43,1%
e 2, 1%
| 39,4%
e 37,2%
e 30,4%
——- 33,0%
E— 29,5%
e 29,3%
E——— 23,5%

e 16,4%

e 15,3%

E— 11,1%

0% 10% 20% 30% 40% 50% 60%
EmH12021 ®mH22020 mH12020

Hamnb6onbliee yBenuueHune npoueHTa komnbiotepoB ACY, Ha KOTOpPbIX Obinn
3a610KMPOBaHbl BPpeAOHOCHbIE 06BbEKTHI, 3aPUKCNPOBAHO:

1. wHa 6,5 n.n. — B ABcTpanum n Hoeoih 3enaHpun;

2. Ha 4,8 n.n. — B Poccum, koTOpagd 3a rof NogHInach B 3TOM PENTUHIE
c 8-ro Ha 5-e mecT0;

3. Ha 2,6 n.n. — Ha BbrnxxHem BocToke.

CTonb 3HaunTenNbHbIN PpOCT NokasaTens B Aectpanuu n HoBoin 3enangun
CB$I3aH C NU3MEHEHVEM B 3TOM PErnoHe OCHOBHOro crnocoba pacnpocTpaHeHns
wnmoHckoro [MO. B npeabiayLume nepmoabl OCHOBHbIM BEKTOPOM
pacnpocTpaHeHns Obinn GULLINHIOBbIE NMCbMa, COLEPXKALLME BO BIIOXEH
wrmoHckoe NO nnn ero sarpy3aumk. B H12021 gnga sarpy3ku wnnoHckoro 10O
3HAUMTENbHO YaLle NCMOb30BaNCh BPEOOHOCHbIE CKPUMTbI-3arpy34nKu,
NperMyLLECTBEHHO pacnpoCTpaHseMble B UHTEpHeTE. [poLeHT KOMMbIOTEPOB
ACY, Ha KOTOpbIX Obln 3aBOKNPOBaHbI Takne BPeOOHOCHbIE 06 BEKTHI, BHIPOC
B ABcTpanun n Hoson 3enaHgum Ha 3,8 n.n.

AHanornyHbili TpeHp akTyaneH ons Poccun (+4,4 n.n.).

Ha BnvyxHem BocToke cutyaums nHas — Tam HabnogaeTcs pocT NpoLeHTa
komnbtoTepoB ACY, Ha KoTopbix Brokmnposanuck Yepsn (+0,4 n.n.) n
windposanbmkm (+0,3 n.n.), a BP€AOHOCHbIE CKPUMTbI-3arpy34rki CTanm
onokuposaTtbes pexe (-0.3 n.n).
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CrpaHbi

15 cTpaHu Amkuvp . 55,4%
TeppuTopuii ¢ Mapokko | 52,4%
HanbonbLnm 3 K —_5 0,0%
NPOLLEHTOM B b e THE M | —.0,6 7
KOMMBIOTEPOB Een-le-lp::: oy 5?;:{,%
ACY, na EaHrnaLeu.l 40,204
KOTOpbIX GbiuA Mhgoresnn IE— 48,9%
3a6/10KMpOBaHbI Kutaii (6ezs NloHkowra v TalisaHs) I 48,2%
BPEAOHOCHbIe Eruner IE——d7,1%
06beKThl B KamepyH I — 5,20
nepsom Wpan EE—— 45,2%

Skeajop T 45,1%
Oman | — 43,1%
K a 32 cTa |0, 7%

0% 10% 20% 30% 40% 50% 60% 70%
EH12021 ®H22020

nonyroaun 2021

Hanbonbluee yBennyeHne npoueHTa atakoBaHHbIx KomnbtoTepoB ACY 6bino
OTMEYEHO:

1. Bonee yem Ha 10 n.n. — B Benapycun n YkpauHe. B pesynbtaTte
bBenapycb okazanacbk Ha N9TOM MecTe B PENTUHre CTpaH No 3TOMy
nokasartento.

2. Ha7,4 nn— B Yexum n Cnoeakmm. Yexns BbiObina 13 peliTHra Hanbonee
©narononyyYHbIx CTpaH.

3. Ha 6,5 n.n. — B FloHKOHre n Ha 6 n.n. B ABcTpanumn. ST CTpaHbl TakXe
BbIObIIM U3 AECATKM Hanbonee 6narononyyHbix.

4. Ha 6 n.n. — B KamepyHe. O1a cTpaHa nonana 8 TOP15 no npoueHTy
aTakoBaHHbIX kommnbioTepos ACY.

OTMmeTuM, uTO B ['OHKOHre npoueHT komnbloTepoB ACY, Ha KOTOPbIX Oblnn
3ab6N0OKNPOBaHbl BPeAOHOCHbIE 06 BEKTbI, MPEBLICUS aHaNOMMYHbIE NoKa3aTesnun 3a

npenbioyLime Tpu roga.

NAHOWADT YIPO3 4719 CUCTEM MPOMbILLSIEHHOM 16
ABTOMATU3ALINN. TIEPBOE MOJTYTOANE 2021 © 2021 AO «JTABOPATOPUA KACTIEPCKOI O»



Kaspersky ICS CERT

lkaspersky

MpoueHT
KOMMbIOTEPOB
ACY, Ha
KOTOpPbIX 6binu
3abnokupoBaHbl
BPeAOHOCHbIe
06beKTbl B
oHKOHre

10 cTpaH u
TeppuTopui c
HaVMeHbLUUM
npoLeHTOM
KOMMbIOTEPOB
ACY, Ha
KOTOpPbIX 6binu
3a610KMpPOBaHbI
BPeAoHOCHblE
06beKThI

B MepBOM
nonyrogumn 2021

TOHKOHT
25%
0,
19,4% 20,8%
20%
15,3% o

15% 13,0% 14,35%
10% 7,7% 8,9%

B l

0%

H1 2018 H2 2018 H1 2019 H2 2019 H1 2020 H2 2020 H1 2021

Hanbonee 3HaunTenbHoe ymMeHbLUeHMe npoLeHTa komrbioTepos ACY, Ha
KOTOPbIX Obln 3a610KMPOBaHbI BPeAOHOCHbIE 06 BEKTHI, OblfI0 OTMEUEHO:

1. Bbonee yem Ha 10 n.n. — Ha PuAnnnnHax.
2. Ha 8,4 n.n— B banrnapgeLw.
3. bonee yem Ha 7 n.n. — B Cayposckor Apasun, ApreHTunHe B LLpn JlaHke.

Mspauns EEEEEEEEEEE— 6,8%
NrorcemGy | Ly 0
Janva | — 8,4%
Mpnangvs I 0, 1%
Hupepnangbl . 10,3%
L e Ly v | — 10,9%
CvHranyp | 12,8%
B e MK 0 6/ M Ta HIM A | — e 12,9%
Py M b1 H 111 | s
Weeiuapna | — 14,0%

0% 2% 4% 6% 8% 10% 12% 14% 16%

W H12021 mH22020

NcTouHunkm yrpos

OCHOBHbBIMW UCTOYHMKAMU YrpO3 AN KOMMbIOTEPOB B TEXHONOMMYECKOM
NHPPAaCTPYKTYpPE OpraHn3aLmi SBASKOTCA MHTEPHET, CbeMHbIE HOCUTENN
3MeKTPOHHas noyTa.
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OcHoBHble
NCTOYHUKN
yrpos, sabnoku-
poBaHHbIX Ha

20%

2%

8,

16,7% 16,7%
15%

10%

KoMnMbloTepax
ACY* 5,8% 5,4% 5,2% .
N . . . =
mEm
HHTepHET CbeMHble HOCUTEeNu lMouyToBbLIE KNNEHTbI
N H12020 EH22020 MH12021
* ﬂpoueHr KomribloTepos AC }/, Ha KOTopbIX 6b1/m1 3a6ﬂ0KMpOBaHbI Bpe[oHOCHbIe 06BbEKTbI U3 Pa3/INYHbIX
UNCTOYHUKOB.
B nepsom nonyroaumn 2021 roga npoueHT komnbtoTepos ACY, rae 6binm
3ab610KMPOBaHbI:
1 yrposbl U3 uHTepHeTa — yBenmuuncs Ha 1,5 n.n,;
2 yrpo3sbl Npv NOOKIOYEHNN CBEMHbBIX HOCUTENEN — CHUXKaeTCH yXe rof, B
nepsom nonyrogun 2021 ymenbumncs Ha 0,2 n.n.
3 yrposbl, pacnpoCTpPaHSOLWMECS Yepe3 MOYTOBbIE KNTMEHTbI, — YMEHbBLUWIICS
Ha 0,6 n.n.
B Poccuum npoueHT komnbioTepoB ACY, Ha KOTOpPbIX Oblnv 3a610KMPOBaHDI
Yrpo3bl U3 UHTEPHETA, 3HaUNTENbHO YBennuuncs — Ha 6,7 n.n.
Poccus. Poccua
OcHoBHble 30% 27,6%
NCTOYHUKUN 258
yrpos, sabnoku- ° 20,9%
pOBaHHbIX Ha 20% 16,2%
KOMMbloTepax 15%
ACY* 10%
5% 33% 2,6% 2,9% 1,7% 1,6% 1,2%
0% - - - I e
MHTEpHET CbeMHbIe HOCUTENN MouToBble KAMEHTBI
mH12020 mWH22020 mH12021
* MpoueHT komribroTepos ACY, Ha koTopbix 6bi 386/10KUPOBaHbI BPEAOHOCHBIE O6BEKTEI U3 Pa3/INYHBIX
UCTOYHUKOB.
NAHAWA®T YrPO3 [1/19 CUCTEM MPOMBILLITEHHO 18
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OCHOBHble NICTOYHUKM Yrpo3: reorpadpus

OcHoBHble

NCTOYHUKUN A¢|pHKa

yrpos, 3abnokun- =

POBAHHbIX Ha HOro-BoCcTouHAaA A3MA | —

KOMMblOTEpax BocrouyHaa Asua |[EE—

ACY* B LieHTpanbHaa Asun [

pernoHax mMmupa, Poccma F

nepeoe 2021 BAMMHWY BOCTOK [ ——

nonyroave

YToR lOxHan Asna  [Eee———

* npoueHT NatvHcKan AMepuKa [ —————

koMIibloTEpOB BOCTOUHAA EBPONa [ ——

ACY, Ha koTopbix

Gou lOHan EBpona  [——

3a6710KUpPOBaHbI ABCTpanva U HoBaA 3eNaHOUA |[ommmr—

Bpe[oHOCHbIe CLUA v Ka Haja r

06beKTbI U3 3 .

pS——— anajHan EBpona [

UCTOYHUKOB, CesepHan EBpona [

yaaeres 0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

YCTaHOBUTbH He BO

Beex crydasx Bce uctounukm yrpos B UHTepHer M CbemHble HocuTenn M TMOYTOBbIE KAMEHTbI
Kak n npexnae B Hanbonee 6narononyuHblx pernoHax — B EBpone, CLUA v KaHage,
ABCTpaJ'IVIVI 1 Hosow 3enaH,u|/||/| — nokKasaTesin no BpeoHOCHbIM NMOYTOBbIM
BNOXEHNYAM NpeBbILLatoT nokasaTes i No Cbe€MHbIM HOCUTENAM.

NuTepHeT
OCHOBHbIM MCTOYHVKOM YrpoO3, KOTopble BnokupytoTcs Ha komnbtoTepax ACY,
aBnseTcs MHTepHeT. [o npoueHTy komnbloTepoB ACY, Ha KOTOpPbIX Bbinn
386J'IOKI/IpOBaHbI Yrpo3bl N3 UHTEPHETAa, BCE PErmoHbl MOXHO pa3aesninTb Ha Tpn
rpynnbl. [epBag — pervioHsl ¢ nokazatenem ot 20 o 28%; BTopas — o1 13% no
18%. TpeTbs, Hanbonee GnarononyyHas — oo 9%.
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MpoueHT
KOMMbIOTEPOB
ACY, Ha
KOTOpPbIX 6binu
3abnokupoBaHbl
yrposbi 13
WHTEpPHeTa, B
pervoHax mupa

Poccua

LleHTpanbHaa Asua
Adpuka
HOro-BoctouHaa A3uAa
BAnHMIA BoCcTOK
HOxHaAa Asuna
JlatTMHCcKaa AMepuKa
BocTtouHan EBpona
BoctouHaa Asuna

O Haa EBpona

Asctpanua v Hoeaa 3enaHgua

CLUA v Kanapa
3anagHan Eepona
CeBepHan EBpona

0%

e ——— 27,6%
— 25,5%
T 2, 6%
T —2 1,9%
I 18,0%
———_16,8%
e 16,8%
16,47
——— 16,2%
e 14,0%
e 13,2%

I 8,1%

I 7,5%

5, 5%

5% 10% 15% 20% 25% 30%

W H12021 mH22020

B nepsom nonyroammn 2021 ropa npoueHT komnbtoTepoB ACY, rae obinm
3ab610KMPOBaHbl YrpO3bl U3 UHTEPHETA, Hanbonee 3HaUNTENbHO YBENNYNIICS:

1

3

Ha 6,7 n.n. — B Poccum, KoTOpasi HEOXNAAHHO 3aHsina nepBoe MecTo
cpenm BCex PErmoHoB No aToMy nokasatento ¢ 27,6%;

Ha 2,7 n.n. — B ABcTpanuu n Hoeoit 3enaHaun, B pesynbraTe 4Yero
pervoH nonan Bo BTOpPYIO rpynny ¢ noka3satenem 13,2%;

Ha 2,1 n.n. — Ha 6anxHem BocToke.

3ameTHOe yMeHbLUueHne nokasatens (MuHyc 3,2 n.n.) otmeyeHo B FOxxHoi A3uun.

Benapycb
Amxup
Mapokko
TyHuc
Poccua
UHpoHesua
JkBagop
KasaxcraH
Mpak
BoeTHam
YKkpauHa
Eruner
baHrnagew
OmaH
TannaHnpg,

32,8%

e 32,0%
T — 30,3%
T 28,0%
T — ) 7, 6%
2 7,0%
I — 26,2 %
T —— ) 5,7 %
T —— ) 5,1%

0%

e ——— ) 3 8%
T 22,8%
T —— 22,6%
I —_2 2, 0%,
T —— 01,2%
2 1,1%

5% 10% 15%

W H12021 mH22020

20% 25% 30% 35%

15 cTpaH u TeppuTopunii ¢ HanbobLWUM NpoLeHToM KomnbloTepoB ACY, Ha KOTopbIx 6bin
3a6n10KMpPOBaHbI Yrpo3bl U3 MHTepHeTa B nepeom nonyrogum 2021
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Camblih 3HaUNTESbHBIN POCT nokKasaTesiyd 3a npoweguee nonyrogmne Ebin
OTMeEeYeH:

1 pexopaHblie 12,2 n.n. — B Benapycu, koTopas B pe3ynbTate BO3rnasuna
PENTUHT;

2 8 n.n. — Ha YKpauHe;

3 6,7 n.n.— B Poccun.

Cpeav ocTanbHbIx CTpaH B Ton-15 HET H1 OQHON €BPONENCKON.

CobemHble HOCUTENN

PeiTuHr
[pervioHoB no
NPOLEHTY
KOMMbIOTEPOB
ACY, Ha
KOTOpbIX 6bISI0
3a6nokmpoBaHo
BpeAoHOCHOoe
MO npwm
noaKoYeHN
CbEMHbBIX
HocuTenen

B MepBOM
nonyroaun 2021

PeliTnHr pernoHos no npoueHTy komnbtoTepoB ACY, Ha KOTOPbIX NMpw
NOOK/IIOYEHNM CbEMHBIX HOCUTENEN Bblno 3abnoknpoBaHo BpegoHocHoe MO,
TpaanuMoHHo BosrnaensioT Adpuka, pernoHsl Asnm n BnvxxHuin BocTok.

e ] 5, 6%
10, 3%
e 9,4%
O, 400,
E———_2,9%
EE—G.4%
e 4,0%

e 3,4%

E— 3,0%

[ 2,9%

m—13%

- 1,2%

== 0,9%

== 0,8%

Adpwuka

BoctoyHaa Asua
BavxHWIA BocToK
HOro-BoctoyHaa A3ua
HOxkHan Asuma
LleHTpanbHana Asua
JlTaTMHCKaa AMepuKa
BocrouHasa Espona
HOxHana EBpona
Poccua

3anagHaa Eespona
CLUA v KaHapga
AscTpanua v Hosaa 3enaHgua
CesepHan Espona

0% 2% 4% 6% 8% 10% 12% 14% 16% 18%

W H12021 mH22020

B Adpuike 3adurkcrnpoBaH HambonbLLniA pocT nokasatens — Ha 1.3 n.n.

Bo Bcex pervoHax A3unm gaHHbIi nokasaTenb yMeHbwnncs Ha 1,2 — 2,2 n.n., a Ha
BrmxHem BocToke HemHoro ysenuuuncg (Ha 0,6 n.n.). B pesynbtate bavxHwii
BocTok nogHancs B aTom peTuHre ¢ N9Toro MecTa Ha TpeTbe.

B nepsom nonyrogun 2021 ropa B cnncok 15 cTpaH 1 TeppuTopuin ¢ HaMGoNbLIMM
npoueHTom komnbtoTepoB ACY, Ha KOTOpbIX BbI10 3ab10KMPOBAHO BPEAOHOCHOE
MO npw NOOKMOYEHNN CBEMHbBIX HOCUTENEN, TPaAULMOHHO He nornanu CTpaHbl
Esponbl, CeBepHoii AmMepuikn n ABcTpanus.
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e — ) 4.0%
. 17.6%

Anxkup
BaHrnagew

Upak

KamepyH

Mapokko

Eruner

TyHuc

Kutait (6es l'oHkoHrau TaitBaHs)
BypkuHa ®aco

BbeTHam

WUpaH

e 17.0%
e — ] 6. 7%
. 14.9%
14,6 %
1332
. 0%
e 12.7%
12626,
e 12.2%

e 10.4%
8%
e 7.0%
e 7.8%

Kot-a'Ueyap
MHpoHesuna
Cayposckan Apasua
OA3

0% 5% 10% 15% 20% 25% 30%

mH12021 = H22020

15 cTpaH u TeppuTopuii ¢ HanbonbLwUM NpoueHToM komnbioTepoB ACY, Ha KoTopbIx 6b110
3abnokmpoBaHo BpepoHocHoe MO npu NoaKnioYeHUN CbEMHbBIX HOCUTENEI B MEPBOM
nonyroaun 2021

Hanbonblwmii pocT nokasatens oTmeueH B Amxupe n KamepyHe — Ha 4,3 n 4,1 n.n.
COOTBETCTBEHHO.

MNMouToBble KNNEHTbI

PelTuHr pernoHos no npoueHTy komnbtoTepo ACY, Ha KOTOpPbIX BblK
3ab6N10OKNPOBaHbI BPEAOHOCHbBIE MOUTOBbIE BTOXEHNS, Kak 1 B NpedblayLLem
nonyroauw, Bosrnasunu KOxHas EBpona v KOro-BoctouHas Aaug.

Bo BTopom nonyrogumn 2020 ropa B 60/bLUMHCTBE PEMMOHOB Oblfl OTMEYEH POCT
aToro nokasatens. B nepsom nonyroaun 2021 rona e AMHCTBEHHBIM PEMVIOHOM,
rae pocT Npojomkunicy, ctana Asctpanus n Hosas 3enangms (+1.3 n.n.).
OTmeTUM, UTO B 3TOM pPernoHe npoueHT koMnbioTepo ACY, Ha KOTOPbIX
3a6,10KMPOBaHbl BPELOHOCHbIE MOYTOBbIE BIIOXXEHWS, PacTeT C NepPBOro
nonyroouns 2020 roga.
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PevituHr HO K Ha A E B pona | ——_0,4%
pernoHos no HOro-BocTouHan As31a | D2
NpoueHTy Asctpanua v Hosad 3enangva EE—— ], 6%
KoMnbloTepoB BavkHMii BocTok EEEEE——4,3%

ACY,Ha BocroyHan Espona EE——_4,1%

KOTOPbIX GbinuA JNlatMHCcKaa Amepuka e, 0
3a6n0KNpoBaHbI Adpvka I3, 6%
BP€AOoHOCHbIe HOHan Azva | S

nouTosbie CLIA v KaHapa HE— 2, 5%

BJIOXKEHS BocToyHan Asvn IEEEEEESS—) 5%

B NepBoMm

3anagHana Espona 1 9%
LleHTpanbHan Asvs 1 500
Poccna 2%
CesepHan Espona | 1,2%

nonyroaun 2021

0% 1% 2% 3% 4% 5% 6% 7% 8%
mH12021 mH22020
B uncno 15 ctpaH ¢ HanbonbLwmm npoueHTom koMnbloTepoB ACY, Ha KOTOpbIX

ObInv 3abNoKNPOBaHbl BPEAOHOCHbBIE MOYTOBbIE BAOXEHMS, MOnan CTpaHbl
tOxxHol EBponbl — Utanug, Vicnanus, I'peumns v MopTyranus.

BaHrnagew
V12121131 e 8,8%
OA3 %
Utanua
Tynuc S 0,8%
WHpoHesuna
Mapokko EEEE———— ,1%
Ty p Ly |, 9 70
WUcnanua e 5,7 %

V] e K CvK A |, 006,
FOxHa A Ad prka | . O
O viaH | o
Kenna EE——— 5, 4%
T e Ly 111 | o
Mo pTy a1 | by Dy
0% 2% 4% 6% 8% 10% 12%

mH12021 mH22020

15 cTpaH u TeppuTopuii ¢ HanbonbLWUM NpoLeHToM KomnbioTepoB ACY, Ha KOTopbIX 6bLn
3abnokupoBaHbl BpeAOHOCHbIE MOYTOBbIE BIIOXEHUS B nepeomM nonyrogun 2021

Hanbonee sHauMTenbHOE YBENMYEHNE 3TOrO NokasaTens oTMeyeHo B Mapokko
n Kennn — Ha 1,7 n 1.3 n.n. cootBeTCcTBEHHO. B [ peumm nokazaTtenb yMeHbLIUICS Ha
2,6 n.n., 1 B pe3ynbTaTe CTpaHa onycTunach B penTuHre ¢ 5-ro Ha 14-e mecTo.
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LleHTp pearvpoBaHuMsi Ha VHUMAEHTb WHPOPMAUMOHHON 6e30MacHOCTU  MPOMBILLIEHHBIX
nHdpacTpykTyp «/labopatopum Kacnepckoro» (Kaspersky ICS CERT) — rnobanbHblii npoekT
«JTabopaTopum Kacrnepckoro», HaLeneHHbI Ha KOopaHaLMIO AeACTBUI NPON3BOAMNTENEN CUCTEM
aBTOMaTU3aUMW, BradenbLeB U OMNepaTopoOB MPOMbILMEHHbIX OOBEKTOB, WCcnegoBaTeneit
NHPOPMALIMOHHOM 6Ee30MacHOCTU NPU PeLLeHnn 3a4a4d 3alnTbl NPOMbILMIEHHbBIX NPEeAnPUSTUi 1
0BDBEKTOB KPUTUYECKN BaXKHbIX MHPPACTPYKTYP.

Kaspersky ICS CERT ics-cert@kaspersky.com
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